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HARALT 1—)L K : officeLocation fl: "New York City"

Bl FTIr—>3>08J

« Appname : EDT 7V T—>3>F

» Groupname : 7V AV I —7 OBl
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» Build : BEOE )L RES
« Version : BEDO U —A/N—23>
YT IUART =R (53R2R=D)ZKY, PTVT—2a OfBEOY —AERBETEET,

Y IAVARF—RIIAERTONTAZI-IVRNORET7AILNICENTR E, EX0
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BBTSUFRN-—a0TF—RETAIINETEERT,

Bl -

UT®Java 77U T5r—23 > 0BT, javaagent 750 2BMTBTICI MU ZEML TV
F9, ZOFITIE, contrast.application.session_metadata ZOANTF AT S F&
(branchName)., X ¥ kU fz 1 —(committer). 7R KU (repository)d X X F—2 7' O/NTF 1
CHLT, F—EEERTICLTEELTVET,

-Dcontrast.application.session_metadata="branchName=build22,committer=Ja
ne,repository=Contrast-Java”
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A7>a> L]
BEHOHAAZIARX FTT—230 (52IR—I)RTTUT—2 3V BRARNTEDH—/\ (B8IR—D)\DEHEEE
THENTEET,

F72)IKTRE, Contrast T—2 T2 M I—RATHRELEF—RICESVTRFAFHS
£¥7,

NABRLBREETDICGE., 77UT—23 0 ZEM (4R—D)FBBICI—S IV NRET 7
AINTHEETDN. T7VT—>3 > %EBML &I ContrastWeb 1 VX — 7 I ATHBZE
BELFET,

XD F IR

+ Contrast DM (15R—)NZDVWTHRERLET S

+ Contrast & &8 T& 9 - Community Edition (CE) (3072 —27)

« Contrast T—J I RZEAVARN—): BRETD (44R—2)

« Contrast 84 VARN—I)LTB(F> 7L ZTAR) (859R—)
BEQOY=IXTo/ QAT =232 (T14R—2)F 2B

Contrast {140

Contrast Security l&, P77V =23 R—K73VFIZEVT, BRETHRENEUTILEZALDT
TVr—=2arEF1VTATAMNEERENOTOY VERRTEEICLET, Contrast " ET7 7 1) 75—
SAVATEEL, VINDITHERZA7HAVIL(SDLCO)2AEEZBLT, P77V r—23azgek
EDICLET,

Contrast 2L TEETHIHET AN EFIVUTATANIEYET, TOLYD, REEBEOEE
ELTTFTVT—2a>ZRBIZDECIL, EFIVUFTATA—RNYIEBBZIENTEET,
Contrast D&ER MG A DV TILEZA ALIZBESND D, YV—AODA—RASEFTHFOT SV -3
VET. BRNATSA 2RI EFIVT A BFEETHENTEXT,

Contrast XBARY M VI & THEATRE

FAFE TAK TE
OA—F 1 »ITBIC O— R ORIE - B et DER - HEE
EE 2 UT LG Y7 b7 7 OEEEDIHE SwELTIOv Y

<[> N ﬁ ‘
E3 =

Contrast Scan Contrast SCA Contrast Assess Contrast Serverless Contrast Protect
BRAFXrvickd ATV —AD BEFZA RO H—/L AE% O fEsst: OB - BUEOHE

RSB ERRAT HESB LR eSS iRzt eSS ERRAT

BrFEEETF—2Y—RA
Contrast Tlt, A TFDES IZEL BT —RY —ALBNFENIMr HRETENTVET,

« FURALOHFBT7O—PT—XT7O—(IAST)
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« P74 —>3>O0— R¥ API(SAST)

c HTTPUOITARNEL ARV A

s FPTVT—23 AOETDTATZVELETL—LAD—T £ ZTOEMRIR(SCA)
- REER

s NV UL ROEHRRR

s O—ALT7 7 A I OEHAF ¥ > (SAST)

Contrast T—> I > K~

Contrast Assess & Contrast Protect ld&, T— T~ (43— &FERLTF—X7O—%HHL .
EAFOT7TVT—>3arh sk ERHE LU E 9, Contrast Assess & Contrast Protect &, UL —
DIVRNEFERALT, F270-0OBMPHRBEOKREZITVET, Assess HOI - IV NE
Protect EOT— I ROEBNBEBIZBDDITTERY EBA,

T—2IVhZEM BRETD 4R—2)E, DAZLODA—RPSA4TSVE&EICDE>T, 77V
T—=2a 0BREOXY Y RIZContrast D H—HABHI:AEND EICBYET, IT-SI2 D
Y-, F=EATTIVT—=23 VI A2 THIBAAUL—NEBRALET, COBEICKY., 7
TVT—=2300F—ZFZ0OFRIDNIUTILEZALICTGRILEA, TOOI—-—RNACHZDEF21UT1 LD
REEXRHESEMEAMEBE N T, Contrast ICFREENET, £, T—2 I MIK 2T Contrast IFKE R
BRAILT, WEO7OY 9N TREICEYET,

IT—I2MNORERE
I-JIVROBRERE. YAMLBE7 7L OMRE, OXVRSA Y TOBBEROEH, 3 ER
LTVBEEBPY—IICEEODETOMOAETITVET,

T7VTr—2a2lI—-2I VR EREITDIHRIC, ATOBEREEELET,

« IT—2 I A Contrast L BET 2O DEH
c I—21V NEBORE
+ Assess 8 & U Protect L—I)L DERTE
« F7VTr— 3 BEEDRE
s CLTOREICEK, EYIAUXBRTF—ERNARLXRT—REEENTT, XXATFT—REF. &
HENLEEMBUEOEBMBEREL T, FLEE71ILRELTIATEET,
s PTG —2a3 eI -T2 NEFRARNTRDH—/V
s MEMARRE(DE)TERITLTWAEREOO—AINLTIVT—23arH—N
BE7ANTOCATHERALTVS CIEN A > TIL—>a ) T7r0r—2ary—N
s F7UT—23> 0T ARMF—N
s F7VT—23>OART—=0 03—
s PTSATVAICHAIAENRTWVWEH—/N
s REY D UTCEAROTTVT—2arH =N
« DTSIRTEAHROVE—RNTTIUT—3oH—N
s XEREROT7UT—>arvHy—N

BRAF V>

Contrast Scan (5428 =)k, V7 NI ITHERT A 7H 4V )L(SDLC)OBRET T —XICH W T, HE5H
HORBEBEERBICTIBERNT SV r—>a3>2F1 )74 T7ANSAST)Y =TT,

T7Vr—232AF Y2092 @, V—AO—RPNARNI—=RT77A4) 27y 7O—R
(550 —=2)LET, Contrast DF Y /AT IC&KV), Contrast N EZRFL E—EDIL—ILICEIVTHE
BHABEETNET,

DFIRRATATFTITr—2a>0RE
Contrast Serverless 27—k, Y—=NLAR—=AOT 77U r—>aramgRe iz, XtRo77S
Dy—23a>eF1)747ANY =TT,
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Contrast Serverless l&, 972V RZXATATT7—FFUOF v ZHEHAL TRENODETOIY—R%EIY
E>JL, BENICTOR/RREZRIIL TEEIBMANSHEITV, [RBREAXTEAETS—NEHBELET,
AWS 7AHDU Y NCER&EY E— RTELEL, #ENICREZERL, BEBFREZNELET,
AFJL—>3>

Contrast ik, EFETEBRY—=IXT IV /OAPEATIL—23 2 (T1AR—)TED D, BEZH
ARy —I)LhSHEHICEBIT2ERER 7 —RNYIEBZENTEEXT, COT7O—FIC
&V, EXFIVTFAF—LLRARF—LBOEENf VRNICREREEL, VNI ITORRIOEAN
MELET,

Contrast 24893

Contrast Z2fEFL T, EABRBUEN I—RICBAThDOEHE, 77UT—>23a>z2HWEHNSTD
FEICODVTHEHLLKRTVEFRLLS,

FIUT—aVRGyY
HAFLI-K
475
TL—b7=2
EDTEIN

ContrastT—¥x > k% ContrastT—¥z ¥ hkHt Contrast TREHEN milEhcREBEONEPHEE

FFUy—avIciEm RIThD 7P FUr—avE mThyRyNIOvs Contrast®+ ¥ ¥#—7 x4 AT
BE HE

AIETE, ContrastJava I—> I R EFERALT. PV 3 a2RBLAF SEFIVTATA
NRERBOBHZETSEOIC, PT7VT5—>3 0 2RETH0E2BNLET,

Contrast DERIEEHARAIA X
Contrast Web 1 X —TJ I A ARIZT I EATEDKSIZH 215, Contrast F—XANDO T T & A H|£H*
BEABREFROBRRNERICTEDELDIC, REZAAZINAARTDEEZRFTLEL &5,

FORARIIN—7
BIZE. BEVOBEBET7T7)r5r—23 > IC3 208 EELTVWDELET, TOHEE. Chs32D
OEYAOT VAT IL—T2ERL, Contrast DERET 7 AILIZIELE T,

+ Team1-Dev FBREZEMITT, XOXIBREZLET,
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My J)L—T7&IENN

FI—TH

F7I)r—vavwFotA

CMIIN—=IMF IR ATEAFT 7 )Tr—23] Edit v

+ 7t 2 EEBN

=

AREICE. REEROEE, T 0EN, BHEENERE, BEOREE, 77V5r—>3a>nN—
. T7TVT—=a>oiEm- Bk, Y—NOEKEEEZTEICLET,
+ Team2-Test T ANEHAT, XROXSLBEREELET,

e J)L— 7 &IEN

FI—TH

FFUIor=3asFotX

CMIIN—TNFIRALATERTF I NT 23] View -

+ 7o EAEEN

FANEBYEEF, AO7. 4770, BEHE. IX NOSBNAET, 77U5—>3a>okL
—7\0)%;‘31_@335‘@/1,0
« Team3-AppSec 77V r—2a>reFx1 )T 1 BHAT, ROXKSBHREEZLET,
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o J)L—T7&BM

TI—TH

FFUITr—a3»TFo¥Z

DIN—=TIMWFIRATEST ) Tr—23] Rules Admin -

T7Vr—23a2veF1UT4BHIE, T7UT—2320IL—II®R) S —0OiEE. Protect DA
M, BBOBHAPAITHTOERN TEDLSICLET,

F7rOr—>a>ged—N4E

FTXNTOEYHNFECTIUT—2a > THEELTVS S, Contrast DEREZ 7 A IICIEELC T 7Y
T—2aVREFERIBEICLET, BRBERAIC1I DOREZ7A4I)IL,. TANEBERIC1 DORE
T77A4NEFERATEIFETT,

2ODRET7ANEZEATDCELBYERIN, BAORETZ7AINTTTITr—>3 2 ICEAUER
ZEETBIH, Contrast TRRT7TVT—2 32V DAV ARV AN 1 2ULABVWADLSICTF—EN K
RENBDEICRKRYEXT,

H—NBREELTIC, Contrast TRHEETNZBHZTOEREEATZHEICLET,

ty2asAaxF—=&

T7Ur—23a>IicBLT, BEOTSOF, AV MLEI-Y, URSRNUBEILCKTDHEHIER
IL—KNBERERRITDENTEET, COEDIBEHREWNETSICIE, Contrast DERET 7M1 TH
VIAUXRT—RNDEEREEZELET,

-Dcontrast.application.session_metadata="branchName=release24,committer=Jane
,repository=finapp-Java”

FIE1: EFIVFATFANODESDOTFT ) r—a8E

BIREFICE, AXREN 2B I—REFIVIALTVBRCEEZRBREICLEVEZRET, T, T
ARNFICE, XBERETOREBAEAREICTIMBUN T 7V T—23a 2 IlBVIEERIALEVEEZR
£9,

Contrast 2 7 77U —2a v ICEBMLT, ERE—RABEIDHICHEZREFIVFTATANETSC
EWLELE, FFUT—>3a ik JavazEALTVWS 8, Contrast ® Java T — I N%EEH
D EIIKYET,

1. EILRZ7OFAI Maven ZFEHL TW3 O T, Maven Central URZ KU DS Contrast T—2 T
hNEADO—R (750—2)LFETF, £, Contrast D Web 1 > Z—T I A4 AN S YAML FRET
TAIN BINR—=2)AIO0—RULET,

2. FARRETREYAMLEBE7 7ML EZHREL T, ROLSBHREZLET,

api:
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# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast/

# Set the APl key needed to communicate with the Contrast Ul.

api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXEON
# KEAAAXAAAAAAAAAAAAAAAAAKX REQUIRED KEAAAXAAAAAAAAAAAAAAAAAX

# Set the service key needed to communicate with the Contrast

# Ul. It is used to calculate the Authorization header.
servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# REQUIRED

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

user _nane: agent _XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rydevor g

server
Use the properties in this section to set
metadata for the server hosting this agent.

# server:
# Override the reported server environment.
envi ronnent : devel opnent

3. TANBETRYAMLERET7 7A4IILZ2HEL T, ROLSBEREEZLET,

api:
# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast/
# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.

api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXEON
# FAEAAAXAAAAXAAAXAAAAAAAXAAAK REQUIRED FAEAAAXAAAAXAAAXAAAAXAAAXAAAX

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 88XXXXXXXXXXXX5Z

# Set the user name used to communicate with the Contrast

# Ul. It is used to calculate the Authorization header.

USer _name: agent XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX@rydevor g
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# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#\

# server:
# Override the reported server environment.
envi ronnment: QA

4. R, FTFVT—23a 0z THETANERITL, 77U5r—23 2 XEXRAODY YT
NHAEThDOLIL—NEF—RIVRRSA 2 NERBLET,

5. ¥, ContrastWeb 1 X —T IAAD "F7I5—>3>2; OR=JIZT VAL T, Contrast
TT77)T—23a BB EhTVBREE2BRLET, RIC, BEOEEZEIRL., BIEHMEIC
FWUTRBESFEZESRBLTI—REZLICTHDLODBEPHEEZROET,

Vislnerabilities  Arsck s Activity  Route Coverage  Flov Mg

Widnerabilitees Aktack Libr Aty Ripube Cover
CRTIAL

lafds

NoS0L Injection DynamoDB from "dbname” Parameter on "/JavaVulnerableLab/Inst
all" page
| eamca |

i ity @ sk v B L A B

6. RHDTAMNDEIZ, CI/CD 7O+EAT Contrast £EET S =8 IZ Maven 7ZT 4~
(760 —2) ZEATBAHEICLELE, COEETR., RAENF TI-EDOMEEMZ Contrast A&
HUESRICELRAKRBMIDRSICRELET,

FE2: REOBEOESOOT7IT—2 a2 8RE

HHRETANDERMET Contrast 2#FEALTERLEN,. I— Y HFRREFERAITIRICEEOH21THE%E
FRFEVESICLEVEEZERET, 77U —>3y, 1—Y, 8RETF—2E2REIZHIC, &
REBICHDT7UT—>3 - Contrast Z BT B &ICLELE,

£T Protect A AN BH V). I T Protect Y BRICHZ>TVWB & #MRALET,
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HAREETARNGICTIVIT—23 2 ICI—21 N2/ AN =I)LUTREREL EFEERERIC, &F
IRIETE Contrast O Protect ZEMIZ TR EHDHLUVWERE7 7 AN BEICKYET, FILLVERE
TP7ANEERLERICT SV T—>320%ETL . Contrast Web 1 > 2 —T7 T4 AIZKEREOT 7
DF—23 0 FRRENDEZBRLUET,
api:
# REQUIRED
# Set the URL for the Contrast Ul.
url:https://nycontrast. nyconpany. com 8080/ Cont r ast/

# Set the APl key needed to communicate with the Contrast Ul.
api _key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXGON

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

servi ce_key: servi ce_key: 8BXXXXXXXXXXXX5Z

# REQUIRED
# Set the user name used to communicate with the Contrast

# Ul. It is used to calculate the Authorization header.

user _name: agent _XXXXXXXX=- XXXX= XXXX= XXXX- XXXXXXXXXXXX @y pr odor g

# \

# protect
# Use the properties in this section to override Protect features.
# \

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: true

# server

# Use the properties in this section to set
# metadata for the server hosting this agent.
#\

# server:
# Override the reported server environment.
envi ronnment : producti on
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TF7O5—2a FRBERICE2ES, ContrastWeb A B —TJIAAD "HE | R—JHSBEL
T, WEHNFrRELTVWEVWAERLET,

CINTRAST

d
i
g

L TS G appe-ore-rack Cirape- Sorves

FE3: D—ROBEETFTTVT—2320BTAN

Contrast ZEAL 7T AN DBERXPBRAE M- WEERHEL LS, 77V r—23 20— REBEL
T, TTUT—2 32 0BH/N—J 3N Contrast CRRENTVWAZEEZRBLET. 77U
—2AVOBFHN—VAVIC, AERRT/OY ILEBRBRAEETATOWBV I E2RRALLES, 7
TVr—avEBTF7O0/4LET,

Contrast Assess

Contrast Assess &, B T7 7V T5—>3> %1 )57 47 ANSAST)., W77V r—>a>t+a
JF A FANDAST). A Y BS9F AT FT U —2avt%1)F 4 FARIAST)OF 7O—F %48
FEDEE, F7UT5—2a3a>tvF21UTAOTARNY =TT, PFVTr—23a > 0lEHICEL
T, BOTERSBEREM/GENICB/IENTEEXT,

Contrast Web-1 % —27 =1 A

BEsstED
BEEhD

Contrast Assess A T— IV RNEFEALT, P7U5—>avicteob—2BBLET, cOtEUH
—KFF—E270—2VTIEZALTERL, P7V5—>3a>ZRIEPHLrSEBITL, UTOLSBEFELKE
F—=RY—ALSBEUZERETIEHICHEMELET,

« 473U, 7L—LD—=0, HARLOD—R
- RERBH
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s TUBRALOFEBT7O—PT—2T70—
« HTTPUOVIAREL ARV A
« NV OTY ROEFIRR

Contrast Assess l&, TARY—/N, QA H—/N, AT 09—\ L, BRREPERREICEL
TVWET, L HARBODV—VRAT—23VICEBERTEE T, Visual Studio %% £ T Contrast & 0D A
OTFIL—23 ERNAITRET, BREGFATFORESHERRE(DE)N) SHEHHEZREL ., EIEIC
AHETEET,

BaE
IT—CIRZEAVAM—I)LUTERE (44R—2)L, Contrast Assess ZF % (801R—I)IZL S,
ROMEEFIATEDLSICEYET,

s P7UT—23a 05N 680R—D)D—BLRBUEEEETILEOOHAET A

s F7VT—2320tX1)T14Z—BTHETED 77U —23 2 OAT (9428—2)

c fBHEETOWeb VIIANEZEENF TR LT, AREERYDIIL—NERETDIL—KH/NLY
> (535 —7)

s RITHFOTTVT—23 07 —FTOF Y EIEBTER 70— V7T (541R—2)

« AT SATUVARBBREDLR—K (T06R—2)DER

HARIA KX
LTORI—DREZZETDIET, HENDEHIZEDE T Assess EHARXN A ATEET,

« Assess L—IL (TTOR—2): B ENBEOMEEZRET DI —IL2EME L IEEMICTE, Contrast
Assess DR M HETEEXRT,
s EFIVFAFHE (771 =) O—RHRTTF—RZRLICEATRIEHOOXYY REBELET,

Contrast SCA

Contrast SCA &, SR A LD, 77 ANV ATLADAF Y, IKEFEBROBICK 2T, A—7>
V—ARAOAVR—ZF N EHBELET, Contrast SCA TIRChSNDFEEFAL . FREA RN A
HMELET,

F7 # )L NT, Contrast Assess IZldEBN - SCABENHEHL>TWVWET, SCATA U AZHETS
L. ESICEER SCAMEEEXRNATEET,

Contrast Web-1 % =211 A

QAT A 3/

)
R e T SRR TR - e
WS CRTIN EXEEY) X (ead) el | (CVE) &

Bae

SCA ##ElE., Contrast 7S5 Y R 7 #—LD—ZPE L THZAETNTVET, JOELAEBHENL., F—
TOV—ADBMENDAZLOD— ROBNZEHREETH-HTT, Contrast SCA TEITTEDZ L IF. U
TOESYTI(—EBOMEERFERTITAN, TOMICIE SCATA AN BETT),
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o« FA—TUYV—ASA L AOER Contrast SCA IC&K 2T, A—7 VY —ROAVR—F NCBEER
FonhEZ4 2 AER BITNR—I)VNFRRENET, COBRICKY), ANBENDITSA4T>
AZEHBL, BEBAVAVEBRBHTEERY,

COMEEIZIE, SCATA VAN MBETT,

s F=TFTOYV=ARVI—ORE: RUP—%ZRELT, A—T VIV —ASA > ADFERZHFIRT S
CENTEET, FRZHBRLESA AN TTVT—2a>TF7O4/chiEEE, BEZRL
9. FA7ZVOERAZLZEICROICEK, HBBO T SA T AR) D —%FRE (795/8—2)L
TFT. BEOA—TYV—ARTATSIRTA > AOFERZHBRLEY, N—2a>BHEEET
BICE, ZATTVRID—%HRE (798R—I)LET,

COBEEICIE, SCATAEANMETT,

- IESBM(CVE)DEETE Contrast SCA &, 77U —2a AMEALTVWRES A4 75 DOiEFEM(CVE)
NERERBELET. COBRICE. SA1TSVDEKCVEDBBHE, TOZAT7SUEFERALTY
BT7VT—23a>oBBENrgEnhET,

COHEEEE, SCATA AN BLLTERNATEEY,

« CLI BXRUKEFEBEHKY J)—:Contrast CLI l&, 77U —2a IZ®UTSCAY 7 ND T 7AVRD
SAVEBINERITL, A—T UV —RTATSVEOKEEEEZ, BBENBEAET W EBHEEHT
KRLET,

Contrast CLI (673 —2 ) TREE B TF— R HFEERY ) — 597R—2)ZRRTHDLEHICERAE
h, SA47ZVDKEERERBIDENTEEXT,
COHEREFE, SCATA AN BLLTERNATEEY,

+ GitHub Action : COA > TI L —a MegEaERAT2E,. 7O IV NOKEFEBHEDORIBMEER
W TEET, Contrast SCA Action ZEITT B EICL > T MBAESA TS UNBREENET, F
l&. Contrast SCA Action Z2BL T EE L,

Contrast ¥—4&
Contrast 2S5 A 7S DIEBIREENDE, UTEZFATEDLRSICREYET,

c BEAOVAR—Z N ERICTFTIUS— a3 AT N TVRA ERITEZEOHOSA TS
O EFIR R 2 4

s FRAETATVWESATSUON—I3VERFN—23 2 0ER

« FAT SV TREEATVWSEEHEOER

« R=RT7AVARET, A—TVVY—AOAVR—RNEUTILEZA LIZHE

Contrast Protect
Contrast Protect (& AFRIZEE T OBREFE T, HEOHRBEBAF AN R4 107232 E)
BUT, P7Ur—> a3y zB@BHNICHELET,

NIST 800-53, PCI-DSS, PCI-SSS, 8LV ZDMOERZEICENTS SRS LTI Vr—23
> ECRE(RASP), ZM# L E£T, Contrast Protect l&, Java (73/—=0), NET (163/°—=0), NET
Core (222 —<0), Node.js (282X —=%), Ruby (413 —=0), Python (356 R—\DT > R A LNEET
BEEBEL. FHTRABEID LB TIVT—2a3a > AT IS IVAEZFALED,

Contrast Protect &, Web 77U —> 3> P APl EHETIHELENEAEREGELREROMA %
7Oy oL, P7IUT5r—>3 R—R7F3UALEKICES T, WBETMHMESZERBERERXA L) —IC
RBHELET,
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- 4

-3 Contrast Web- % —27 =1 A
QAT A+ - TEER,

&

BH - BEE

i -

Contrast Protect M {t#8 &

Contrast Protect &, Y RD—O KRS T74 v IO TREL, REBF—ET7O0—%LETZD=HIC, 7
TVT—=2a VYT RNIITATHELET, BETF—RXEMWIHDLETTEEL, TOF—X%ER
T, T2 SQLOYTURIAXR > RE|EEE, BICBED TV aANOFEEHELET,

COETIE, RABEZRLEE, RRADIUEMEN HZ2Z<OHED /A X208 L., ERLEX—
TYRNIEBITIHEILEREZN TR ENTEET, COBBRE SEMBEDHAB ATLERE
LT, EEBHEANRNCEREZRDCENTEEXT,

Contrast Protect I&, 77V —> a2 ERAURABXEV TERTR CETT I UTr—2a>oN7#
—XVANDEEEMA, A—N—AY ROBMNEBHEET, AVTFANCEITZIHHAICTELT D
A EABIZIET, NT7A—X2AGBEELET, HlZIE NoSQL 77U —>3> Tk, SQL
API FRUTHENZENBRITIAE, SQLA VDIV AVICHTRIFIVIRMEH Y EE A,

AAZIAX
Contrast Protect X BMBBEE. ATORIVS—RI—)LEZHAZIAXTEET,

« Protect JL—)L (7808—2) : HEBEERITZI T VT—23a 2R ELET,

s CVE>—JLK (784x—2) : g2 7OY V3B CVEZ—IL REBELET,

o RENYF (789°—2) : BEDHRBHICKNTEINAZ LB EZERLET,

s O I UNH— (790—2) : Contrast T—2 I NICK W T UT =23 ONT A= T —
REBMTOJICRBRTEDELSEELET,

« IPER (797R—2)  ERVANEFTVANBETEIDRAMNEEELE T,
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il : Contrast Web £ & —7 T 4 AT®D Assess ¥ Protect E— RO KN TILRZTOHYEZ I,
assess.enable X protect.enable IR BTSN ET,
7. Contrast Security A" EL =77 2 )L ME

BYEIRH

ZODBE 658—)

YAML 3&5E
YAML REZ77AIINEFERALT, Contrast T— I MOREZONT A ZIETEET. YAML RE
FAILNDER, REZHFELFINRSAOO5IMTLEEETEET,

IANXTDContrast L= I RNT, YAMLREZ7 7A4N07ONTAEEL 74— Y NE2FHATESE
TH, BI—-I O NCHEHAESWZEEO7ONTAHF$H2EH, FEI—INTCEEOEET7 74
IWEeFERITIHRENHVYET,

RET 7 A L& contrast_security.yaml EWSBH T, O— R/VA (BOR—I)ICELLKEBANTWS 4%
ENHYUERT,

Contrast Web 1 VXA —T7 I A ANSTI—S IV NORET 7ML EX D O—RIBDEBRET7AIL
IZI& Contrast H—/NEBETHEDICKRERMSEZREARAOTONTAHNANET, MEDE E7 14
ILEERTEIBEK, EAOF— BIR—)2HDTERML TS EE L,

2TOI—2 12 NTHRIRBAER contrast_security.yaml DARIE., UTOESICHKYET,
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api:
url: https://app.contrastsecurity.com
user_name: contrast_user
api_key: demo
service_key: demo

@ BB

e Contrast T—J IV RREITF A X 62R—D)EFEATDE., YAMLEREZ7 7ML
DERPT7 Y 70— R, YAML ORGE, #HEEhZBRE/EORREEN TEEXT,

* YAML [& JSON DA—/N—tYy h&BZE2TWDESH, YAML 77 A4 J)L T JSON % &
ALTContrast T— I RERETDEETEFXRT,

UT&)SBTED YAMLT 7 L—RZ2FERALT, 8T —> I MO contrast_security.yaml Z{ER
TE&EY,

« Java (101R—2)

« .NET Framework (181R—2))
.NET Core (246 X—72)

* Node.js (304 —72)

« PHP (341R—3)

+ Python (360R—=0)

- Ruby (418/~—3)

. Go (478R—3)

AR

A YAML 7> 7L — KR TRZANFBEENET. AR—AREATETIN X T EA
TERVLESD, MEBICEIBENIVETT, F7ONT 1 OHBRZE. T>7L— A
X PELTRBENTVERT(AR—ADRICS ¥ =TS "# THTHAIOXY
MCBEWET)

Contrast I—J IV RNEREITFT A RXZES
Contrast T—Y T RBEITF (4 Xk, . Contrast T—2 I NDREERIES LCERT DD Web
T7Vr—23>Td,

FRIR 9 B E0IC

«s ZOIFA4RIE, Contrast T— IV NDRELERE, BRIL. £ERITHDEHICEALTSEEZL,

s EICYAMLERET7 Z7AIUNHZFEE. Import BRI B ETITFTARICT7AIERYAL D
TEZFT,

e IFARBFELICTSIUFALITTETE N, API F—LHEOBBEENIr O—HILII U HASHB
EEHY)EEA
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¥E
1. 7S50 TContrast T—Y T RREIT A2 %2BEET,
(: Validate usingthe ~ .NET Core Agent ‘  Reset ‘ ‘ * Import H * Export ‘ Filter Options

Show advanced settings

contrastsecurity. com/Contrast/

api.url
Set the URL for the Contrast Ul

=N ST

api.api_key
Set the API key needed to communicate wi

api.service_key
Set the service key needed to communicate with the Contrast
Ul. It is used to calculate the Authorization header.

api.user_name
Set the user name used to comm
Itis used to calculate the Authoriza

ith the Contrast Ul.
ader.

inventory.tags
Apply a list of [abels to libraries. Labels must be formatted as a
comma-delimited list. Example - 1abel1, label2, label3

assess.tags

lities and preflight messages.
mma-delimited list. Example

application.name
Override the reported application name. Note - On Java

Type Message Line number

TODO Placeholder value TODO' should be replaced for setting: api.api_key 3

TODO Placeholder value TODO' should be replaced for setting: api.service_key 4

. . N , application.group
TODO Placeholder value TODO' should be replaced for setting: api.user_name E3 Add the name of the application group with which this

i application in the Contrast UI.

application.code
Add the application code this application should use in the

@ Contrast Ul.

ntrast Agent Configuration Editor 2.0.0 - Copyright @ 2023 Contrast Security, Inc applicationversion m -

2. Import ZERL TBIFDO YAML 77 A )L ZEA 2 R—KNTBH . YAML 7 7L ORBEZREVY FITE
T

3. THFANEZRETIHIC, BYBEYAMLZANTRE, I7—"’é‘i FRRENET, I—-JI2 b8

BB O YAML #&5EZ ¥ % -, Validate usingthe D—EAST— I NOTOJTLEREE

BRULET,

CCTRRDES BRIANTHOIET,

« YAML #3XX@4f (L&Y, TFARNFYAML THB L Z2RRALET. YAML M ENRHE
Error A¥&RTEh, ThIUBORIIGFITOhEEA,

s REF—ORIEICKY, YAML /—RABRUEI— IO MTHR—RNEATVREF—THS
CEEBRLET, REBTELAVF—ICIE Warning " RRENET,

« BREMEORIEICKY), YAMLEA 7 —)LE, BE, SIHERG : QLRI BEOHROHFES
—HBIRINESHERRBLET, ENEMEESE. Warning N RREhFET,

s BREQOESMHORIEICKY) ., HENEZVE Ti/J‘HH%L_T?TEL/‘CL\’&L\ CEBRELET, Ok
FEEIRTFEDE 2B, application.session_id & application.session_metadata D&%
EOKICREENTVET, BEMOBZVEREICIEK, Warning " RERENET,

o REEOKREEICKY), BREICKEMED TODO A'HBHEICEHMENET, REMEICIE. TODO A
FELTRRENET,

Error, Warning X TODO A" RRENTVBITEIUYITRE, TORETOEHEICHA—VILY

BEANET,

4. HAAONZRILZFEALT, RATELREFASY)ERRTEERT, 77A7A4I(B)20 )

YOIRE, TORENTIT A XEEOD YAML ICEBINENET,

COEEZERER lf(%ﬁl,\,\ SEZBMTDE, YAMLA 72— Y h&Eh, /—RAEXREZ SN,

YAML AORDBZEANBIRENET,

Reset 27 )v 033 E, TO7F7FAIREICRYET,

should be associ

E&S
@ FFARIFAZOYAML ICEBXIS—HNH2H. B3 YAML THRWES
ML= YAML FEDERVYET,
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5. RENFRTLES, I-IREE77A4I)L%E YAML £ERBREZHELTIVAR—NLE
T, MORFEEZEE T 7AINERETRZEETEET,

y=3-

@ CODERT, Contrast T—2 IV MNBREITF A RARGEEICHATSA 2 TEITENET
(DFEY, BIOTIVEAE, A1V —FY NEENBLKTER—DERETEET),
IFARCEFNHZERAF. BENICNYIITSIRTHAIO—RENET,
LWN=2 a3 AEBHIRICR . I—CIMREREITARDOETOT VDR T %
BAUZHEADYET, R—TOUTJL Y21 FTEH. ILLWN—>23 D ICRERH
cshErtA.

REZH
REZHEEAL T, $R— I IROTONT A IV IV NCRET DN TEET,

REZHE. I-PI2POEFEIICEEL, I-JIV M TIOEATERIEHMICRETILEN D
WET, REZHE, AUTOLARATESATALETERETEERT,

EE
0 SATLAEERNOREZHERETSEHES,. ALY —/NTETHFOM®D Contrast T—
IVNCEEEEZZAEMI HYET,

Contrast D 7’ONT A&, AN RT A4, YAML RE. RELZHICEBRTEET,

OV RSAVEROERERELSRICERTDICE,. NAEIANORYYERE)ET A —A]
T22(  )ICBEBRAET,

YAML ERXOZEHZREBZHICERTDICE. RELOTONTAHASHO T, KARENLETNTO
ZTONT AT —AOAT7 2 2(_)TRYIVET,

ZL T, Tcontrasty &\W5X—AAR—A(contrast.? CONTRAST )& EHICHTET,

REZHEFINTRNFET, AR—AZANBVWTLSEE L,

i
AR RS> YAML 7’0/ F 1 BRTE
contrast.server.name server: CONTRAST__SERVER__NAME
name:
contrast.api.api_key api: CONTRAST__API__API_KEY
api_key:

BEI-CIVRTHR—FEATVRIXNTOT7ONTAO—ERF. ThENOYAMLT>7L—KT
HETEEXT,

« Java (101R—20)
+ .NET Framework (181R—2)
- .NET Core (246 —3)

I-YIvh 64
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BREICFEHATESR

Node.js (304R—20)
PHP (341~ —%)
Python (360/R—2)
Ruby (418 —%)
Go (477R—3)

BOEIE R

OO

DToHBEREE., >ATLZ7ONT 1. RREHR. YAML

NATRETEET,
REZHTE

RIET DT ODOREE
UTOBEHEEAL T, YATLAERETEET.

BEBOFMCOVTIE, TOMOEE 65°—)2FRLTKEE W,

REZ7AN, @ TF72ILMNMEOVT

PEHICERETRET,

I—CIV EREBORK HHBRETCEHFETEXRINT, 2TOREN—EICODVWTIE,
Contrast L= TV RRELT A 2ZSRLUTLEZ L,
RFELEW gL B
CONTRAST__API__URL Contrast ® URL Z58EL £J . Java, .NET Framework, .NET Core,
Node.js, Python, Ruby. PHP. Go
CONTRAST__API__API_KEY Contrast & DBEFICHEZ APl £—% Java, .NET Framework, .NET Core,
BELET, Node.js. Python. Ruby. PHP. Go
CONTRAST__API__SERVICE_KEY Contrast £ DAEFICHER Y —ERF— Java, .NET Framework, .NET Core,
ERELET, ChIBIAEAVAEFHE Node.js. Python. Ruby. PHP. Go
TREHICEREhET,
CONTRAST__API__USER_NAME Contrast E DBEICEATRH 1—HE%E Java, .NET Framework, .NET Core,
BRELET. ChRRIEAYAZFHET Node.js. Python. Ruby. PHP, Go

CONTRAST__INVENTORY__TAGS

SATZVICRID—EEBALET,
BRI, AVIRPYOVANELTE
RBRETIHVENHYET, fl:
labell, label2, label3

Java, .NET Framework,
Node.js. Python, Ruby.

.NET Core,

PHP

CONTRAST__ASSESS__TAGS BEER TV IS4 MYy E—2ICRY Java, .NET Framework, .NET Core,
O—EBZEALET. 27, hVIKX Node.js. Python, Ruby. PHP, Go
PMIOUARNELTERRETDHEN
HYET, Bl :
labell, label2, label3

CONTRAST__APPLICATION__NAME Contrast ICHREENB TS UTr—>3 > Java, .NET Framework, .NET Core,

BELEELET, X Java> AT A
T, BBROEBDTTVIT—>3a i
DOVOLATREBE NS WRESEN B D
BE, COREICK2T, e his
TOTFTVr—2avFEEEh &
T120OF7VTr—>3>eELTHREE
hEY,

Node.js. Python, Ruby.

PHP., Go

CONTRAST__APPLICATION__GROU

P

Contrast CC DT 7V r—> 3V ICHE
FH2T77Vr—>3a>rdI—7T &
ZEELE T,

Java, .NET Framework,
Node.js. Python, Ruby.

.NET Core,

PHP. Go

CONTRAST__APPLICATION__CODE

Contrast CC DT 7V —>avIlfERA
IBT77VTr—3a>0]—REKER
ELET.

Java, .NET Framework,
Node.js. Python, Ruby.

.NET Core,

PHP. Go

CONTRAST__APPLICATION__VERSI

ON

Contrast [CEE B T77Ur—>a>
ON—>a>vazLEBELET,

Java, .NET Framework,
Node.js. Python, Ruby.

.NET Core,

PHP, Go

CONTRAST__APPLICATION__ TAGS F7Vr—>a il g2z B8RLET, Java, .NET Framework, .NET Core,
T, AVIRPYDIUARNELTE Node.js. Python. Ruby. PHP. Go
ARETIBENHYET, 6l :
labell, label2, label3

CONTRAST__ SERVER__NAME Contrast ICHREE N3 H—/N\ORFIZ & Java, .NET Framework, .NET Core,
gL FEY, Node.js. Python, Ruby. PHP, Go
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ENT

BELEY, AMEME: QA
PRODUCTION. DEVELOPMENT

WMELH Bis ]
CONTRAST__SERVER__ENVIRONM Contrast ICHR&EE hd 4 —NORFE L Java, .NET Framework, .NET Core,

Node.js. Python, Ruby. PHP, Go

CONTRAST__SERVER__TAGS

H—NIZE2IO—EZEBEALET, 27
. AOIXRGPYOYANEL TERXR
ETRIHENHYVET, fl:

labell, label2, label3

Java, .NET Framework, .NET Core,
Node.js. Python, Ruby. PHP, Go

web.config TERET 2 T DAL DFREE
.NET Framework £/ &.NET Core Z XOVWTNA THERATIHEES. ChOoOERERETIHEND

ET,
TZYRTA—LA ¥ty b
Web.config <environmentVariable name="CONTRAST__API__URL"™ value="https://

(.NET Core TD IISE> 1
=)

app-contrastsecurity.com/Contrast/ " />

<environmentVariable name="CONTRAST_ _API__API1_KEY" value="" />
<environmentVariable name="CONTRAST__API__SERVICE_KEY" value="" />
<environmentVariable name="CONTRAST__API__USER_NAME"™ value="" />
<environmentVariable name="CONTRAST__ INVENTORY__TAGS" value=""" />
<environmentVariable name="CONTRAST__ASSESS__TAGS" value="" />
<environmentVariable name="CONTRAST__APPLICATION__NAME" value="" />
<environmentVariable name="CONTRAST__APPLICATION__GROUP" value="* />
<environmentVariable name=""CONTRAST _APPLICATION _CODE" value="" />
<environmentVariable name="CONTRAST__APPLICATION _VERSION" value="" />
<environmentVariable name=""CONTRAST _APPLICATION _TAGS" value="" />

<environmentVariable name="CONTRAST__APPLICATION__METADATA"™ value=""" />

<environmentVariable name="CONTRAST__ APPLICATION__SESSION_ID" \

value=""" />

<environmentVariable name="CONTRAST__APPLICATION__SESSION_METADATA™ \

value=""" />

<environmentVariable name="CONTRAST _SERVER__NAME"™ value="localhost" />

<environmentVariable name="CONTRAST__SERVER__ENVIRONMENT" \

value="development" />

<environmentVariable name="CONTRAST__SERVER__TAGS"™ value="" />
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7Z7YRT7A—A

EWtEY b

Azure App Service

“name’: “CONTRAST__API__ URL",
“value": "https://app.contrastsecurity.com/Contrast/ "

"name™: ""CONTRAST__API__API_KEY",
“value™: "

“name™: ""CONTRAST__API__SERVICE_KEY",
“value™: "™

“name": ""CONTRAST__API__USER_NAME",
“value™: "™

"name": ""CONTRAST__ INVENTORY__ TAGS",
“value™: "

""name’: "CONTRAST__ ASSESS__TAGS",
"value™: """

“"name": ""CONTRAST__APPLICATION__NAME",
“value™: "™

""name™: ""CONTRAST__APPLICATION__GROUP™,
“value™: "™

""name": ""CONTRAST__APPLICATION__CODE",
“value™: "

“'name™: ""CONTRAST__APPLICATION__VERSION",
“value™: "

“name": ""CONTRAST__APPLICATION__TAGS",
“value™: "™

“"name™: ""CONTRAST__APPLICATION__METADATA",
“value™: "™

""name": ""CONTRAST__ APPLICATION__SESSION_ID",
“value™: "

"'name™: ""CONTRAST__APPLICATION__SESSION_METADATA™,
“value™: "

“name": ""CONTRAST__SERVER__NAME™",
"value™: "localhost™

“name*: "CONTRAST__SERVER__ENVIRONMENT",
“value™: "development™

"'name": ""CONTRAST__ SERVER _TAGS",
“value™: "

}
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SATLATONT A TRET S TOMOREME

REE =
-Dcontrast.api.url Java, .NET Framework, .NET Core, Node.js. PHP, Python, Ruby. Go
-Dcontrast.api.api_key Java, .NET Framework, .NET Core, Node.js. PHP, Python. Ruby. Go
-Dcontrast.api.service_key Java, .NET Framework, .NET Core, Node.js., PHP, Python. Ruby, Go
-Dcontrast.api.user_name Java, .NET Framework, .NET Core. Node.js, PHP, Python, Ruby. Go
-Dcontrast.inventory.tags Java, .NET Framework, .NET Core, Node.js. PHP. Python., Ruby
-Dcontrast.assess.tags Java, .NET Framework, .NET Core, Node.js, PHP, Python, Ruby. Go
-Dcontrast.application.name Java, .NET Framework, .NET Core, Node.js. PHP, Python. Ruby, Go
-Dcontrast.application.group Java, .NET Framework, .NET Core. Node.js, PHP, Python, Ruby. Go
-Dcontrast.application.code Java, .NET Framework, .NET Core, Node.js. PHP, Python. Ruby. Go
-Dcontrast.application.version Java, .NET Framework, .NET Core, Node.js, PHP, Python, Ruby, Go
-Dcontrast.application.tags Java, .NET Framework, .NET Core, Node.js. PHP. Python. Ruby. Go
-Dcontrast.server.name Java, .NET Framework, .NET Core, Node.js, PHP. Python. Ruby. Go
-Dcontrast.server.environment Java, .NET Framework, .NET Core, Node.js. PHP, Python. Ruby. Go
-Dcontrast.server.tags Java, .NET Framework, .NET Core, Node.js. PHP, Python, Ruby. Go
YAML BZE7 7 AL THEET ST DOKRERE
YAMLEREZ7 7ML ZERLT, ATOEMOREEBZEETERT,
Z7ONT 1 BieA BE
contrast.api.url Contrast ® URL ZEXEL £ ¥, Java, .NET

Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.api.api_key

Contrast £ DBEICHES API F—ZRELE T,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.api.service_key

Contrast E DBEICHELRY—EAF—Z{/ELET, C
hERIAAY R EFETDLEHICFEAEThET,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.api.user_name

Contrast E DBEICFEHATZI—HEERELET. h
BFERFAY A ZHETHLEHICERAENET,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.inventory.tags

ZATZVICRTO—E2HERALET., 2. AVIKX
TYOVANELTERNRETDHEN HYVET, fHi:
label1, label2, label3

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby., PHP

contrast.assess.tags

BEERTVISARNAYE—JICRT0—E%BAL X
Fo BT, DOIRXFPYDIVANELTERRET D
BENHYET, Hl: labell, label2, label3

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.name

Contrast ICBEE DTSV —2a> B LEELE
o iE :Java Y RATAT, BROERZTTUr—>3a>
HF1207OCATAEEND AEEN HDHEE,. DR
EBlILE2>2T, REEhELTOTSUTr—2 3 M EEE
NEBRITIOOTF77)r—2a el THREENET,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.group

Contrast TCOTF 7V Tr—>3a >V ICBENSGB T T—
2aVIN—TORFEERELET,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

68



 Contrast

Contrast RFI1 X2k

IVOO—REBEEELET,

ZONT« £l B
contrast.application.code Contrast TC DT VT —2 avIERTRTTIT—> Java, .NET

Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.metadata

F7VI5—>3a v lBERIZI-—YEBEOXRT—2%
EETDHD, key=value(¥F—EE)DRT DFRERFC
2253 IZEH)ZEERLET., FRER. key=value ZRTIC
LEAVIRXPOYDODUARNELTERRETIHENHY)
F9, fl : business-unit=accounting.
office=Baltimore

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.session_id

Contrast ICBRICEET A Y>3 >0 ID #EELET,
TSIV MIK > TREBENLEEESN. oy a
VIEBERITShET. BUNE DAEBEELBE, I—
SIVNFEMIBYET, cOFTTVIVE
application.session_metadata (G HHEEEFRICSH ),
BANBREENTVRHBEI - I MEEMCAYE
ED

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby. PHP,
Go

contrast.application.session_metadata

Contrast Tt Y2 3> OFBERKICEAENZI AT —
REEELET, I—-JIVNC&> TRHEhi/ESEM
&, CoFLLWEYS IV ICEERFTSNET, COER.
key=value 2R 7 I(_ L TERNKRE(RFC2253 IZ%EH) T B

RDENFHYET,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.version

Contrast IC#&EE B 77U sy—>a>oN—2rarveE
EELETS

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.application.tags

F7Vr—>3a>vicadz8ALET. 2JE&E. HVXK
PYOUARNELTERRETIHREN BN ET, i :
label1, label2, label3

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.server.name

Contrast IC#EE N3 —/NDBHELBELE T,

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.server.environment

Contrast ICHR&EEThBH—/NDBREELEELET, AW
73{& : QA, PRODUCTION, DEVELOPMENT

Java, .NET
Framework, .NET
Core, Node.js.
Python, Ruby, PHP,
Go

contrast.server.tags

B—NICRITO—EEZBRALET, 2T, AKXV
DIARELTERRETDLENHYET, fl : labell,
label2, label3

Java, .NET
Framework, .NET
Core. Node.js.
Python, Ruby, PHP,
Go

BRTBRVTTF—AX
29

A—HYESOEELCEIVT, 77UTr—>3> Y —N0OT7 1N R INFBEREENBYET,
COBE. XEXF—20ORKDY), FEREXEXTF—RIIMATRIZ2ERATZIENTEET, 2T &,
T7Ur—3 (528R—), H—)\ (578R—2), T4 TS (591R—), Mt (685°R—)IC

BHATEEXT, COLRSBEITEFEATHET, Contrast TEEZEEL T, RWICKREN TEE

9o
X25F—=23

I-2IVhORERICHRAZLT A= REERLT, PTVT—232OXREF—RZRETES
o BEDT7VT—>32 OBERPEERM. B, FLERET77VI—232 LRI TOHOE

ERRRERBRNTDLODT A —)LREZRETERT,
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Y asARF—4&

BEO7A—ILROBRICHITZIMERET— 22 TAINRITTIVENFHZIHEENFHVET. &
YIAUXRTF—RETI IV RNOREICEETRET U Tr—23a 0 05 (681—2)87
T, 714 INR2ELTHERATEET,

EETED7A—I)ILREUTOEY :

) &
S VAR =] commitHash
JdsvysLEI-Y committer
TIUF%& branchName
Git &Y gitTag
Repository
TANZY testRun
N—=23ar version
Bl RES bui ldNumber

B, £V AAT R (532D EBRLEE L,
F7Vr—>32ZREITRLEHO0OATSa>

Contrast T—> I REAARN=)ULTEELER, 77V 5—>23 % +0ICRETAH LT,
Contrast THESEMICEE T2 BEERBEBERESHBTEDILSICBYET,

T7VTr—>3ariCContrast I—J TV N EBARATFEEL T, ATORSBATZaVAFHY)E
T BEVOYV—IRREICKHUT, 77U T—2 32 TAEZRYZ<DOIL—NZ2RETZOICRA
TEXT,

BHEHEREB/DILHIC: TANDEH

CICDNATZAVTHRETARNRAE—VTARNASOUIIANEZ TS Y BEEFEOEBTAN
—NICI—=2 1T MNEHEKAL (TOR—D)
FHTANNDSOUIIANZZ R H—NICI—>2I2 N2EKMIAT (T1R—D) FHTTANETS I
Web 77V r—>a> T ANEBEY—IASOUVIIANEZETZIH—/NICT BETAN
—J IV NEBEKRAL (TIR—D)
API TARY—=IASOVIITARNEZZTEWA Y —NICI—2 T2 M ZHEKJIAD Postman % E® APl T AKY —)L
T1R—3)
DAST TARY =) ZFERLEY—NICI—2 T MNEHEBJOAD (7TIR—D) Rapid7 % £ ® DAST Y —JL
A—=TVV—AOVA—F—2RTT D (12R—2) Zap BEDERY -
FEHICRDRRNL—YIVTANRRTEATEI YNNI NEHEKIA HAFLEHAODRZNL—23 TR
& (72R—) NEEELCLRDTIUT—23>0ET
BurpSuite R—ADARZ KL —23 0 FANCEATEZY—NICI—>I 2 N2l Burp(BurpTrast D1 > 79 L—>32)
ZAL (72R—)
Assess T—RZMAL Teurl IN Y RERTT D (72R—) APIBRECZE 3 1—Y

o — ~ s

CUICD/NAL T T4 ADIAHK

F7VT—2a02RBITDEOOOATS AT, CICDNA T A TRETAKNRPAE—Y
FARDSOUIVIARNEZETEZH—NCI—SI N EHKIIARETT,

B3
RESH MR E %
s BEMLTANWVILYSIVFAM RETAN, AE—9F TANDER, Cl DEE, ClF—NERET INT
AR NTA=IVATAN), 3iEHE (0F: +: 1
c BBLEBERBLA—TANL—2 3 #EEERDCIY—)L,
. CI/CDo)j—/\' e CHICHEER. QA. B3, DevOps NEHE
FEENET,
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C Contrast Contrast RFI1 X2k

[en]
FETANTOMEIAHR

T7VTr—>3a>ZRBIR1EOODAFAT2IVTRE, FEHTAMIEK>TUIIANEZZETSY
—NCI—2I NZHEHIRAZET,

i

BERH

FHTANCEATESY
—N

ANR1—Y

FBHTANEEET S QA(TANRR)TA
hNiEXE

i

BBTANRETREEL, FBICLDVY—-R
AR TR IRE

[en]

Web 77U T—>32FTARNY =)L TOHEAHR
F7I)r—23a>a2RBIRDEHOOAT>a>TRER Web 77D —>3a> 0T ANEEEY —IL
(BIZE, Cypress X Selenium)A SOV I TARNEZETAIH—NICI—2I NEEHAMIAKETT,

=2 ]

PERMF
« BELTAMVILYZIVTAR, BETAM, RE—VUTAN NT7#—X
JATARN).
s TANDA—TARNL—2 3 #EEZ D Cypress X Selenium B EDY —)L
s PTUT—2araEFETRIEHOT—N

NKI1—Y

QA(TANRE), BELT
T T . DevOps BARE

e

INT
OF: ¢ 1

[en]

APl TANY —)LTDHIAHK
F7Ir—23a>a2RBIREOOOAFATa> Tk, APITARNY —=)L(BIZIE., Postman)h 50
VDOTANEZETHAH—NCI—2I O MNEHAKIARET,

FHiH
PBESRH R E:
FRIKE T Postman ICT VY EATEZRRIELE, O—ANLRS U TRETIHRELE, $20VE QAT ITRTD
FEE QAT AMREDH —/V& Postman ® BEY AN)AIC Postman RV 7 N &EKT BIELHE RE

1t

DAST ¥V —)L TD#HiA &
F7VTr—232ZRBIH OO OFATS 32 TlE. Rapid7. Veracode. Netsparker & & O BE7F
NENT7)r—>3a>EF1 T4 TARNDASTHEHRIC T2 MY —/NICHRAKET,

=2 ]

BEEAF
HEIx DAST Y —)LOEA

NFRI—Y

DAST BH—NICHRT 7V —
2arvaEF7O/49dFa1 )T
1 & U DevOps L #H

K
DASTY— I %2FERAT2TANRE

K

BEAENFE BANME
BY—IEBYET,

CORERAMOT AN HEERHE
THEOEEXTILEZ,
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C Contrast Contrast RFI1 X2k

[en]

F—T2V—ADOIO—F—TDiiAHR
COATZAVTR, A—TVV—AOIVO-F—HBIALE, Zap)ZERALTTF 7V T—> 3 Z2REL
£7.

=2t
PEZH SRI—Y E 2
- ERoO-)TY s A=TUVY—2A0oO-5— BEMLT 704 ETARNBE
- ZCICD NI T T4V ILHEE
c QA(TANRETOHOR ¥ % DevOps Y&
%, FEEHARREOO s FHTY—ILEERTIHHER
— AL TER R .
AR
F—=7TV—A0oAO0—F—Y—)L
F. RAO—ROMEE, F7UT—
JAVERLICHKBIBD LN TE
BUVATREMEA H Y E T,
[en]

FERZNL—3aFTFANTOMEAHR
F7IVr—23a > 28BI3E000ATa> TR FEHORXNL—23aFANETSRER
#HELE NetSPI B EDH—RN=F NHICEATIH—NICI—SIO N EHMBIAZETT,

=2 ]

PBERM WNRI1—Y E: 52 ]
¢ RENL—23VFARY HAEEFHEA HAICRZRNL—2 3 FANMEYEEN VBRE,
—ERAOEA NDTANBYHE
c FANOART T 1—UY HADRZIRNL =23 TFANEBYEEOHAR. RXNL—232VFA
ROOANZHIBTSH%EE L T, Contrast Assess DEAZRETL TL
EEW,

[en]

Burp Suite R—ADARZKNL—>32FTANTOEAK
TF7VTr—23> zZRBIZDEODOFTS 3> Tk, Burp Suite R—ADRZXRNL—>3a>FAKN
CEATDIH—NICTI—I O NEEKIARET,

FHA
HERAH 1-—% nE
Burp Suite T BurpTrast D4/ > FJ L —> 3% #HAORZ ML — Burp Suite DERRE I ERRZFEATIRE
BMLETS. S avFANEY ‘
EErEbFal & & A EDFE, Burp Suite DERMR TS T,
ERNREEFI VT HEEEFECE2TEEVS FoEYE FLUTAELENEBRERATI LN TERT,
<EFTI,
ITICBAEThTVRBEE, BRREFEAL T
BICBALTVRBE8E. ARREEALTE zEW,
=W,

Assess T—XEFEAL Tcurl OT> REET

T7)5—23a 2 RBITRE00ZOA7> 3> Tlk, Assess FT—REFEAL Courl AX REE
TLET,

I—>zx>bh 72




C Contrast Contrast RFI1 X2~

=3
DB TRI—Y WK
« ANV RSA4(4VB—TT HY—NAOT I AERERIEN— > H—Ne =0 OBEREZ>TVWBI—
1 ADERA NFoEnlE, HTERED API ZFVOHT o
« API O—)L %3R5 9 B #aE CENTEETY,

CORER, HOTANEEE/BTEITZED
EEZATLKEEY,

[en]

JavaI—> I b

Contrast ® Java T—2 I RMNCK 2T, JavaR—ADTFT 74—, 3T, Contrast Assess X°
Contrast Protect IZ KB BTA AREICE Y ET, T—J IV MNE, #KROTFVT5r—23a > —N\THE
F&END Java D Web 77— 3%, Netty, Play, Spring Boot %% £ THEEE hBFH L L Java
DWeb 77U —2ava@BHLET, IWMASBNE, JavaI—2 12 NEFEMBEF I )T 11BH
ERHTEERET,

F7Vr—2arsFERTENDE, JavaIl—C I N Y= TF7U5—2a>otefa1 )54,
T—FFT0F v, ZATSVICHATIBRENRELET, I-J I NCLKBENOERIE, Contrast
Web £ 22 —T7 T4 ATHETEEXT,

F7Or—2a>0@alRRIdICE, Java T—2J T ha A AR=)L (7T58—2)LET,
Java(Kotlin, Scala)T—> 1> MOHR—INRRFTo /O

JavaI—>I> b

Fo/02 YR—IIRN—3> £
Java 5 &4 - IBM 8 OpendDK OHR—KMF, CCICRIBEOYR—Fx
N + Oracle 8 */N\—2 3> 11 LAk OpenJDK @ KN—2 a2 0HEEAT, £ETOLEFOEI RTEHE

FTRIRSICRERFENTVET, " BOICK<KFAE
% Azul ¥ Amazon Corretto % £ £ H7R— ~hI RO JDK

YR-NCRS
+ OpenJDK 8, 11, 12, 13, 14, 15, 16, 17,

18, 19, 20 OATIVICANET,
HR— MR :
JDK 7L E 1 —#aeE
I§ Java T— « IBM6, 7 &%
ez + Oracle 6, 7
(162 —2)D - OpenJDK 6. 7 o BHR— NEIR : Javab B KV Java7 DHR— KT
Java 7> &4 ICo2W\WT
I

« BFAQ:Javab B KT Java7 DHR—KETICDWT
JavaI—>T

R 3xDHk

TOFEHR

T7Vr—== + GlassFish 4 *zSeries B LT AIX DIREBE TR Y AR—MFREES hE
IH—N « Grizzly 2.3.20 L& 9. SPARC Solaris T WebSphere ZfEH 3254, /\

=232 85511 FYRAEBYET,
L—=RANXLYSOYR—b:

+ JBoss EAP6.x & T 7.x
* Jetty 7, 8, 9, 10, 11

* Tomcat5, 6, 7, 8, 9. 10

* Vertx3.1.0, 4.x

* WebLogic 10. 11g. 12c

* WebSphere* 8.5, 9.0

+ WebSphere Liberty 22

» WildFly 10, 11, 14, 18, 23-27

« Karaf 3.0.x

* Netty 4.x + GlassFish 4

* Play 2.4 + Jetty 11.0, 10.0, 9.4, 8.1, 7.6
* Resin 4

* Resin4.0

* Tomcat5, 6, 7, 8, 9

* WebLogic 12

* WebSphere 8.5, 9.0

* WildFly 10, 11, 14, 18, 23-27
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https://rafael.codes/openjdk/
https://support.contrastsecurity.com/hc/ja/articles/4432830692116-Support-Bulletin-End-of-Support-of-Java-6-and-7
https://support.contrastsecurity.com/hc/ja/articles/4432830692116-Support-Bulletin-End-of-Support-of-Java-6-and-7
https://support.contrastsecurity.com/hc/ja/articles/4621198247956-FAQ-End-of-Support-for-Java-6-and-7

 Contrast

Contrast RFI1 X2k

T DM Java .
Fo./av

Fo./02 YR— I H/R/IN—Ta>
FTTFA4A Proguard
y
F—ER—A - DB2
* DynamoDB
+ MySQL
+ Oracle
+ PostgreSQL
» SQL Server
» SQLite JODBC RZ 1 /N
Xy t—I> + JMS 2.0
JH—ER + IBM MQ 9.x

Spring JMS 2.x

Kafka XY E£—2F%1— AKNU—3ZVY
ADF JSF

Apache POI, Fileupload, HttpComponents
Axis (RPC)., XMLRPC, RMI, Apache CXF.
JMS (javax.jms)

Direct Web Remoting (DWR)

DropWizard

Freemarker

Glowroot*

GSON. Kryo, minidev, org.json

Google Web Toolkit (GWT)

Hibernate

http4k(4.6.0.0 & 4.17, Contrast Assess X %)
J2SE

JDBC, JDBI. MongoDB

JSF (MyFaces. RichFaces. Sun)
java.nio, java.beans

Java EE/J2EE. Servlet/JSP

Jersey

MyBatis

OWASP ESAPI, AntiSamy. Coverity
Quarkus RESTEasy

Seam

Spring. Spring Boot, Spring AOP

Spring WebFlux 5 8 & T 6

Struts, Struts 2

Wicket

XStream, Jackson (JSON/XML)

Xerces, JAXB. nu.xom

£
Proguard (28 % Java /N4 N J— RO &FE L #EE
Contrast DR S BT RA LT — T MNFEKRHFR
EIBEEICRLET, Proguard 1—HA", Contrast
EFMALTTFZVT—>3 > 2REITDEERE.
Proguard M-dontoptimize Z2EA 7> 3V ZFAL TR
BIEETDLBEVLSICTEIHEN HYET,

c I—-JIRON—3 1 Javad.7.0 AR
+ Contrast ®/N\—< 3> : 3.9.9 L&

s I—T I RON—232 : Java5.0.0 LARE
* Glowroot Z £ 9 %354 . glowrootjar & V) £HIIC,

Contrast T—Y IV KM jar 2FEL T, O—RT 24
ENHYET,

W—RANRLYSOHR—b :

* httpdk-core 4.17

http4k-core 4.6

Jersey 2.25, 2.28, 2.36. 2.6
Quarkus RESTeasy 2.15

* Spring Web MVC 4.2, 5.3, 6.0
+ Spring WebFlux 5 3 kU 6

» Struts 2

Kotlin

FTo/02
Contrast T—> 1>~
Java T84 L
Kotlin D/ N\—2 3>

HYR—MHRN—D 3>
3.9.1.25108 LABE

JDK 8 A E

1.5.x

Scala

Fo/02
Contrast T—> 1>~
Java 7> &4 A
Scala ®/N\—2 3>

YR—MHRN—2a>
3.8.11.23624 LAk
JDK 8 Bk
212,213

L—RANL Y ZOHR—FMIR

74


https://sourceforge.net/projects/proguard/files/
https://www.guardsquare.com/en/products/proguard/manual/usage#dontoptimize

C Contrast Contrast RFI1 X2k

To/02 BR—bRKRNN—T3>
Play p/N\—> 3> 26,2.7,28
Akka HTTP 10.2.4

WebSphere O ERE
WebSphere 27 7’ —> 3> H—Ne LTHEALTVWRBER, I-I N E2F7O/4F3HIIC,
Websphere T Java T—2 TV REERET S (BR—ICEBENTVRBRECERELSLEE L,

JavaI—SJ I MDA AMN=)

JavaI—S IV RDA VAN =ILFEEVWLKOABHYWEITOT. CHRANREICEDE TGRIRLTLKE
&\, Contrast ZfEA T 2EF(HIZE. FRIRET Assess. FNERE T Protect & &), BEIFOEI
RY=), P7VT5—=23>0F7O/4FEBEZERBTDIXEN HYET,

BN

@ I—SIRMR—AOTV /O EBHFEMALTVWT, ContrastJava I— IV K%E
WITLTHEATZHEAE. BEFICO—REhDIEPINOI— I &L T, Contrast
JavaI—S IV M EMSTEELTLSEETL, fl:

Java -javaagent:contrast.jar -javaagent:newrelic.jar

ContrastJava I—2 IV R ZBRAICO—RIDET, NTA—XVANOEERN
ABENTEET,

DAY DAR—BN
JavaI—JIVRAEDES ICHETHHARAL THEWVEAE, 5580 Java 7 v I AR —NFA
R (QIR—INECELIEE W,

BEODLAARN=I

JavaI—SIVRDAVAR=I)IE, BEAEDHETomcat DBZEDT 7V r—> 3> H—)\,
Docker BEN AV TFHEHEHTZHBAR), JavaI—S IV NEMBIBURTSNUEERL, F§URD
NODFIEICR>TI—IRNERZIO0—-RULTAVAR=ILLTLEEL,

» Maven Central (75X —0)
» Debian (76 XR—2)
« RPM (78R—3)

EILIRCEHAABAARN=I
BRIRIET Assess ZFALTH Y., RBEUEREFCEEZEOYV I NIITI7OSIINTEI RER%E
BELEVWESE., ATESBLTI—YINE2A AN =ILLTLSEEZL,

« Maven 7’274 > (T60R—2)
« Gradle 7’274 > (744R—2)
« Jenkins 75T 4 2 (T46R—2)

Maven Central ZffFfiL CTJava I —J I N EAAR=)

Contrast Java T—2 T > M&, 2 )L—7" IDcom.contrastsecurity E7—F 177U K~
IDcontrast-agent ZfEA L T, Maven Central S AFTEET, JavaI—C IV KREBA VA M—
ILTBICE:

1. Maven Central A* S contrast-agentjar F AF L& (Maven VRS NUASEDO—RITBDHE
FHlESR ).

I—>zx>bh 75


https://search.maven.org/search?q=g:com.contrastsecurity%20AND%20a:contrast-agent&amp;core=gav
https://central.sonatype.com/artifact/com.contrastsecurity/contrast-agent/

C Contrast Contrast RF 1 X2

2. JavaI—2 IV RZERHRE (10IR—I)LET. YAMLERET7 7 A4 BIR—)ZERELERXD
YO—RULET, RET77AIINICE, T—210 hF— 59R—2)ZFEAL T, Contrast MR/
TX—RERETDIHENHYET,

3. I—-2IVRN 774N ERBETEDRSICYAMLERE Y 7 1 )L(contrast.yaml)DEFiZEE
LET. UTOHITIE. <YourContrastJarPath>% Contrast JAR 7 7 4 )LD /NA(Z hiEAEB
DT77AINBERHAIO—RULEFZEICE>TEREYET)IC, <Applicationdar>&T7 7 U4
—2aVOIJART7TAIINBICEEBRAFET,

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ YAML ORDYICATALAZTONT A PREZRZFE > THRETD. TLEFI—>
IVKNNBEBNICRRERTEDZEDESH B0R—)ICYAMLERE77AILEEV
TWBEBEE. JavaI—S I R EEHDES IVMNTA—RERELTLKEE
We

jJjava -javaagent:<YourContrastJarPath> -jar <AppName>. jar

4. BEBYVICTIVT—>a>zERLEIBIAE. FF7IT5—>3>0Web A1 2—T I 4 A%
)Y OUT.APION Y REEETSDHKE), Contrast TF 7 U —2arARBBEhTVWB L
ERBLETHIZAE. Contrast D Web 1 Y R—T IAATTF7Vr—>avz8BLEY, OY
ERRTBDBE),

Maven Central IC7 7’04 & TW3 Contrast 7 —7 4 7 7 7 N&. https://keyserver.ubuntu.com A7k
ARNTDGPGHF—TBRENTVET, Contrast DLAFEBREF—0 ID &
1AAD9AFB3FC5CCA6940D021534D84B137E8F1053 T, XN AN RTO—HILRICA > AR—=IL
TEZET,

gpg --keyserver keyserver.ubuntu.com --recv-keys \
1AAD9AFB3FC5CCA6940D021534D84B137E8F1053

Fh, LTOXSBTFT7IUr—>arH—Ne—#ElC Contrast T— I KNEAARN=ILTBD L
T, TANREXABERECEET A7 7V —>3a>o0oeF1 VT4 0METDIENTEEXT,

. Jetty (95 —2)
 JBoss/Wildfly (94R—720)
+ Tomcat (96/R—2)

» WebLogic (97 R—2)

» WebSphere (98X —72)

Docker BED I TFZFERLTA VARN=I (TIR—)FTBDEETEXT,

BN

@ I—>IORDAVARN—ITEBRENHDZTDMDFEICDOWVWTIEE, Contrast YR
—hR—%2)LB#SBLTLEE, VMware Tanzu Z2EHL TV EEE. VMware
Tanzu TJava Z A4 2V ARN—)L 83R—D)EZESEE VY,

Debian VAR NY AL TJavaI—> I M ESM VA=)
Contrast Debian VAR RUAS Java I —S I RN EBRBLTA AN =ILTEDLDISATLEZRE
TEEXET, chETSICEK, LTOFIEEZETLET,

I—>zx>bh 76


https://keyserver.ubuntu.com
https://support.contrastsecurity.com/hc/en-us
https://support.contrastsecurity.com/hc/en-us

C Contrast Contrast RF 1 X2

1. UTOOXV REFEALT, URDZRNUDASNY T—PZZHTRBA RS ATLAEZRELET,

curl https://pkg.contrastsecurity.com/api/gpg/key/public | sudo apt-key \
add -
echo "deb https://pkg.contrastsecurity.com/debian-public/ all contrast" |
sudo tee /etc/apt/sources.list.d/contrast-all_list

2. ContrastJava I— I RZAVARN=ILET,

sudo apt-get update && sudo apt-get install contrast-java-agent

3. /opt/contrast/contrast-agent.jar £ L T, Java AA® Contrast T— I NDJAR 7 7AW A2 A
R=lleh&ErT,

4. JavaI—SIVRERE (10IR—D)LET. YAMLBET 71 GIR—D)EEREEEAY
YO—RULET, T—2T 2 hF— 59IR—)ZEAL T, Contrast DIEFEHE/NTX—REIBETS
BENFHYVET,

5, I—=SIVRMN 774N EREBTEDRSICYAMLERE Y 7 1/ )L(contrast.yaml)DBFiZ &
LET. LTFOHFITIE. <YourContrastJarPath>% Contrast JAR 77 4 JLD/NA(Z Nk AEp
D7 7AINBEREVO—RULEFZICK>TERYET)IC, <ApplicationJar>Z2F7 7 U
—23AVOJAR T 7TANBIZEERAET,

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

S YAML QRO Y IC AT ALAZTONT A PREZREFE > TRET D, FLRFI—>
IVKNNEBNICRETEDZEDSH 60—I)ICYAMLEREZ77A/ILEEV
TW3BEK. JavaI—2C IV R EEDHDED IVMNTA—REZREL TS
LYo

jJjava -javaagent:<YourContrastJarPath> -jar <AppName>. jar

6. BEBYWICT7UTr—>3a2ZBALEIBEIRE. P7VT5—2320OWeb A VR —T I (A%
)Y OULT APIIN Y REEEFETSEHE), Contrast TP 7 U T —2a U ARBEEhTVWB L
ZHBLUETHIZE. Contrast D Web 1 Y R—T IAATTF7Vr—>avz8RBLEY, OY
EERTABLE),

T, LTFTOKSBTF7IUr—>a>rg—Ne—4#ElC Contrast T— I RN EAARN—ILTBE
T, TARNBRERPXRERETHET A7/ I)T5—23>0F1 )T 140 ETOIENTEXT,

» Glassfish

o Jetty (95R—20)

- JBoss/Wildfly (94} —3)
« Tomcat (96 R—20)

« WebLogic (97R—2)

» WebSphere (98/R—2)

Docker BED I TFZFERALTA VARN=I (TIR—)FTBDEETEXT,

B>

@ I—2IORDAVARN—ITERENHDZTDMDFEICDOWVWTIEE, Contrast YR
—hR—2)LB#SBLTLEE, VMware Tanzu AL TVW2EEE. VMware
Tanzu TJava Z A4 V> ARN—)L 83R—D)EZESEE VY,

I—>zx>bh 77


https://support.contrastsecurity.com/hc/en-us/articles/4408096890772-Configure-the-Java-agent-for-NetBeans
https://support.contrastsecurity.com/hc/en-us
https://support.contrastsecurity.com/hc/en-us

C Contrast Contrast RF 1 X2

RPM VARSI MU ZEALTJavaI—J I MM AM=)
RPM URS NUEEALT Java I-JY IV REA Y AR—LTBIE :

1. LTOON RZFERAL T, ContrastRPM URS KRUABSNY T —SERBITDELDIT AT A%
BRELET,

OSREL=$(rpm -E "%{rhel}')
sudo -E tee /etc/yum.repos.d/contrast.repo << EOF
[contrast]
name=contrast repo
baseurl=https://pkg.contrastsecurity.com/rpm-public/centos-$0SREL/
gpgcheck=0
enabled=1
EOF
2. ®EZLKES, ContrastJava T— IV RNZEA VAR —=ILZET,

sudo yum install contrast-java-agent

3. ContrastJava T—> I MM JAR 77 A4 )A". /opt/contrast/contrast-agent.jar &L
T, 1AM —=IENFT,

4, JavaI—2 TV RhZEFHRE (10IR—D)LETFT. YAMLERET 7 A4 B1R—2)@EBELEAD
YO—RULET, BE77AINICRK, T—21220 hF— (59°—2)ZFEAL T, Contrast ®#E#/N\
TX—BRZEETILENBYVET,

5, I—=2IVRNF 774N EREBTEDELSICYAMLERET 7 1 )L(contrast.yaml)DBFFZIEE
LET., LUTOHITIE. <YourContrastJarPath>% Contrast JAR 7 7 4/ )LD /NA(Z iF4E&
AOT77ANBERADO—RULEFEICE>TERY ET)IZ, <ApplicationJar>z277°1)
T—23a O IAR T 7AILNBRICEEBRAET,

jJava -javaagent:<YourContrastJarPath> -
Dcontrast.config.path=contrast.yaml -jar <ApplicationJar>.jar

@ YAML ORDYVICS AT AZONT A XPREZERZF>TCRET . FTLEI—>
IR BBNICKRERTEDEZEDEH B0R—I)ICYAMLEREZ7 7AIILEEV
TW3HEE. JavaI—C IV R EZEHB LD IVMNTXA—REZRBELTLSEE
Wo

jJava -javaagent:<YourContrastJarPath> -jar <AppName>.jar

6. BEBYWICTIVIT—>a> azERALEIBIAEL, PFIT5—3>0OWeb A1 2—T I 4 A%
)Y OULT.APION Y REEETDHKE), Contrast TF U T —2arARBBEhTVWB L
ZHIBLETHIZE. Contrast D Web 1 > R—T IAATTF7Vr—>a>vz2RL Y, O
ERRTBDBE),

Ty UTOLSBTTV =232 —/)Ne—##&IC Contrast T—J IV R EAVARN—IILTR L
T, TARNRERPARBRETCHETZ T 7 T—>2320tF1 VT 1 9METSCENTEERT,

* Glassfish

« Jetty (95R—2)
 JBoss/Wildfly (94R—20)
« Tomcat (96/R—2)

» WebLogic (97R—72)

» WebSphere (98 —2)

Docker BEN IV T F ZEALTA VAR =)L (TIN—=)FBDEETEEXRT,

I—>zx>bh 78


https://support.contrastsecurity.com/hc/en-us/articles/4408096890772-Configure-the-Java-agent-for-NetBeans

C Contrast Contrast RF 1 X2

EN

qp IT—>IORNDAARN—IITEBREN D ZFOMDOSEZEICDVWTIE, Contrast Bl
—hR—Z)&2SRBLTLEEV, VMware Tanzu ZEHL TW3EEF. VMware
Tanzu TJava ZA4 2 ARN—)L 83R—D)EZESEE Y,

A 7FreERALTJavaI—J I NEAM AN

A2VAN=IZITSHEIIC
KRBT, Docker 26l LT, AT FHbEhETFT 7T Ur—>3 >l ContrastJavaI— I RS
VARN=INTREHOO—BHWBEFIECOVWTHALET,

OYVFFPEEY 7RI IFOHMAEEANCERL TVIAEF 6V ET. EROFIBRE, FIA
PRECADETHEL T X,

ECS OHAR—Bp

Amazon ECS(Amazon Elastic Container Service)!R3E T Docker A>T+ 2 FERHT2EE,. COFIEZ
#FRAL T ContrastJava T—2 IV REA VAN TBDENTEERT,

FIE1: I-21 24 2AR)
Contrast T—J T kg, P7/UT—Y 32 &0V THA X—JLBMIBHELRHOEESTLE
mMTEET, ERENDBEE, BHENTEVLTAT—IELKEEATHIETT., fl:

FROM eclipse-temurin:17
# Hidden for brevity. ..

# Copy the required agent files from the official Contrast agent image.
COPY --from=contrast/agent-java:latest /contrast/contrast-agent.jar /opt/
contrast/contrast. jar

COBITE, FFOJavaI—> I MAEREhET, EATEER X T IE, DockerHub Z#:EL T T
= U\

FIE2: T-IMERE
JavaI—2 IV MNDRERK. BEMCBRZIBEREIBNAHYET, IVTFICAARM=ILTIES

s HEOREICEFE YAMLBREZ7 PAILEFEAL T, R—AA A= TEBETEDELSIZLET, iz
., RBOKREICE. OJZ2V—=ILEACVAALIRTR LR, 7OF0OERE, N7 +—
NOADFI1—Z209B8ENFHYET,

LT, YAMLEREZ7Z7A4ILOHTILTT,

agent:
Java:
scan_all _classes: false
scan_all_code_sources: false
logger:
stdout: true

YAMLEEE7 74N EERL. R—AAX—TICOAE—LET, XOITEEML T, O YAML 5RE
TT7ANER—AA X—2 O Dockerfile iCAE—UL £ 9,

COPY WORKSPACE/contrast_security.yaml /opt/contrast/contrast security.yaml
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s P7UT— 3 EREDOREEICE, Java0)/7\TA7°D/VT4’¢>iﬁﬁ3§§k’Efiﬁﬁb‘C =7

=23 oFTTIarETNEFNEE

ELET,

Contrast DFRE
T7Ur—>3aro

T7UT—>avy
=7

Y—NNDRE

HeE
T7UT—>3vic
BEMTIXET—
SEEE

B RES, N2
arv, \vaige
oERTEY> I
OFBRERRICERA
chdtv>3a>X
2F—5
(B532R—D)EERE
ZOF7TVr—>3
CEEENSTBATY
TRIN—T=H>
K— REZISE(T
TVr—=>3a>o7F
DERIN—-T
(B10R—2) R 5EIC
Contrast TER L T
BBEHVY))
FT7Vr—>avx
RITI2REERE
E. COFTTaY
THMWEE :
Development, QA.
Production

Java Y AT AZONT 1

-Dcontrast.application.metadata

-Dcontrast.application.session_metadata

-Dcontrast.application.group

-Dcontrast.server.environment

CONTRAST__AF

CONTRAST__AF

CONTRAST__AF

CONTRAST_SE

FIE3: IVMNTX—ZZEH

Java 7
LT,

Contrast D VM /NTX—ZEXR =AM A=A FORBERICHSHALU D

Yr—arF—ANTh%E JAVA TOOL_OPTIONS THRIATZER&LSICLET,

e R—AA X—® Dockerfile :

TVT—=23a ICTA77422TRYFT2EHIC, JAVA TOOL_OPTIONS IREBEH % RE
7 ")ir—avic-javaagent A7 IV REETIHEN B ET,

ENV CONTRAST_OPTS "-javaagent:/opt/contrast/contrast.jar \
-Dcontrast.config.path=/opt/contrast/contrast_security.yaml"

T7V—23>2 4 X—2 0 Dockerfile :

ENV JAVA_TOOL_OPTIONS $CONTRAST_OPTS \

-Dcontrast.application.metadata=bU=<value>, contactEmai l=<value>,contactNam
=<value> \

e

-Dcontrast.application.group=APP_GROUP
FIg4: TTVT—23204 X—=D&RTT

Docker 1 X—J I ICT—2 T MNZEM (7T9%—2)LTEE (7T9%—2)L 1S

I—> x> MY Contrast —/NICTF—

EE

REFEETRICK,. T—2 T2 FOFEIHER BIN—D)DNBET
IT—2I0 MNOFIERERETS-HIC. Dockersecret ZFAL T, F7O14BICRELHE

LTEIENTEET, AT, Dockerrun AX > ROBITT,

docker run -e CONTRAST__API
CONTRAST__API___
CONTRAST__API__

_KEY=<value> -e CONTRAST _API .
USER_NAME=<value> -e CONTRAST__SERVER _NAME=<value> -e \

__URL=https://app.contrastsecurity.com -e \
SERVICE_KEY=<value> -e \

CONTRAST _ SERVER __ENVIRONMENT=<value> image_with_contrast

Contrast "7 TVWBHh %&

Y E—IHERRENTVBRT TS,

BEIAICE,. O

Ear—1

axX AE

Bl :

AX=DERITLET,

TFTFOOTZFIYVILTLKEEZY, ROKSEX

I—

-

Ik
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2020-05-28 22:36:29,910 [main STDOUT] INFO
Security, Inc

2020-05-28 22:36:29,910 [main STDOUT] INFO
support@contrastsecurity.com

2020-05-28 22:36:29,910 [main STDOUT] INFO License: Commercial

2020-05-28 22:36:29,910 [main STDOUT] INFO NOTICE: This Software and the \
patented iInventions embodied within may only be used as part of

2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security®s \
commercial offerings. Even though it is made available through public
2020-05-28 22:36:29,910 [main STDOUT] INFO - repositories, use of this \
Software is subject to the applicable End User Licensing Agreement
2020-05-28 22:36:29,910 [main STDOUT] INFO - found at https://

www . contrastsecurity.com/enduser-terms-0317a or as otherwise agreed between
2020-05-28 22:36:29,910 [main STDOUT] INFO - Contrast Security and the End \
User. The Software may not be reverse engineered, modified,

2020-05-28 22:36:29,910 [main STDOUT] INFO - repackaged, sold, \
redistributed or otherwise used in a way not consistent with the End User
2020-05-28 22:36:29,910 [main STDOUT] INFO - License Agreement.

[Contrast] Thu May 28 22:36:30 EDT 2020 Effective instructions: \
Assess=false, Protect=true

[Contrast] Thu May 28 22:36:30 EDT 2020 String Supporter has been disabled
[Contrast] Thu May 28 22:36:30 EDT 2020 Logging security messages to /Users/
usernamehere/ .contrast/security.log

[Contrast] Thu May 28 22:36:31 EDT 2020 Starting JVM [1862ms]

B§EIEH
Contrast T—> I 2 M AARL —X(Kubernetes AR L — &) (497R—2)

Copyright: 2019 Contrast \

Contact: \

Contrast 47R— R7R—%& )L : AWS Fargate & Contrast T—> T >k, Docker EBET® Java T— T
b

Docker I ® Gradle 7O TV M JavaI— I NEAAM=)
TR, TV —23 2075942 Docker 72904288 Grade 7O T 9 &SI E
LTHERAL, Java®D Web 77U —2a>#ZBELET, £, Web 77U —2 3> 08EER
YD JUnits DIEETAMERITLET, Z7OLAD—IREL T, #ET ANEIZ Contrast Assess T
OJ—RABHENDED, TANMIERATS Docker 1 X— |2 Contrast Z#AIADFIEZFAHL £
o B TIIZOVWTIE, GitHub UARZ KU ®D Gradle 7O TV b0 HlZSBL TS EE L,

p= 31

S ATFOFBCSVT Ny 7 =T P EACELTERL TV BB VA% R
TH, 2 THBATOFERAZENELTWVWET, Contrast 277U Tr—>3a X
Docker A>T F & —# ICHBAICEALBEVTSEE VL, FHMIC OV T, Contrast
DY —EAFARNZSHBLTSEETL,

Docker Z{EHA T2 BE1F M Gradle 7O T Y MNC ContrastJava T— T RN &2 BT 3 FI)E -

1. OV RZ7OV7hZHEE. ATOIOY Y RZEEFTL T contrast-java-examples URT N & D
D_\/bi?o

$ git clone https://github.com/Contrast-Security-0SS/contrast-java-
examples.git
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2. gradle-docker FA LU NUIZBBLET,

$ cd contrast-java-examples/gradle-docker
3. TANEILREZRERFTL, ERICHETILE2BIELET,

$ _/gradlew build

BUILD SUCCESSFUL in 3s
4 actionable tasks: 3 executed, 1 up-to-date

N
Windows Tld., fXhH V) (Z gradlew.bat build ZEfTL T,

4. FAREILRHFSESVABVIESIE,. Java MM AELLK AV AR =IIENTVWBRZEERELT
TEWHTNTT7UT5—2a>aE) RTBICE, Java 11 BIBFABETT, Java T—TJ T b
DHR—RHFR (738—)R—2 T, Contrast ® Java T— T N THR—KNEND Java D/N—
DaAVESRBRTEET.).

$ java -version

openjdk version "11.0.18" 2023-01-17

OpendDK Runtime Environment Temurin-11.0.18+10 (build 11.0.18+10)
OpenJdDK 64-Bit Server VM Temurin-11.0.18+10 (build 11.0.18+10, mixed \
mode)

5, EEzZzMALS, BEEILRZEFTLET. ThTEHMELEVBEERE., COREOFHEEZRLRRL
THEEZHRSLTIEZ L,

6. IT—2I hF— B59R—)ZEAL T, Contrast T— I MA" Contrast Y —/NEBET 210
NDEREZLET, UTOF—HFHBETT,

+ Contrast URL : https://app.contrastsecurity.com/Contrast ', > 7L 2 ARH T
TAR—=KNIZIOROURL IZBEVYET,

- FEBA AP F—

e I—2I2hNI1—HEF

c I-JI2 MY —ERXF—

7. Gradle ® 1—YH¥HR—ALF4 LU KN JICHB gradle.properties 77 4 )LIC, Gradle ®7°0/\F
1ELTHF—ZEMLET, COTT7AIUNFELEVEEGRE. ERLTTEL,
<contrast_url>, <your_api_key>, <agent_user_name>, K T
<agent_user_service_key>% Contrast URL, APl ¥—, 1—HH&, 8LV Y—EXAF—0fE
CEE]MAET,

contrastUrl=<contrast _url>
contrastAgentUserName=<agent_user_name>
contrastAgentServiceKey=<agent user_service_ key>
contrastApiKey=<your_api_key>

8. build.gradle O createDockerfile Z AV ZIEL T, Contrast T—> T h&ZEML, ¥
NEFERTBIRSICTIVT—23028ELET,

task createDockerfile(type: Dockerfile) {
// ... rest of block omitted

copyFile(new Dockerfile.CopyFile(*'/contrast/contrast-agent.jar', "/
contrast. jar') .withStage(‘'contrast/agent-java: latest'))
environmentVariable(""JAVA _TOOL_OPTIONS"™, ''-javaagent:/contrast.jar')
}
9. build.gradle O createContainer X AV IZLLTOIN > RZEML. Contrast DFREZEH %=
AT FICELET,
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task createContainer(type: DockerCreateContainer) {
// ... rest of the config omitted

envvVars = [
CONTRAST_AP1__URL: project.property(‘‘contrasturl™),
CONTRAST _API___USER_NAME: \
project.property(‘'‘contrastAgentUserName'),
CONTRAST _ API__ SERVICE_KEY: \
project.property(‘'‘contrastAgentServiceKey'),
CONTRAST _AP1___ APl _KEY: project.property(‘'contrastApiKey'),
CONTRAST_APPLICATION__NAME: "${project.name}-how-to"
1
}
10. ELRZBERITLET,

-/gradlew clean build

=
@ Windows Tlk., 1) (Z gradlew.bat clean build 2ETL %Y,

N T, Docker 1T F T Contrast 2B LT VT —2 302 RITTEDRRSICKAYEL
oo METANERTITRE, EBAEIY RRA M BREET N, Contrast ICHREETNFET, |KE
EhEHEEZSRIBICIE, Contrast Web 1 R —T T A ATHEEEMENR— (680R—D)IZTF D
AL, 77V —< 3> &0 gradle-application-how-to T7 1 LX—%& N ITET,

VMware Tanzu Application Service TJava I— I NEA A RN—)

VMware Tanzu(Application Service, |B Pivotal Cloud Foundry)ld, > 7 FH{tEhi-BB®
SaaS(Software as a Service)IR¥E TT ., VMware A1) 1J—RAF %S Java EJL R/VY JIZ&KV), Contrast O
JavaI—2J IV NIT IV ERATERDRSICARYET, Java 77V Tr—23a2>2RT3500T7FICE
IWRNY DAV ARN=ILTLEE,

Contrast H—E A

N4> REnf Contrast U —ERNFEETIE, Java T—S I A TOTA 70k, AoO—
REhET, Contrast Y —EANFETDEHEET DD, VCAP_SERVICES R4 O— RI(Z,
contrast-security ZE0 X FHNELTELH—ERR, IR, FLEEEINHBHETT, Contrast
H—ERRF. ATOVWTFhAOFEEFERL THERLET,

s A—Y—R#EY—EX I —REHY—ERG., BE—0TF7 V-3 Javal—2 12 NC
NAVRL, REZRETHEHEBRFETT,

« Y—ERATO—H—(Contrast A )L) : Y—ERATO—H—%2FERTZ L, EHROTTVITr—>3>
ZNAVRLT, JavaI—C I RADT VA ERIAEN TEFRT,

Contrast Y —ERANT U —2a N4> REhB &, Contrast ZRE T S (JVM IZ javaagent
TN TR)EDICHBERENFINRMBEh, Contrast Web 1 2 —7 T 4 AANDREHNBEEE
£9,

JavaEJLRNNY S

Java B RNYOICIF, O>FFTJldavaIl—> I &S O—RUTCERETDEHICHKELFIE
EREBBIEENTVET, AT7SAVFERAVSAVOEILRNY VZFERTZIENTESE

9

« AT7ZAVOELRNY JE, BE, NAZIAXZ{TE2/GitHub VRS KNUNS T2 —U&h
F¥T. CORSIBURDRNIICR, FWN=2320I - I MEEATVD ARSI HYE
ER
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« FUTAVOEIRNY O, BE., BHF/N—>232THY ., BEICISUTGitHub A58 7 I)LEhZE
£

HEFH

« EILRNY D
VMware Tanzu Network DIRETFT 71U —> 3 (C Contrast T— I R KIATICE, LLTO
WIThADEILRNY DZTTIr—2 3> TCEATIVENFHYET,
+ Cloud Foundry Java EJL RNy &, N—=23 2 A9 BBELRN—23 2 4.2 LR
 IBM Liberty EJL k/NY 2, N—=232 2.7.0.2 AR
s H—EADEREBIZIEEL & contrast-security 28U BHELE 2T,
o BEIEBEHRORAO—RIZEERD YAML AT 3V EEHIHBENHYET,

RELHTREBEEETDHERE, ELRNYIVOREICET S —MHHOKERIC DLV TIE, Cloud
Foundry Java E'JL R/NY 2 M R¥ 1 X N ® Configuration and Extension(BRE L HLR)NDEE 2SR L
TLIEE W,

REATZ3>

I—CIORDT7L—ALAD—92BRETRICE, 77— LEEILR/NY 20 config/
contrast_security_agent.yml 77 A ) ZZBELET, CO7L—LT—O&, VR KDI—
TAVTAOYR—FZFEAL, TCTERENTVRIN -3V 0OBZHAICRWVWET,

£H L]
repository_root Contrast Security @ J 7R N1 A4 25 v 2 20 URL
version FATS Contrast T— T hON—2 3>

FRTZJavaI—>SIRNON—2 3 2EETIHESE. BELSHK
JBP_CONFIG_CONTRASTSECURITYAGENT ZREL. 1~ F v 7 ALEBREATVB/N—T 3> &8
ELET, #l:

JBP_CONFIG_CONTRASTSECURITYAGENT="version: 4.13.1"

il
ST, I—Y—EHY—EREZERL. Th%E spring-petclinic EVWST 75— azIc\
A1 RTBHBICOVTRHRBALET,

1. KOOIV RT, BELEEILRNY OERERLT, 77U —2 3> % Cloud Foundry IZ77°00
ALEITEELEWVEEE., TOREBEOF7AILNOEILRNY INFERENET),

cf push myApp -p target/spring-petclinic-2.4_.2_jar \
-b "https://github.com/cloudfoundry/java-buildpack.git”
2. ROOANVRT, I—¥—RET—ERXZERLET,

cf create-user-provided-service contrast-security-service -
p "teamserver_url, username, api_key, service_ key"

teamserver_url OEICEE, Z7ORIJNERAREDOAZBEL TKEE V., /Contrast/X/
Contrast/api FEHHBEVTEE Y,

3. Y—EREZTFUVT—232VENAVRIBEHICROONY RERFTLEFT(CORAVEHE
T9)

cf bind-service myApp contrast-security-service
4. ROONZV RT, Contrast ICEMTEDLSICBAT VU LETEERWIC, DT F2HED
LET),

cf restage myApp
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B EIEH
VMware Tanzu @ Contrast Y —E A7 O—H—Z A )L %ZE (86°R—)

VMware Tanzu ® Contrast Y —E A7 O—H—%EH (85KR—)

Contrast Y —E A7 O—A—0 7 OF > Z5RE (88R—)

VMware Tanzu () Contrast —E A7 O—h—%BH

FIE

1. WTFOOXY RERFTLT, Y—ER7O—-H—TF7V5—>3>&2F7O040LFT,
cf push contrast-security-service-broker

H—ER7O—AH—H PCFILRRE NI TT,

2. CONTRAST SERVICE PLANS IREBZEHZFAHL T, 7S VE2RELET(F7 4L NTR, ¥—FE
A7O0-H—CRTIUHFBYVERA)
Pivotal Ops Manager Z#AL T, RIFEEBEBRETD_ELETEEXT, IBMCloud ZFEAL TV
BBE, T7U5—>3>0d>2Y —)LR—2 T Runtime Z3&3iR L = 5 Environment Variables
ZBIRL, EERELET,
Bl: ARVRSAVHSEZRETZICIE. UTOHESEICLTLIEZL,

cf set-env contrast-security-service-broker CONTRAST_SERVICE_PLANS
" {
"ServicePlanl": {

“"name':"'ServicePlanl",
""teamserver_url":"https://yourteamserverurl._.com",
"'username'' :''your_username',
"'org_uuid":""00000000-1111-2222-3333-000000000000"",
“api_key':"your_api_key",
'service_key':"your_service_key"

}

notherServicePlan™:{
"name' :""AnotherServicePlan",
""teamserver_url":"https://yourteamserverurl._com",
‘'username'' :''your_username',
"org_uuid':"00000000-1111-2222-3333-000000000001",
"api_key'":"your_api_key",
"'service_key':'"some_ other_service key"

3

IBM Cloud TT—2 I NERTTRHE. LTOHIOKSIZ, CONTRAST_SERVICE_PLANS RiE
ZHOERG—ESIAFTTHATIEEL,

cf set-env contrast-security-service-broker CONTRAST SERVICE_ PLANS
" {

"ServicePlanl®: {
“"name” :"ServicePlanl”,
"teamserver_url®:"https://yourteamserverurl._com”,
"username” : "your_username”,
"org_uuid":"00000000-1111-2222-3333-000000000000",
"api_key":"your_api_key",
"service_key":"your_service key"

}.

"AnotherServicePlan®: {
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"name” : "AnotherServicePlan®,
"teamserver_url”:"https://yourteamserverurl._com”,
“username” : "your_username”,
"org_uuid":"00000000-1111-2222-3333-000000000000",
"api_key":"your_api_key",
"service_key":"some_other_service key®

+
} LA
3. F7UT—23avEBAT—IOUUIREHIC, LWTFOIRY RERTLET,

cf restage contrast-security-service-broker
4. A—HYBRENADT—ROBEBEERERELET,

cf set-env contrast-security-service-broker SECURITY_USER_NAME \
aSecureUsername
cf set-env contrast-security-service-broker SECURITY_USER_PASSWORD \
aSecurePassword

5, Y —ERAT7O—H—DOA VARV AZERLET, Y—ERTS0 2 E<EE1D2EELTL
EEW, A—HEBENAT—RE, FIOFIETRELLEOEBLEDZREATILENHYVET,

cf create-service-broker contrast-security-service-broker USER_NAME \
PASSWORD
<URL of your application>

IBM Cloud ®B& . UTOFD&LSIC, IX¥ ROKRIC--space-scoped ZEBML T EE
(A1

cf create-service-broker contrast-security-service-broker USER_NAME \
PASSWORD
<URL of your application> --space-scoped

6. £TOH—ERTO—HN—RHEIDRITZAR—KTT, UTOHOKSIZ, NTVYIICEETD
EHOAXY RZEERITLET,
cf enable-service-access contrast-security-service-broker

7. B—ERTO—H—PHETIELSICE21DOT, Y—ERDA VARV AZERL, TTUT—
2AVIENAVRLET, U—EADA VARV AZERTDICE, LTOON REETLE
9o

cf create-service contrast-security-service-broker ServicePlanl \
<name_of _service>

8. HY—ER7O—HN—%T77V5—>3a N4V RIZEHIC, LTFTOOAX RERITLET,
cf bind-service <app_name> <name_of service>

F7Ur—23a>TI—SI M RBENDOEEETESIET TI, E£/-. Contrast Web 1 >
B—TIARCT7VT—2aVFRRENATVIRTTT,

BSEIER
Contrast H —E A7 O—H—X ()L %EEH (86/R—)

Contrast Y —E A7 O—H—0O7'OF > & HRE (88KR—D)
VMware Tanzu @ Contrast Y —E A7 O—h—& 1)L %&EH

Contrast % VMware Tanzu Network(/B Pivotal Cloud Foundry)& iE#& 8% (k. Contrast H—E A7
A—H—24)Z4 AN =ILET,

I—>zx>bh 86
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FIE

1.

VVMware Tanzu Network 25 Contrast Y —E A7 O—H—2 AN E2A7O—RLET,

2. 774 ) Z20—H)ICREFEL. Pivotal Ops Manager IC 7 VAL E T,

3. Ops Manager T Import a Product(Z7OX VU &4 VR—KN)REAZBERLT. AU O—RKRLE
contrast-security-service-broker-#_#.#_pivotal 24 J)LZ&RL £,
AOVO—RULET7AILNOILERFHN ZIP DFEE., 77 14)LE % contrast-security-
service-broker-#._#.#.pivotal ICZEEL TLSEEL,

4. BRAINEF7O/4TRICE. REN VK OABETT, F7FIMTR,. Y—ER7O-H—ICIE
H—ERTZUNHVERA, Contrast HU—ERATO—H—2 AN E2F7O4FDH1IC, DAL E
£ 1 DEMTBIHUENHYET,

H—ERAT TS RBMTSICE, Contrast H—E A7 O—H—% 1 )LD Service Plans(—E A7

F)EERL, AdAGEM)RE>ZI Y ILET,

5. Y—EARATZVICUATORENTXA—ZZEELET,

« TeamServer : Contrast —/\Y\® URL

+ TeamServer Service Key : AN EICH D —EAF— (598—2)

+ TeamServer APl Key : B DEEEICH D APl F— (598 —)

+ Organization UUID : 77U —23a A BRETHEBOER D (59%—2)

« Username : Contrast 1—%'#

+ Plan Name : Apps Manager TRRE N2 T 5 H

« Proxy Host: ¥—E A7 O—A—AH Contrast L BETZ7OFDHRARNSE

« Proxy Port : 77OF 2 OR— K

* Proxy Username : 7’OF > 01— HZ(FRANVERIEBE)

« Proxy Password : 7OF>ND/NAD— REREN HERIBSR)

N 55

BANOTOFVEELCMAT, I-2 I MOTOFZERE (B8R—D)ERE
TRIRBENHYET,

6. REEZEBRLET,

F7UT—2a v ERORBICANEVEAR, KEERBBOTSVEESELTIEE,

7. AvY317R—RKRT Apply Changes(ZEEZHEA)ZBIRLE T,
COMBATTIDETICHBIDHAZEZENF HVET,

8. H—EAR7/O—Hh—%=F7O40LEks, PTUT—>a > ICRiERE/NIV RTEERT,
Marketplace(X —47 Y K7L 4 A)IZF 2t AL, "Contrast Security service broker"(¥t—E A7 00—
h—)ewELET,

9. Pivotal Ops Manager T, "Contrast service broker"# 7'~ 3> ##IR$2 &, ERL ERATRER
TIUNRRENET,

10. Selectthis Plan(C D 7S &BIR)Z VUV O LT, FTUT—23VICNAV RTB TSR
RUET,

1. 7°Z > ® Instance Name(4f > ARV AR)EEELE T,
chik, Y—ERT7O—H—ICREELEEA, IV AZVAICRBFERZREFERATRHENT
EFET,

12. Bindto App(Z 7’V ICNA Y RYROAY TR I AZ1—T, COY—ERIINAV RTDTTUT
—2avEBRLES, TLTC, P75 —23 > &2BRAT—2IVJLFY,

ZhiZktY, Contrast P SEFOI -2 I MNABEEh, 77Ur—>3>icI—2J 2 MF4E
HIAENET,

13. 723> F7)T5r—23a EBENI—2 0 M0O7ONT 12 LEEEZLEVEEAR. UTO
BIOXRSICOAN > REFEHAL TPCF CIRELZHEZEREITD_EHNTEET,
cf set-env APP-NAME JAVA OPTS " -

Dcontrast.agent. java.standalone_app_ name=PivotalSpringApp"
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B EIEH
Contrast Y —E A7 O—AH—%EM (85KR—)

Contrast Y —EA7O—A—0 7' OF > Z5RE (88R—)

Contrast Y—F A7 O0—H—CI—SIVMO7TOFEEERTE

VMware Tanzu TJava I— IV M E2F7O4T3BAIC, Contrast U —E A7 O—H—%4)L
(B6R—)DEMEICTOF D ZRETDIEEBIRTEET, Contrast Y —ERTO—H—H, ¥—
EAZ7SURICHREENE7OFEREFEATHELSICEEL T, Contrast EONA > RERT TS
ENTEZET,

Contrast Y —E A7 O—H—ZA )L OBMEICTOF S 2RETZHE, RETHATIESIC, IT—
DIVNOTOFEBEERETIHVENHYYET, chlk, 77V T5r—2a>EIlBRETD L
E, FTOAMECNEETOT7IT—2 3 M ERTRZRSICEBLARILTHRETDZCEETEET,
Fg

1. P70r5r—>3>2ell7O0FBEERETSEAE. ATOON REZFEALET,

cf set-env $APP_NAME CONTRAST__API__ PROXY__ENABLE "true"
cf set-env $APP_NAME CONTRAST__API__ PROXY__URL "scheme://host:port"

Rk, ATOONY RZEATERT,

cf set-env $APP_NAME JAVA OPTS "-Dcontrast.api.proxy.enable=true -
Dcontrast.api .proxy.url=scheme://host:port"
2. HBLARLTZOFDEEEZRETAICEK. ATOOX REFEALET,

cf ssevg "{''CONTRAST _API__ PROXY__ENABLE": *"true"}"
cf ssevg "{''CONTRAST _API__ PROXY__URL'": 'scheme://host:port"}"

BEIEH
Contrast Y —E A7 O—H—X A )LZEN (86R—)

Contrast Y —E A7 O—H—%EM (85KR—)
AWS Elastic Beanstalk CJavaI—> I MNEA AN =)

AETOFIEZFEAL T, JavaI— I NZEEREL . AWS Elastic Beanstalk &iE#EEHE2 &N T
EFEJ, Contrast DJava I — IR EATO—RLT, PTFUT—23 2 ICBHIAATRERZT
5102, .ebextensions 77 AN EZEDLSICERTZIN ZFHBALET,

CHADREICK 2T, NEOFIEEHAZINAAXTIRHENHYET,
CDFIEE, DevOps NREEE Docker DK ICEIL THEBN $2 1 —FER/RKRELTVET,
BAtR T D AEIC

« ZRA® Java Y —)LXIRE (73 —2)H Contrast THR—RE N TVWB L ZBRBTD &,

« Contrast ® Java T—= T A" Contrast H—/VIC#EH T2 (75— OMBERBEBRNIH D
Eo

« Contrast ® Java I— IV RNEZ DO O—RULTRBEBLECENHD L,

« DABIAAXLERET 7 1) .ebextensions #4 > AR—)L 95 =D Beanstalk READT
DEANHBD &,

F)E1: ContrastJavaI—J IV N EA U O— RIZDEREREE
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FRET 7 1) .ebextensions O files o> 3a> I, JE—KNURLAS Contrast T— I &X'
/D RTBDELIEELET. UTIE, Maven VRS KNUAS Contrast T— I hEA D2 O—R
TRDEHDREDH T,

files:
""/opt/contrast/contrast. jar':
mode: 000755
owner: rootCorporate rule
group: root
source: "https://repository.sonatype.org/service/local/artifact/maven/
redirect?r=central-proxy&g=com.contrastsecurity&a=contrast-agent&v=LATEST"

Contrast T— I Nik/opt/contrast ICBELK CEZHBLETH, BETHNEROBEFHREFERAT
BLELTERT, AIBURDSRNUASI—JIVREFd IO RTDESICURLZEETSH L
ETEEXEY, ELRBIEC, FEOI—IMN—2320ZBELT, Maven URZ KUASH DO
—RTEET,

FIg2: Contrast T— I NDEBRET7 74 Z4ERK
Contrast T— I RDEREICKEK, SETEBEZFHATEE T, REITHEICEFEMNICEDELIEN
BOR—=)\NBYNET, BMNCBEZDEREEE. LTOIEFTRENET,

1. HABEB., A4 AOHEINICLDEMLEL)

2. PATFLZ7TAONT 4

3. REZW

4. YAMLERE7 74

5. ContrastWeb 41 X —7 I 4 ATREENTVSE

6. Contrast Security A"REL =77 # )L ME

T—2IVMOBRE7T7AINZERTRDHEEL T, HBOK TVr—2a EBEOREZMBK

EhETHEATRI L ZHEOHLET,

s HEORE : EXELDZ—EOREEZYAML 77 A )ICEELET, 4 :
s OJ%=20Y—=I)LHAICVRAL UM
s 7OFOREZOXFINHDBEE
s I—2IVRNDTIOTAETARERTBINT A —X O AF1I—Z_29F7>3>
LTF, .ebextensions BE7 7 AIIO—HIT, 704 KIZ Contrast T— T2 MM YAML 7
FTANZERLUBRETDEEZERLET,

files:
""/var/contrast/contrast_security.yaml"
mode: "000755"
owner: root
group: root
content: |
api:
proxy:
url: https://host:port
agent:
Java:
scan_all _classes: false
scan_all _code sources: false
logger:
stdout: true
s PTVT—23>EEORE: COFEICKR>T, 77VTr—23> 2 CBMOAT S 3> =2EE
TEET, UTORBEZHEFEALET,
s F7VT—=232V0OXBTF—2 : F7VT5—>3 2V CBENRIRDZ1I—HYEROXZT—REEE
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CONTRAST _ APPLICATION__ METADATA
« PTVIH—>32%F : Contrast H—NICHBEET BT UTr—2 3> EEERE

CONTRAST__ APPLICATION_NAME
s FPTVT—=2320Ev2aVXRF-R EJRES, N=Tar, \v21BEDEHRTEY
TAVOMBERBICERENDIAZT - EZEE

CONTRAST__ APPLICATION__SESSION_METADATA

K
FHICOVWTE, Y2 a2 XRT—RORE 534R—I)2ZBLEZ L,

« PTUS—23>OIN—7:F7UT5r—>3>2 % Contrast ICIEMU EEICEENSTS. P7UYT
—2aA T ORAIIN—=T=EE, FTVIT—23 F0RATIN—7&, ERTDHIICKICER
LTHBLBENFHYET,

CONTRAST__ APPLICATION__ GROUP
s H—NNOBRE : T7VT—2 3V 2RTIDR[EEE, CcOATZIVTHEURE:
development, qga, production

CONTRAST__ SERVER__ENVIRONMENT
Bl REOERBFICREEREZRET SHE

eb create <environment name> --envvars CONTRAST APl __URL=https://
app.contrastsecurity.com/

Contrast,CONTRAST __API__ APlI_KEY=<value>,CONTRAST APl __SERVICE_KEY=<value>
,CONTRAST__ API___USER_NAME=<value>,CONTRAST__ SERVER__NAME=<value>,CONTRAST_
_SERVER__ENVIRONMENT=<value>

B2 RIEZERLUCRIREZHRERET S HE

eb setenv CONTRAST__API__URL=https://app-contrastsecurity.com/Contrast \
CONTRAST__API__API_KEY=<value> CONTRAST _ APl__ SERVICE_KEY=<value> \
CONTRAST _ APl USER NAME=<value> CONTRAST _SERVER__NAME=<value> \
CONTRAST _ SERVER __ ENVIRONMENT=<value>

FIE3: JVM /NS XA—XEEH
Java 77V r—3a Il A7 7425%20—R32EHIC, FTUT5r—>3vIl-javaagent 77>
AVEEITMVENHYET, cnETDICE. JAVA_TOOL OPTIONS IREBZHERELET,

CheDZERE, 77V5—2 a3 BEOREEHERETDOERUBETHRELET, LTOHIIC
RTEDICL, I-PIMDIARZZ7AILEYAMLREREZ 7AILONAZFERALET,

eb setenv JAVA TOOL OPTIONS='-javaagent:/opt/contrast/contrast.jar -
Dcontrast.config.path=/var/contrast/contrast_security.yaml"

FIE 4 : . ebextensions OBREEZFEALTF S Vr—>a3>&2F704

AWS Tl&, Beanstalk D HAZN A AE&EWR., 77’047 2 )ILA D)L — N0 .ebextensions 7 # LA A
WCRRET7AINNSHBDENRBECATVET, AT, .ebextensions 7 )\ A&ZELTAL Y
NUBROHITT, Contrast T— I MDA D O—RE YAML BRENEEN

fz contrast.config 77 M ILHFHVET,

-ebextensions
contrast.config
application. jar
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Linux CHBEHRZEALTJavaI—S I M 2412 AN=)

I—HIC&Kk2>2TE, Contrast @ Java T—2 I N EBEMNICHRHIN—23aVICEHRLEVEEN V)
£9, Linux I—H0HBE., —fRIA Linux Y —ILT&% cron ¥ curl Z# /8L T, Maven Central A
S5Javal—Y IV NOEFHEATD1—)ITEET,

CZZTlE. Ubuntu 18.04 Linux "ARTJavaI—S IV RDEHZ I T AT 1—)LTHLOEE
THHEEICOVTHBLET,

P
@ AETHAITD2ABTDTI7AILOERICE BHFEBXTT A R 2FEALTEET VW, U
TOFITE, tee AN RZFEALTT 7ML ZERLET,

1. CCTOFBICR>TEATYZ7Z2RITLEVESR, Vagrant X VirtualBox Z /A L T, Ubuntu
18.04 DIRIEN IV EFBRICERTZEETEET,

vagrant init ubuntu/bionic64
vagrant up

vagrant ssh
2. Contrast V7RI ITHOEBEFALIN)ZERLET,

sudo mkdir -p Zopt/contrast

3. B¥NDJavaIl—2IVREAVARN=INTBLEODAY )T N%/etc/cron.daily 74 L2 NIC
ERLET, COTFALINIJRAOARYUZ7NEEBR1EETEh, TOER, RANTEH Java
I-2I2RAEBHICEHREIAET,

4. tee ZFERALTZOAIVTNEZERLET, 2TOITEANLED 2S5 . CTRL+D ZHLF T,

$ sudo tee -a /etc/cron.daily/install-latest-contrast-agent > /dev/null
#1/bin/bash -u

CONTRAST_DIRECTORY=/opt/contrast
CONTRAST_FILE NAME=contrast-agent. jar

CONTRAST_VERSION=$(curl --fail --silent "https://search.maven.org/
solrsearch/select?q=g:com.contrastsecurity+a:contrast-agent®™ | sed -e "s/
[{31/°°/g9" | sed s/\"//g | awk -v RS="," -F: "$1==""latestVersion"{print \
$23" | grep -v -e "$")
curl —-fail --silent --location "https://repol.maven.org/maven2/com/
contrastsecurity/contrast-agent/${CONTRAST VERSION}/contrast-agent-$
{CONTRAST _VERSION}. jar™ -o "contrast-agent-${CONTRAST VERSION}. jar™
if [ $? -ne 0 ]; then

echo "Failed to download Contrast Java agent' >&2

exit 1
fi
mv /tmp/$CONTRAST_FILE_NAME $CONTRAST_DIRECTORY/$CONTRAST_FILE_NAME

5, iILWAOUTZRNT7PAILICEITHREZRELE T,

sudo chmod +x /Zetc/cron.daily/install-latest-contrast-agent
6. RAVUTKRETARNTBEDHIC, RAOVTRERITLET, stat ZEALTTI7AMIUHNEFEETS
CEEBRALET,

I-YI>h o1


https://www.vagrantup.com/
https://www.virtualbox.org/wiki/Downloads
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$ sudo /etc/cron.daily/install-latest-contrast-agent
$ stat /opt/contrast/contrast-agent.jar
stat /opt/contrast/contrast-agent. jar

File: /opt/contrast/contrast-agent.jar

Size: 10568283 Blocks: 20648 10 Block: 4096 regular file
Device: 801h/2049d Inode: 256034 Links: 1
Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/ root)
Access: 2019-04-11 02:02:01.265775928 +0000
Modify: 2019-04-11 02:24:47.849796936 +0000
Change: 2019-04-11 02:24:47.849796936 +0000

Birth: -

7. Contrast T—2 I NIZE, Contrast H—/NEBETHLEHORENMBETT, T—2I 2 FDOF
—BHFES BIR—)BBRBLTSEE L,

8. Contrast T—2 I N%E Linux RARNICAVARN=)LLES, BEEK, KA KNLT Contrast "B
BEWeb 77 Vr—3a>h, Contrast U —NANDEMRICHKBERNSA—RBEQDERNEHRTE
BERBETEDRSICEBRLET, BE. Contrast l& Linux 7R A b LD /N A/etc/contrast/java/
contrast_security.yaml \&% % YAML 7 7 1 LDREEZIRLE T,

9. /etc/contrastjava T4 LU MU B ERL T EZ L,
sudo mkdir -p /Zetc/contrast/java

10. tee ANV RZFEAL T, BE7 7ML ZHERLE T, <contrast_url>, <your_api_key>,
<agent_user_name>, <agent_user_service key>%. BIR® AT Y 7 T Contrast /* S E§
LEELCEE®AET,
$ sudo tee -a /etc/contrast/java/contrast_security.yaml > /dev/null
api:

url: <contrast _url>

api_key: <your_api_key>

user_name: <agent_user_name>
service_key: <agent user_service key>

1. ETDTZADLEDS25, CTRL+D ZHL T EE L,

12. Contrast "/ Y AR—)LEh, ELLKRETNTVR L EBRITHLHIC. BT ANEETL
F9, P TARNERITIBDICEKE., FRANI Java N1V AR=ILEhTVBRURENHYNET,
sudo apt install --yes openjdk-11-jre-headless

13. ZR&IC, JavaT—C IV MO T AN ERITLET, I—J I M ELLKAVAM—)LE
. /Jetc/contrast/java/contrast_security.yaml DFRE/NTZ X —2ZEHAL T, Contrast ¥ —/NE&EIE
TEBHLzBRALET,
$ java -jar /opt/contrast/contrast-agent.jar diagnostic
*** Contrast Agent (version 3.6.3-SNAPSHOT)

[!]1 Attempting to connect to the Contrast TeamServer at https://
apptwo.contrastsecurity.com/Contrast (No proxy).
[!] Attempting to resolve domain: apptwo.contrastsecurity.com

Resolved domain apptwo.contrastsecurity.com to IP Address \
52.200.215.12
[+] Client successfully resolved the DNS of the Contrast TeamServer. No \
proxy needed.
[!] Issuing HTTP request to Contrast...

Executing request. ..

Reading response [200]

Response size = 4209

Snippet: <ldoctype html> <I--Tif gt IE 8]><!--> <html class='"no-
Jst i
[+]1 Client can connect directly to the Contrast TeamServer. No proxy \
needed.
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Scala
Contrast Java T—> T R &AL T, Contrast Assess ¥ Contrast SCA T, Scala XR—ADO T 7 U4
—2AVEBTDENTEET,

JavaI—S I RN, #KOTF77UT—23>H—NTHEEEND ScalaWeb 77 Ur—>3a X,
Play 7L—AD— VB ETREENDRDBHL VW ScalaWeb 77V —2a V&I TEET,
JVM A" B NIE, Scala ICHHMAAL JavaT— I M EFIUT A BRERHELE T,

TF7VG—23arpRTeEndeE, JavaI—>I N0 Y—ATFTUG—>a>o0Fa2U51,
TF—FFT0Fv, SA4AT7SVICHETHEHRENELET., I—J I MNCKBBTOERIE. Contrast
Web 4127 I—ATHRRTEET,

ScalaNDI— IV RNEROBEEZRBELET,

« L—RNANL YD
. 70—<XV7Y
« SCAZA47ZUDKH

Kotlin

Contrast Java T—> T > M &4 L T, Contrast Assess ¥ Contrast SCA T, Kotlin D 7 74— 3
DEBITTRENTEEXT,

JavaI—SIV RN RROTTVT—23arH—NTHREE N Kotin D Web P77V Tr—3a X,
SpringBoot & EDFTL LW\ Kotlin QY —/N\H A R7TUT—2 3 ZBITEEXRT,

JVM A" B niE, Kotlin ICHKIAL Java I—2 I M EF 1T 1 BHREZRHLET, 7TTUIT—>
AUNRITENDE JavaI -2 NOEY—HFAT7UT—3>oF1 T4, T—FTI9F
Y. SAT7SVICHETHAEREWNELETT, TI— I MNCKBBHDOERIE. Contrast Web 127
I—ATHETEXT,

ContrastJava I— I N E2FRHTZBEGERZKIC. T7V5r—23 22T 0F 9. BEHIC Kotlin
AHPR—REhET,

Java 77U r—>a>H—N

xRS
@ ARFIXDNTR . YR—PIHKROFRBICOVTHALET, B7rOVHFFVWIZY
DO, BEELT, MORFIXVNESBID I VEBI>TVET,

ROFTTVT—23a>0H—NEeEATERT,

« B Axis2

+ B Glassfish

« JBoss / Wildfly (94 —35)
o Jetty (95R—20)

« Tomcat (96/R—2)

« Weblogic (97R—20)

« WebSphere (98X —2)
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BSEIHE

ceJavaI—2IRNDAARN=I (T5R—2)
s JavaI—2 IV ROUR—KIR/RTI/OD (73R—D)
« JavaI—2 I MNDERE (101R—2D)

JBoss EAP, JBoss AS, WildFly TJavaI—J IV NERETD

xEE

A N=23a BSZRERULABAVKSICEELTLKEEVY, N—23 2 7 KV FIOD JBoss
EAP (&, JBoss AS ZXR—AICLTWE T, JBoss EAP 7.x Ik, WildFly ZX—RAICL
TWET,

JavaI— I NEERAL T JBoss £R1T

1. ROWTFhADURISKNUAS, ContrastJava IT—S I NJAR 77 A4))EA D O—RLE
ED
« Maven Central (75R—0)
+ Debian (76 X—2)
« RPM (78R—3)
2. JBosslk, BAT77AIASETTEN., RXAVE—RTEITTEET,
s BAT 774 : .conf 77 A %ZERAL T bat 7 7 14 )L(domain.bat, standalone.bat, &Izld
run.bat)* 5 JBoss 2T T 2HEAIE. BRET7 7 A ) (conf 77 AI)EEELE T, Contrast
JVMNTX—=B2ZB#MIZLT, BBIAVUTNIRIBENHYET,

COEEEITSIZIE, <YourContrastJarPath>% Contrast JAR (73—)7 7 A ILADINA
ICEBEEH!A, CFHAORED JBoss Y—NFALIRNVZEELET, TLT, conf774)

NDEREBEDTICEOTZEMLET,
* Windows :

set JAVA OPTS=-javaagent:<YourContrastJarPath> %JAVA OPTS%
* UNIX :

JAVA OPTS=-javaagent:<YourContrastJarPath> $JAVA OPTS

o RXA>2E—R : domain.bat & 7=l& domain.sh ZfERA L T, JBoss 6 EAP & /=& JBoss AS 7.x
ZERXAAVE—RTEITITSIHEK. $JBOSS_HOME/domain/configuration/domain.xml ® JVM

A7 avil-javaagent A4 Y FEEMTDHBEN HVET,

ZOBITIE, <YourContrastJarPath>% Contrast JAR (73— 7 7 A )IAD/NAICEE 2

ATLEEL,

<server-group ...>
<jvm name="default'>
<jvm-options>
<option value="-javaagent:<YourContrastJarPath>"/>
</jvm-options>
</jvm>

</server-group>

Java2 EF 1V FT 4 IX— ¥ TO WildFly DEH
Java2 F 17 1 (162°°—2)T WildFly 2R T%358. JavaI—2 IV RN ERETEET,
WildFly D/N\—232 9 A5 20 ETHBLTVET, WildFly 8 BHR—KREhTVWEHA,

I—>zx>bh
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Wildfly TJava2 ¥ 1V TFANZ— Y ZBMCTHICE :
1. ANV RTA 5|8 -secmgr ZETH . REZH SECMGR Z true ICEREL E T,

SECMGR=""true""

2. JavaI—2 IV RNOERZEMICTAICE. LT O Contrast 7R ) > — & $JAVA_HOME/jre/lib/
security/java.policy (JDK 6-8 M5 E). & I & $JAVA_HOME/lib/security/default.policy (JDK 9 LARE ®
BE)NCEMUL E T, <YourContrastJarPath>l& Contrast JAR (73R—)7 7 A4 IAD/NAIC
BEBRAT, UTOONY RZFEALET,

grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;
}:
3. I—JI2RHWildfly DUVZAO—F—2ATATHETILSICTRICE, REEHK
JBOSS_MODULES_SYSTEM_PKGS(#3K(d org. jboss.byteman)DEZZEL T, Java I—> T
> MOXR—=A/NYr—2 com.contrastsecurity.agent,org. jboss.byteman £ 623 &5
ICLET,

Eb
@ HMICOVWTR, JavaEE7 EF¥ 1) FT 4 Y X—2 v & WildFly TER T3 HFZEICOWV
TR, F7ALRORI) S —REP RIS —T 7 A LOBLEBBLTFE L,

Jetty TJavaI—2J IV NERETD
Jetty TlavaI— IV RNERETDICHE :

1. ROWTFhADOURISKNIUAS, ContrastJava IT—S I NJAR 774 EFA D O—RLE
Cl
« Maven Central (75R—2)
+ Debian (76 R—30)
« RPM (78R—3)

2. HBEVLD Jetty DERIBIZEDE T, <YourContrastlarPath>% Contrast JAR (73/%—)7 7 4
IONAICBEERAETT, RIZ. LT DT %& <JettyDirectory>/start.ini 7 7 4 JLIZEMUL £,

-javaagent:<YourContrastJarPath>

3. Java2 tF1UTAXRZ—T v 2FEHATREER. WTOI—REET contrast.policy 77 1 )L %
ER L & F(<YourContrastJarPath>l& Contrast JAR (73— 7 7 A IADNAICBZE#RZ
£9),

grant codeBase "file:<YourContrastJarPath>" {
permission java.security._AllPermission;

3

RIC, UWTZRELET,

s Jetty7-8: TDT 7 A )% JETTY_HOME/lib/policy 7 # X IZAE—LE T, RELEHK
JETTY_ARGS --secure ZE&ML £ 9,

o Jetty 9: ERL RS —%, BOTRELERD D —IZEBMUET, <YourPolicy>D &%
BADORV—RICBEHRADE, BN EREZEROBRETEFIVTANZ—J vy FEMIC
TYETS,

-Djava.security.manager -Djava.security.policy=<YourPolicy>
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ER
Jetty 9 BT, ¥ 1UT A BEBRUS—BERICHR—REhTVERA,

Eb
Java2 EF¥ 1 UTF A X RX—T ¥ T Jetty ZFEA T B HEICOVWTOFEMIE. Jetty
Policy(Jetty RS —)&BBL T EE L,

Tomcat TJavaI—S I NERETS
RO, ROWTFNADIKRI NUMNS, ContrastJava T— I NJAR 774 ))&EFX D> O—RL
x99,

ﬂ{!ll

» Maven Central (75R—2)
+ Debian (76/R—0)
- RPM (78R—2)

Tomcat T Contrast LTI D HZEICIEUT, UTESEICLTJavaI—C I R ERELTLKSESE
Wo

Windows % 7= & Unix TE1T

CATALINA OPTSIRIEBZHZFEHL T, Tomcat T —/NZRTTD IVMICERET7ZI R ATAZON
T4 EELET,

Tomcat Tlk, setenv AV U7 N E2FEAL TREZEREZREETDI L EHBLTVET, RVUTKN
DERPEBERE setenv AV U T NOFEMIZDOWVWTIE, Tomcat DF 4 ARNUE 11— a2 (CEAEE
TV RUNNING.txt 2B L T EE L,

Contrast ZB#IC T3 IZE. Unix & 0S THniE setenv.sh IZ. Windows TH niE setenv.bat ®
WEFnAH T, -javaagent 75 % CATALINA OPTS IZEBMULET, HIAE. UATOKSIZHAYET,

* Windows :

set "CATALINA OPTS=%CATALINA OPTS% -javaagent:<YourContrastJarPath>"
* Unix :

export CATALINA_OPTS="$CATALINA_OPTS -javaagent:<YourContrastJarPath>"
Windows @ Tomcat ¥ —E A TR1T

1. Tomcat ZH—ERELTRTITZHEAR. Tomcat Y—EAIYZR—T v &2BE, WM AT 3%
ZELTCI-INEZEBMULET,

2. YATLARNLAD Tomcat PA AV EX TNV Y O LES(FLE.HV) Y UL T Configure %
BIRLET), (FAAHFBRWVEEE, Tomcat ® bin F4 LI MNJUIZH S tomcatw.exe ZRITL
TFEHTEBITILEN HYET,)

3. JavaR7ICYIVEZR T, -javaagent 757 2 BT 2 EFREEBELET,

Java2 E¥ 1V 5 1 Z#EAL T Tomcat 1T

1. AT OIO—RZET contrast.policy 7 7 4 L&KL £ (£ L< . catalina.policy 7 7 A4 )LIZ]
—RZEMLFET), <YourContrastJarPath>l&, Contrast JAR (73R—NT7F7AIIODNAICE
EMZTLLEEL, #il:
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grant codeBase "file:<YourContrastJarPath>" {
permission java.security.AllPermission;
33
2. contrast.policy 7 7 4 )L & $CATALINA_HOME/conf/catalina.policy 7 7 4 JLIZiBhl(append) L &£
T, EMOFRERMBEDHYELA, INY RFA 2T, -security 77> 3> & T Tomcat %
EBHLET,

WebLogic TJavaI—J IV MNERRETS
B, ROVWThHADOURI NI S, ContrastJava T— I NJAR 77 A4 ))&2X 7> O—RL
9,

« Maven Central (75X —20)
 Debian (76/R—30)
* RPM (78R—3)

WebLogic T Contrast RT3 2 FEICKLU T, UTFZESEICLTJavaI—C I M ZERELTLKE
=L,

Unix

1. WeblLogic ZBE7 CTRETDHEARKE. 1V AN=IL%ED bin T4 LU NJIZH B startWebLogic 7 7
4 JLIC Contrast ® JVM /N X—RZBIL T EE V. UNXR—ADARL—FT 1 VI ART
LDBE, COTTAILNDONARRTOLSICHEYET,

/path/to/appserver/userprojects/domains/base_domain/bin/startWeblLogic.sh
2. ZOT7T7A)NT, JavaRI{TATY DRI, Contrast T > %Z-javaagent &L T

JAVA OPTIONS IREZHICIEML F£9, <YourContrastJarPath>ld Contrast JAR (73/—2)

T7ANNONAICEEBRA TS EE VY, fl:

export JAVA OPTIONS="$JAVA OPTIONS -javaagent:<YourContrastJarPath>"
Windows
1. Windows ¥ AT ALADKFE, NARUTOLSIZBEYET,

C:\Oracle\Middleware\userprojects\domains\base domain\bin\startWeblLogic.b
at

2. COT7TF7AINDOEET, Contrast T2 > %Z-javaagent & L T JAVA_OPTIONS FRIBEZFIZE N
L £9, <YourContrastJarPath>(& Contrast JAR (73— 7 P AIIANDNAICBERAE
T BEVDOREICEDE /2 WeblLogic U —/NDIFMICEEME T LEE V. HI :

set "JAVA OPTIONS=%JAVA OPTIONS% -javaagent:<YourContrastJarPath>"
WebLogic T Java2 Z#FFA 93

1. UTFOIO—RZET contrast.policy 77 A1 L EER L ET (£ L IF. catalina.policy 7 7 4 )LIZ]
—RZEMLFT), <YourContrastJarPath>l& Contrast JAR (73— 7 74 ONAICE
ERMATLLEEW, i :

grant codeBase "'file:<YourContrastJarPath>" {
permission java.security.AllPermission;
};

2. WebLogic ICl&. @WL_HOME/server/lib/weblogic.policy E VST TL—KT77AIUDBYIET,
CO77ANICE, JavaEFIVFAIZ— v EFMICL T Weblogic H—/N\NERETZDLHD
YOTILERNHYET, IH/N—232(10 BLBT)D WebLogic DFERE, T 7L—K771)L0
@WL_HOME % WeblLogic #4 VAR—=)LLEIL—KRFALIRNIANOREONAICBEHRZS
BENFHYNET,
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3. EFIVFARZR—DYEBMCITDE, RUZ—T 7 4)LTHBQ@WL_HOME/server/lib/
weblogic.policy ¥ 77 # )L ML THEELE T, ELLIF, -
Djava.security.policy==<YourPath>THARLDRI>—T7A ) ZEETHDELETE
F£9. TOFE. <YourPath>RBEHARLT 7 AIADONAILEY) ET, ==k, WebLogic /' &E
TR2BROTTAILNONAREZ LEEZTH-H, EETT,

Bk
@ FHk, JavatF¥ 1T 1 &FEHL T WeblLogic DY —RA%ZREITZESHRL
T<LEE L,

WebSphere TJavaI—J IV M ERETD
B, ROVWThHADURI NUMDS, ContrastJava T— I NJAR 77 A4 ))&2X 7> O—RL
9,

« Maven Central (75/R—0)
+ Debian (76/R—>0)
- RPM (78R —%)

WebSphere T Contrast #£{T§ 2 FEICHU T UTESEICL TJavaI—J I M ERELTLKE
=L,

p= 31

@ IBM J9 Tl&, &5 A(Shared Classes)#ee# EH T 554, Java Dt
API(Instrumentation AP)TOT7 M Java V7 AZEETRDENTEEEA VMY
Z X—AIZ-Xshareclasses:none ZIEL T, COMEEEMICTIMLEN HY F
9,

FE#R . -Dcom.ibm.oti .shared.enabled=true A3ZEENTV3EE. [HIJO9D
JRE TERBENRET DA EMEN BV ET,

Websphere DR ZARNARNFTEF—ARNT

WebSphere (&, Java JRE D —F & U THAIAFEFND N TARNARNTERRIC, MEORNSZAMARNT
EF—ARNTERFLET, IT—2J T2 ME. WebSphere A"#IEbE B aIICEE TS 128,
WebSphere MEND RS ARARTREREENELA, TOLO, I—J I ME. VM ICERIBZERE
AFENTVWEVRY ., Java ® JRE/lib/security/cacerts 77 A I)ICHBDFT 7 AL KNDODRNT AN
ANTZERALET,

EEL, IBEAPACERAAELZEAIZ7OF Y —/\HFBERBER LR, REDEBMFIE
HFREICBWEY, BRTEZFER., ROEHBYTT,

1. JREcacerts DNTARNANT & WebSphere DRTZARNARNTOEGICHERIHAEEZA A
R=ILET, CHICKY FIAEFI—AHNAI—IMNEWeb 77T —232 OWA TR
EhET,

2. BEDORKRSARNARNTOIATALATONT 4% JavalCEEEL., NS AKNAKNT % WebSphere ® ~
SAKRARNFERLEDICEELE T, TOHEUTICREE ULET, COFETE, SEHER 1D
DB FT(WebSphere D RSARARTPU AV AR=ILTBEFTIRVEVSHINHYET,

Bl -

-Djavax.net.ssl . trustStore=opt/I1BM/WebSphere/AppServer/profiles/AppSrv01l/
config/cells/DefaultCel101/nodes/DefaultNode0l1/trust.pl2
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-Djavax.net.ssl.trustStoreType=PKCS12
-Djavax.net.ssl.trustStorePassword=secret

WebSphere Bk, NAT—RZILI—RIBDHEZYR—NLTVETAH, WebSphere N'RET
BHEICEITEND LD, I—-CIVMONTFARMNARNTONAD—REZRETDEEICKFEATERE
Ao

Websphere T Contrast ZBIMT 3

WebSphere ZB 7 TRETDEEIKE. EILOF1L I KNJIZHB server.xml 7 7 4 )LIZ Contrast
JVMNTZX—Z%ZEBMLET., <CellName>& <NodeName>DEFfZE, ZILE /—ROBHICEERZ
£ 9, <YourContrastJarPath>(& Contrast JAR (73— 7 PAINADNAICBEBRZTLSES
Wo il :

<WebsphereDirectory>\AppServer\profiles\AppSrvO0l\config\cel ls\<Cel IName>\nod
es\<NodeName>\servers\serverl\server.xml

<jvmEntries genericJvmArguments=""-javaagent:<YourContrastJarPath> -
Xshareclasses:none">

</jvmEntries>

WebSphere 2 1>Y —)L T Contrast Z N7 3

Websphere #7R— k44 KO FIEICHE > T, WebSphere DEBE >V —J)LH S Contrast ZIBINT 3 Z
EETEET,

WebSphere T Java2 ZH 3%

1. BATOIO—RZET contrast.policy 7 7 A L EHEKL £ (£ L <&, server.policy 77 A )LIZd—
RZEML ET). <YourContrastJarPath>l& Contrast JAR (73R—)7 7 A IIAD/NAICE
EMATLLEETV, fi -

grant codeBase "'file:<YourContrastJarPath>" {
permission java.security.AllPermission;
}:
2. $WEBSPHERE_HOME/AppServer/profiles/AppSrv0l/properties/server.policy (C
contrast.policy 7 7 4 )L ZE N (append)L £ 7,
3. wsadminV—=)LTEFI1IVFANZ—I+ZEMILET,
+ Jacl : $AdminTask setAdminActiveSecuritySettings {-enforceJava2Security
true}
+ Jython : AdminTask.setAdminActiveSecuritySettings("-enforceJava2Security
true®)

B2k

@ HMICOWTE, JavaEF 1 VT ANXZ—2 v RSN EERALE Java2 &2
FAVFAXZ—7DEMEMNIZOVWTORFIXRNZSBLTLSESE
(A

Java VA Y DARAZR—RNHA R

Contrast Tld, J— ROMHEUHZERIZD OOV Y —%2BETZEHIC,. IT—TI O NEAVAD
—LTBIUENHYNET, I—I NS, ARRETEMRBUEZHENL, RITROEABRETEIHRE
ERAILET,

T7Vr—23aruopfRaTEhde, I MEIBRHTTP U IAN, 7—&270—, NV OIY
REFR. Z477VDKEEEEE)EHETL., BIBEXPKEZ Contrast H—/NIZIEEL £, Contrast
TENSOE/ESRTE, BEIBEUZN T, BESCHNREBLDZENTEEXT,
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http://www-01.ibm.com/support/docview.wss?uid=swg21417365
https://www.ibm.com/support/knowledgecenter/SSEQTP_9.0.5/com.ibm.websphere.base.doc/ae/csec_rsecmgr2.html
https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.multiplatform.doc/ae/txml_javasecurity.html
https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.multiplatform.doc/ae/txml_javasecurity.html
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CDHART, Contrast AL IARDTT T IUT—> 3> TEMETBHRSICKEY), Contrast DEBEETE
BITDCENTEET,

EN

@ FTFROBAAM=IICEL TR, BBICHLUT, BEBOEIL RY—=ILXFTOA4 X
NNXATZ4>, EF¥21 )T 4B, Contrast 2 FATIRELEELEERBL TLKEE
W CHRIARRICEDE T, Contrast 24 2V ARN=IL T RO 5% (7T14R—2) 2SR
<EEL,

BIR R
COHARTEATEZ Web 77V —> a2k, UTOMBRRHERLTEDERBOLEE L,

s Web 77U —2aryA7O0F D E2BHETICAVR—RY NITIORATESR L,
s Web 77U =23y IJIARTZZAINELTNY T—=2{bchTWD Z &,
« Contrast THR—KNEhTWB/N—23>, JL—AD—0, V=)L (73R—I)&FEALTVS C

Eo

FEIRNVRFAAVER—TI—A(I—2INE2RZ O O0-RIBDEHOTFAL I NI EZRIRT
o), CHAICEDEBO Contrast U —/NXOT VERAEMETYT, FE Contrast ZHFE TR
F k. Community Edition (30 —2) 2B TIFMAVLEETET,

1AM

1.
2

Maven Central ##5, Contrast T— T MUAR 774 ))EA T O—RLET, (75R—)
I—-CIVRNZEMTZEOOEMEAS YAMLERE7 74N EZ D O—RLEF(ELEDY>O
—RLTVEWES), ChEITSICIE, ContrastWeb 1 2 —7 I 4 AT, $RBEFEBRLF
9,

14
e v

F7I)r—2a>oh—Re2BRLULET, S:EBIC. JavaZBRL LS, JavaI—J IV MO
contrast_security.yaml 24V O— RZERLET. 774N EO—-ALICAIO—REh,
T7)r—<3a>% Contrast ICEHRTDEHOEBEENI—>I MF—NEENET,
YAMLEREV77AIINZIFA1R2THE, I-I 2 MNOREZEELERT,

api:

url: https://xxx.contrastsecurity.com/Contrast

api_key: A2XXXXXXXXXXXXXXXXXXXXXXXXXXXGION

service_key: 88XXXXXXXXXXXX5Z

user_name: agent_XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXXXXX@O0rgName
AN RTZAVAVE—TIAATUTOON RZAALT, YAMLRET7 7AIANEZIHS
PEeI—2I2MIEBEAERT,

jJava -javaagent: ./contrast.jar -
Dcontrast.config.path=contrast_security.yaml -jar <ApplicationJarPath>

<ApplicationJarPath>RE A FHEVDOT TV T—2aAONAICBEERATSEE L,

il - _/MyApplication.jar

Contrast "#EEL TV\B A ZHRE TS 1-0HIC. BEBYICT 7V r—23a>zFRALET. flx
. T77VT5r—>3>0OWeb A B—TITARZ0)Y LY, APIONY REEFLTHTL
ZEV,
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ZL T, ContrastWeb 1 X —T7 IA ADFESF—>a > N—TF7Ur—>a>zBRUET,
F7UT5—23a>v0BeNIRRIENATVDRT T,

F/, Contrast Web 1 > Z—T7 I/ ADOFES—>a > N—TH—=/N&&RTB &, —BICH—N
(A=HBL)DFRARBFIRRENTVRETTT,

JavaI—> IV MNOERE
FANXTD Contrast T— I MMZIFEERDFETE 58R—) N V) BREMBICKEELIES (60R—)DH
VET,

JavaI—2 TN, UTEERALTRETEET,

« Java AT LAZONT A
o IRIBEH (64R—D)
« JavaYAMLF>7'L—h

Bk
@ Contrast T—2 IV RBEELT A4 X (62R—2)Z2EATHE. YAMLEBREZ77A4ILO
ERXT Y 70— R, YAML O#REE, #REDBEBORTBEN TEET,

TR TA‘CMTG)&OK*%JEZEEFH LTW2EEE, Contrast T— T MEMRNICEEEZED O
. 7705 —23a>m Java BERICERENRELZRSEHYET,

s IWNFFFRTTVT—23 208/ F7A4RICIVMT 7 UT—=2a > = NAEROT 7
T—=23aVKRANLTVREBEER, P7UT—>3>a2ThThXELT, B2OREAFT 3>
ZRERAITD_ETEET,

NWNFFTFRTTVTr—23 2@ F7AA4RICIVM T I T2 asy—NFrEBROF7 7 )T
—2avEKRAMNLTVRHER, P7VT—2302FnTARXBILT, B20REA T a %
BRAITADCENTEERT,

. TLS SEMAE (1611—3)

« Java9 EZ1—)l (161R—2)

e Java2 EF 1T 1 (162R—2)

c A FTL—23 2 (7148 —2) : Contrast Java T—2 I K&, 7594 —RN—F 1 &Y
—NEFEALEY, ABOIATLALEETDIENTEET, HORROBHEICOVTR, TOHR
BOX_Z1T7IINESRLTLSEZV,

Java AT LAZANT 4
<YourContrastJarPath>% Contrast JAR 7 7 A )L (73R—I)ANONAICBEEHBATUTOIAN >
RERFTITDE, PRATAZTONT 1 OFHEBERERRTEEXT,

« LTFTOOXRICKY) ., Contrast T— I RDIAR 774N 2FERAL T, — 7071 O —
BERRIDENTEXT,

Java —-jar <YourContrastJarPath> properties

s OXVRZRRTDICEK, YVILBZEELTOAN RZAVZFEALET, flAE, AT
t\'C7III=\=/B§1?07EI/\T4<D BNRRENET,
filter 77> 3> 2EATZEE :

Java —-jar <YourContrastJarPath> properties --filter=proxy

Java® YAMLRE77A4INOFT>7TL—bk
YAMLERE77A4 ) Z2FERALTJavaI—2 I N ERETRIHEICEK. LAToTF7L—h2ZHA
<7E&EUN(YAML & SEICDWVWTI, 55 M5HA (61 XR— /)E%ﬁﬁﬁb‘c<fiéb\)o
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https://support.contrastsecurity.com/hc/en-us/articles/360052187171
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YAMLEBREZ7 7ML, TF7AILNOBHRICRELET,

* Unix : /etc/contrast/java/contrast_security.yaml
* Windows : C:/ProgrambData/contrast/java/contrast_security.yaml

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to “false™ to disable the agent.
# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS _TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.
user_name: NEEDS_TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.

# timeout_ms: NEEDS TO BE SET

# \

# api.proxy
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# Use the following properties for communication
# with the Contrast Ul over a proxy.

# \

# proxy:
# Set value to “true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE SET

Set the proxy host. It must be set with port and scheme.
host: localhost

H* H#*

# Set the proxy port. It must be set with host and scheme.
# port: 1234

# Set the proxy scheme (e.g., http~ or

# “https ). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO BE_SET

# Set the proxy user.

# user: NEEDS TO BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, "Digest”, and "Basic .
# auth_type: NEEDS_TO BE SET

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# \

# agent.diagnostics

# Use the properties in this section to specify the information the agent
# should collect and report in order to diagnose problems in the agent.

#

I-YI>h 103



 Contrast

Contrast RF 1 X2

#

\

# diagnostics:

# Set to “false” to disable agent diagnostics
#
# enable: true
# \
# agent.diagnostics. logger
# The agent diagnostics logger that will
# stream agent logs to a remote collector
#
# \
# logger:
# Enables the agent diagnostics logger that
# will stream agent logs to a remote collector.
#
# enable: false
# The expiration time for diagnostics (in milliseconds since the
# Unix Epoch, 1970-01-01). Defaults to 1 hour from when diagnostics
# start. Maximum is 24 hours from when diagnostics start.
#
# expires_ms: NEEDS TO BE SET
# The log level of agent log messages to send to the diagnostics
# collector. Levels with lower severity will not be sent.
#
# level: DEBUG
# The unique identifier for the current diagnostics logger
# collection. Defaults to a new UUID if none is provided.
#
# uuid: NEEDS_TO_BE_SET
# \
# agent._reporting
# Use the following settings to configure reporting to the Contrast Ul.
#\
# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000

\

agent._effective_config
None
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#

\

# effective_config:

#

\

#
#
#

agent.effective_config.reporting
None
\

H*

#

\

reporting:

# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true

HoHHHH

agent. logger

Define the following properties to set logging values.
IT the following properties are not defined, the
agent uses the logging values from the Contrast Ul.

\

H*

logger:

H O HHOHHHHHH

H* HHHF H H H* H* H

HOHHHH

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, It generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - “/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

path: ./contrast _agent.log

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE.
level: INFO

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to "true  to redirect all logs to “stderr instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
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# roll_daily: false
# Set the roll size for log files In megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100
# Set the number of backup files to keep. Set to 0" to disable.
# backups: 10

#\

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the

# security logging (CEF) values from the Contrast Ul.

# \

# security logger:

#
#

H* H H

HoH O HHHH

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, "WARN™, TINFO~, "DEBUG, and “TRACE™.
level: ERROR

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or false .
roll_daily: NEEDS_TO_BE_SET

# Specify the file size cap (in MB) of each log file.

# roll_size: NEEDS TO BE_SET

# Specify the number of backup logs that the agent will create before

# Contrast cleans up the oldest file. A value of "0 means that no \
backups

# are created, and the log is truncated when it reaches its size cap.-

#

# Note - this property must be used with

# "agent.security logger.roll_daily=false™; otherwise,

# Contrast continues to log daily and disregard this limit.

#

# backups: NEEDS_TO BE_SET

# \

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.
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# \

# syslog:

H H H

H* H H

H H H HOH R H H* H H H H H

H* H H

H*

Set to “true” to enable Syslog logging.
enable: NEEDS TO BE SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

Set the facility code of the messages the agent sends to Syslog.
facility: 19

Set the log level of Exploited attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING~, "NOTICE™, "INFO", and "“DEBUG.
severity exploited: ALERT

Set the log level of Blocked attacks. Value options are “ALERT",
CRITICAL™, "ERROR™, “WARNING™, "NOTICE~, "INFO", and “DEBUG .
severity blocked: NOTICE

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .
severity blocked perimeter: NOTICE

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and "DEBUG .
severity_probed: WARNING

Set the log level of Suspicious attacks. Value options are “ALERT",
“CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".
severity suspicious: WARNING

\

H oH HH

agent._security_logger.syslog.heartbeat
Define the following properties to

set the Syslog heartbeat properties.

\

3+

heartbeat:

Set to "true” to enable the Syslog heartbeat.
The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H H R H

Set the interval for sending heartbeat messages
to the Syslog server (in milliseconds).

H H#*
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# interval_ms: 60000

# \

# agent.java
# The following properties apply to any Java agent-wide configurations.
# \

# java:

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name” setting.

H O HHHHHHHHHHHHREH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

HoH R HHHHH K

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# 1Increase in accuracy at the cost of increased application startup

# time. Set this property to "false™ to disable this level of \
inspection.

#

# scan_all_code sources: true

# \

# 1nventory
# Use the properties in this section to override the inventory features.
# \
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# Inventory:

Set to “false” to disable inventory features in the agent.
enable: true

H H#*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3"

H*H HHHH

library dirs: NEEDS TO BE SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H* H*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

HOHHH

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS TO BE_SET

# \

# assess

# Use the properties in this section to control Assess.
# \

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

Control the values captured by Assess vulnerability events. “Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal®

has better performance as it only captures String type objects

as strings and uses type name for other object type values.
event_detail: minimal

HoH O HHH

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

H O HHH

tags: NEEDS_TO BE_SET
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assess.sampling
Use the following properties to control sampling in the agent.
\

H H* H

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H* H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

# \

# assess.rules

# Use the following properties to control simple rule configurations.
#\

# rules:

Define a list of Assess rules to disable in the agent.To view a list
of rule names, in Contrast go to user menu > Policy Management >
Assess rules. The rules must be formatted as a comma-delimited list.

#
#
#
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.

#

#

disabled rules: NEEDS TO BE SET

# \

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#\

# profile: {}

# \
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# protect
# Use the properties in this section to override Protect features.
#\

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.

# enable: false

H*

\

protect.rules
Use the following properties to set simple rule configurations.
\

H H* H

# rules:

of rule names, in Contrast go to user menu > Policy Management >
Assess rules. The rules must be formatted as a comma-delimited list.
disabled rules: NEEDS TO BE SET

H HHHF

H*

\

protect.rules._bot-blocker

Use the following selection to configure if the
agent blocks bots. Set to “true” to enable blocking.
\

HOH R H

H*

bot-blocker:

# Set to "true” for the agent to block known bots.
# enable: false

# \

protect.rules.sgl-injection
Use the following settings to configure the sql-injection rule.
\

H H H

# sql-injection:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or off.

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or

Define a list of Protect rules to disable in the agent.To view a list
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1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect tautologies: false

H* H*

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: false

HOHHH

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained _queries: false

H*H HHHF

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: false

H oH R H

# Tell the agent to be more aggressive iIn detecting user
# Inputs as SQL comments. This enables the agent to better
# detect SQL Injection input vectors that use comments to
# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

# \

# protect.rules.cmd-injection

# Use the following properties to configure

# how the command injection rule works.

# \

# cmd-injection:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or "off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter”.

H O HHHH

mode: off

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.
detect parameter_command_backdoors: true

H H

# Detect when a system command is issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect _chained _commands: true

Detect when a system command is issued with an argument matching a
known dangerous file path. The agent blocks if blocking is enabled
detect_dangerous_path_args: true

H* H* H

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.

H H#*
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# detect phased_commands: true

H*

\

protect.rules.cmd-injection-process-hardening

Use the following settings to configure whether
the agent blocks all attempts to start an external
process. To enable blocking, set to "true-”.

\

HH R HH

# cmd-injection-process-hardening:
# Set to “true” to enable the agent to block
# all attempts to start external processes.
# enable: false

# \

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

# path-traversal:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter".

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect custom _code accessing system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in Ffile
names. The agent blocks if blocking is enabled.
detect_common_file exploits: true

HOH R H

H*

\

protect.rules._method-tampering

Use the following properties to configure
how the method tampering rule works.

\

H HHHF

H*

method-tampering:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - IT a setting says, "if blocking is enabled",
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# the setting can be “block™ or "block at perimeter .

# \

#
# mode: off

# \

# protect.rules._reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

#\

# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off

#\

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

# \

# xxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules.padding-oracle

# Use the following properties to configure

# how the padding-oracle rule works.

#\

# padding-oracle: {}

# application
# Use the properties in this section for
# the application(s) hosting this agent.

# \
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# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO BE SET

# Override the reported application path.
# path: NEEDS _TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS TO BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO BE_SET

Override the reported application version.
version: NEEDS TO BE SET

H* H#

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value  pairs.
Example - “business-unit=accounting, office=Baltimore”

H O HHHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO_BE_SET

HoHHHHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHRHF

H*
7
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# server
# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO_BE_SET

Override the reported server type.
type: NEEDS_TO_BE_SET

H #*

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®s default environment in the Contrast Ul.

HoH O HH O HHHH

environment: NEEDS_TO_BE_SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2,label3”

H O HHH

tags: NEEDS_TO BE_SET

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to “false™ to disable the agent.
# enable: true

# \
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# api
# Use the properties iIn this section to connect the agent to the Contrast \

ul.
# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

#

REQUIRED

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

#

REQUIRED

# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.
user_name: NEEDS_TO BE_SET

#
#
#

H*

Set the timeout for communicating with TeamServer. This property will be

respected over the deprecated legacy configuration *contrast.timeout*.

t

\

imeout _ms: NEEDS TO BE SET

api . proxy
Use the following properties for communication

w
\

ith the Contrast Ul over a proxy.

proxy:

HoH O HHH

H* H#*

Set value to “true” for the agent to communicate with

the Contrast web interface over a proxy. Set value to
“false™ if you don"t want to use the proxy. If no value is
indicated, the presence of a valid **contrast.proxy.host**
and **contrast.proxy.port** will enable the proxy.

enable: NEEDS_TO BE_SET

Set the proxy host. It must be set with port and scheme.
host: localhost

Set the proxy port. It must be set with host and scheme.
port: 1234

Set the proxy scheme (e.g., "http~ or
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# “https ). It must be set with host and port.
# scheme: http
# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.
# url: NEEDS_TO_BE_SET
# Set the proxy user.
# user: NEEDS _TO_BE_SET
# Set the proxy password.
# pass: NEEDS TO BE SET
# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS_TO BE_SET
# \
# agent
# Use the properties in this section to control the way and frequency

# with which the agent communicates to logs and the Contrast Ul.

# \

agent._diagnostics
Use the properties in this section to specify the information the agent

#
#
# should collect and report in order to diagnose problems in the agent.
#
#

\
# diagnostics:
# Set to “false™ to disable agent diagnostics
#
# enable: true
#\
# agent.diagnostics. logger
# The agent diagnostics logger that will
# stream agent logs to a remote collector
#
#\
# logger:
# Enables the agent diagnostics logger that
# will stream agent logs to a remote collector.
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H* H*

enable: false

The expiration time for diagnostics (in milliseconds since the
Unix Epoch, 1970-01-01). Defaults to 1 hour from when diagnostics
start. Maximum is 24 hours from when diagnostics start.

H HHHH

expires_ms: NEEDS_TO BE_SET

The log level of agent log messages to send to the diagnostics
collector. Levels with lower severity will not be sent.

H* HHHF

level : DEBUG

The unique identifier for the current diagnostics logger
collection. Defaults to a new UUID If none iIs provided.

HOH R H

uuid: NEEDS_TO BE_SET

# \

agent.reporting
Use the following settings to configure reporting to the Contrast Ul.
\

H* H H

# reporting:
# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000

# \

agent.effective_config
None
\

H* H® H

# effective_config:

# \

# agent_effective_config.reporting
# None
# \

# reporting:
# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true

# \

# agent.logger
# Define the following properties to set logging values.
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# IFf the following properties are not defined, the
# agent uses the logging values from the Contrast Ul.

#

\

# logger:

H*

H o HHHHHHHHR

H O HHHH HOH R H H* H® H H H

H* H* H

\

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, it generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a File.

Example - ~/opt/Contrast/contrast.log” creates a log in the
~/opt/Contrast™ directory, and rotates it automatically as needed.

path: _./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG™, and "TRACE.
level: INFO

Set to "true  to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout”™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
roll_daily: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

Set the number of backup files to keep. Set to "0 to disable.
backups: 10

HHHHH

agent.security_logger

Define the following properties to set security
logging values. If not defined, the agent uses the
security logging (CEF) values from the Contrast Ul.

\

H*

security logger:

#

Set the file to which the agent logs security events.
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# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE™.
level : ERROR

H H* H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or false .
roll_daily: NEEDS_TO BE SET

H O HHOH HH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_ SET

H H#*

# Specify the number of backup logs that the agent will create before
# Contrast cleans up the oldest file. A value of "0° means that no \
backups
are created, and the log is truncated when it reaches its size cap.

Note - this property must be used with
“agent.security logger.roll_daily=false ; otherwise,
Contrast continues to log daily and disregard this limit.

H O HHFHHH

backups: NEEDS_TO BE_SET

H*

\

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \

ul.
# \
# syslog:
# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
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# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT ",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT", "CRITICAL",
# "ERROR™, “WARNING~, "NOTICE", "INFO", and "DEBUG .
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG .
# severity probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity suspicious: WARNING
#\
# agent.security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
# \
# heartbeat:
# Set to “true” to enable the Syslog heartbeat.
# The heartbeat will issue a Syslog message at
# the INFO level after every interval passes.
# enable: false
# Set the interval for sending heartbeat messages
# to the Syslog server (in milliseconds).
# interval_ms: 60000
#\

# agent. java
# The following properties apply to any Java agent-wide configurations.

# \

# java:

HoHHHHHHHHFH

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all

web traffic with the single, standalone application, including

web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.
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Note - This settings takes preferences
over the “application.name™ setting.

HHHHH

standalone_app_name: NEEDS TO BE_ SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to false”
to disable the default behavior. If disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

H o HHHHHHFH

scan_all_classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# 1Increase in accuracy at the cost of increased application startup

# time. Set this property to "false  to disable this level of \
inspection.

#

# scan_all_code_sources: true

# \

# inventory
# Use the properties in this section to override the inventory features.
# \

# inventory:

Set to "false™ to disable inventory features in the agent.
enable: true

H H#*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3"

HOH R HH

library _dirs: NEEDS TO BE_SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H* H#*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

HOH HH
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# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS TO BE_SET

# \

# assess
# Use the properties in this section to control Assess.
# \

# assess:

Include this property to determine if the Assess
feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

HOH HH

Control the values captured by Assess vulnerability events. "Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal~

has better performance as it only captures String type objects

as strings and uses type name for other object type values.
event_detail: minimal

H O HHHH

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - “labell, label2, label3™

#

# tags: NEEDS_TO_BE_SET

# \

# assess.sampling

# Use the following properties to control sampling in the agent.
# \

# sampling:

# Set to "true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H* H

H H#*

window_ms: 180 000

This property indicates the duration for which a sample set is valid.
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# \

# assess.rules
# Use the following properties to control simple rule configurations.
#\

# rules:
# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled _rules: NEEDS TO BE_SET
# \
# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

# \

# profile: {}

# \

# protect
# Use the properties in this section to override Protect features.
#\

# protect:

Use the properties in this section to determine if the
Protect feature should be enabled. IT this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

H HHH

+

\

protect.rules
Use the following properties to set simple rule configurations.
\

H* H* H

# rules:
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Define a list of Protect rules to disable in the agent.To view a list
of rule names, in Contrast go to user menu > Policy Management >
Assess rules. The rules must be formatted as a comma-delimited list.
disabled rules: NEEDS TO BE SET

# \

# protect.rules.bot-blocker

# Use the following selection to configure if the

# agent blocks bots. Set to "true  to enable blocking.
# \

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

# \
# protect.rules.sgl-injection
# Use the following settings to configure the sql-injection rule.
#\
# sgl-injection:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or off.
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off
# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., 'or
# 1=1" or "or 2<>3'"). The agent blocks if blocking is enabled.
# detect_tautologies: false

Tell the agent to detect when semantic analysis of the query
reveals the invocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect_dangerous_functions: false

HOHHH

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect _chained _queries: false

H H R HF

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks iIf blocking is enabled.
detect_suspicious_unions: false

H H R H

Tell the agent to be more aggressive in detecting user
inputs as SQL comments. This enables the agent to better

H H#*
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# detect SQL Injection input vectors that use comments to
# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

# \
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
#\
# cmd-injection:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off
# Detect when the agent sees user parameters being executed as
# system commands. The agent blocks if blocking is enabled.
# detect parameter_command_backdoors: true
# Detect when a system command is issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect_chained_commands: true
# Detect when a system command s issued with an argument matching a
# known dangerous file path. The agent blocks if blocking is enabled.
# detect _dangerous path_args: true
# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect phased_commands: true
#\
# protect.rules.cmd-injection-process-hardening
# Use the following settings to configure whether
# the agent blocks all attempts to start an external
# process. To enable blocking, set to "true-.
#\

# cmd-injection-process-hardening:
# Set to “true” to enable the agent to block
# all attempts to start external processes.
# enable: false

# \

# protect.rules._path-traversal
# Use the following properties to configure
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# how the path traversal rule works.
# \

# path-traversal:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or "block at perimeter .

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect_custom_code accessing_system files: true

# Detect when users attempt to bypass filters by
# using '"'::$DATA" channels or null bytes in file
# names. The agent blocks if blocking is enabled.
# detect_common_file exploits: true
# \
# protect.rules.method-tampering
# Use the following properties to configure
# how the method tampering rule works.
# \
# method-tampering:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
# \
# protect.rules.reflected-xss
# Use the following properties to configure how
# the reflected cross-site scripting rule works.
# \
# reflected-xss:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off
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# \

# protect.rules._xxe

# Use the following properties to configure
# how the XML external entity works.

# \

# xxe:

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or "off .
#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

# \

# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

# \

# padding-oracle: {}

# \

# application

# Use the properties in this section for
# the application(s) hosting this agent.
# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS_TO BE_SET

H H* H

# Add the application code this application should use in the Contrast Ul.
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H H#*
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# \

code: NEEDS_TO BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell,label2,label3”

tags: NEEDS _TO_BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - ~business-unit=accounting, office=Baltimore™

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS_TO_BE_ SET

# server
Use the settings in this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO_BE_SET

Override the reported server type.
type: NEEDS_TO_BE_SET
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# Set the environment directly to override the default set
# by the Contrast Ul. This allows the user to configure the
# environment dynamically at startup rather than manually
# updating the Server in the Contrast Ul themselves afterwards.
#
# Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
# For example, “PRODUCTION™ registers this Server as
# running in a PRODUCTION" environment, regardless of the
# organization®s default environment in the Contrast Ul.
#
# environment: NEEDS TO BE SET
# Apply a list of labels to the server. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2,label3”
#
# tags: NEEDS_TO_BE_ SET

Java Y AFALAZANT 4

<YourContrastJarPath>% Contrast JAR 7 7 A )L (73R—I)ANO/NAICEEHBATUTOIAN >
REEFTITDE, DATLZONT 1 OFMIBEHREBRTEE T,

« LTFTOOI U RICKY ., Contrast T— I MDD JAR 77 A ) &FERAL T, — A& 7ONNF 1D —
BEERRIDENTEET,

Java —-jar <YourContrastJarPath> properties

« ANV RZHBRERETDICEK., V-IEBZEELTAOAN RZFA 2 2FEALEY, flIZAE. AToaN>
RT7OFZEEOTONT A D—BFRRENET,
filter 77> 32 ZERATHEE :

Java —-jar <YourContrastJarPath> properties --filter=proxy

Java® YAMLRERE77A4INDOFT>7TL—bN
YAMLSBET7PALEFERALTlavaI—S IV RNEBETIHACR. UFOF>7L—hESRA
KEETWYAMLBREICOVWTR, S5505H 611—2)82RLTEEWV),

YAMLEREZ7 7AIE, TF7#)BOBFHRICEELET,

* Unix : Zetc/contrast/java/contrast_security.yaml
* Windows : C:/ProgramData/contrast/java/contrast_security.yaml

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false  to disable the agent.
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# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \

ul.
# \

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS_TO BE_SET
# \
# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.
# \
# proxy:
# Set value to "true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# “false™ i1f you don"t want to use the proxy. If no value is
# iIndicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost

# Set the proxy port. It must be set with host and scheme.
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# port: 1234

# Set the proxy scheme (e.g., “http  or

# “https™). It must be set with host and port.

# scheme: http

# Set this property as an alternate for “scheme://host:port™ . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.

# url: NEEDS_TO BE_SET

# Set the proxy user.

# user: NEEDS_TO_BE_SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM™, "Digest™, and “Basic .
# auth_type: NEEDS_TO_BE_SET

# agent
# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# \
# agent
# \
# agent.diagnostics
# Use the properties in this section to specify the information the agent
# should collect and report in order to diagnose problems in the agent.
#
# \
# diagnostics:
# Set to “false™ to disable agent diagnostics
#
# enable: true
# \
# agent.diagnostics. logger
# The agent diagnostics logger that will
# stream agent logs to a remote collector
#
# \
# logger:
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Enables the agent diagnostics logger that
will stream agent logs to a remote collector.

enable: false
The expiration time for diagnostics (in milliseconds since the
Unix Epoch, 1970-01-01). Defaults to 1 hour from when diagnostics

start. Maximum is 24 hours from when diagnostics start.

expires_ms: NEEDS TO BE SET

# The log level of agent log messages to send to the diagnostics
# collector. Levels with lower severity will not be sent.
#
# level: DEBUG
# The unique identifier for the current diagnostics logger
# collection. Defaults to a new UUID if none is provided.
#
# uuid: NEEDS_TO BE_SET
# \
# agent.reporting
# Use the following settings to configure reporting to the Contrast Ul.
# \

# reporting:

# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000

# \

H* H H

\

agent.effective_config
None

# effective_config:

#

\

#
#
#

agent.effective_config.reporting
None

\

reporting:

#
#
#

Defaults to “true . Controls whether configuration
setting reports are sent to the Contrast web interface.
enable: true
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HHHHH

\

agent. logger

Define the following properties to set logging values.
IT the following properties are not defined, the
agent uses the logging values from the Contrast Ul.

# logger:

HoH O HHHHHHF

H O HHHH HOH HH H* H H H H H

H H H

#

# \

Enable diagnostic logging by setting a path to a log file.
While diagnostic logging hurts performance, It generates
useful information for debugging Contrast. The value set here
is the location to which the agent saves log output. If no
log file exists at this location, the agent creates a file.

Example - ~/opt/Contrast/contrast.log” creates a log in the

“/opt/Contrast™ directory, and rotates it automatically as needed.

path: ./contrast_agent.log

Set the the log output level. Valid options are
"ERROR™, "WARN™, "INFO~, "DEBUG , and “TRACE.
level: INFO

Set to "true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to “true” to redirect all logs to “stderr” instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -
this scheme does not have a size limit; manual log pruning is

required. You must set this flag to use the backups and size flags.

roll_daily: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

Set the number of backup files to keep. Set to "0 to disable.
backups: 10

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.

# \
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# security_ logger:

# Set the file to which the agent logs security events.
# path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

H H

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS TO BE SET

H O HOHHH

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET

H H#*

H*

Specify the number of backup logs that the agent will create before
# Contrast cleans up the oldest file. A value of 0" means that no \

backups

are created, and the log is truncated when it reaches its size cap.

Note - this property must be used with
~“agent.security_ logger.roll _daily=false™; otherwise,
Contrast continues to log daily and disregard this limit.

HoH R HHHH

backups: NEEDS TO BE_SET

H*

\

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# \

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS_TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO_ BE SET

H* H* H

Set the facility code of the messages the agent sends to Syslog.
facility: 19

H H#*
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# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity exploited: ALERT
# Set the log level of Blocked attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity blocked: NOTICE
# Set the log level of Blocked At Perimeter
# attacks. Value options are "ALERT", "CRITICAL",
# TERROR™, “WARNING™, "NOTICE", "INFO , and "DEBUG .
# severity blocked perimeter: NOTICE
# Set the log level of Probed attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".
# severity probed: WARNING
# Set the log level of Suspicious attacks. Value options are “ALERT"
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
# severity suspicious: WARNING
# \
# agent.security_logger.syslog.heartbeat
# Define the following properties to
# set the Syslog heartbeat properties.
# \
# heartbeat:

# Set to “true” to enable the Syslog heartbeat.

# The heartbeat will issue a Syslog message at

# the INFO level after every interval passes.

# enable: false

# Set the iInterval for sending heartbeat messages

# to the Syslog server (in milliseconds).

# interval_ms: 60000

# \

# agent.java
# The following properties apply to any Java agent-wide configurations.

#

\

# java:

HOH O HHHH*

Configure the Java agent to skip its application discovery
algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified

by this property. This configuration is preferred when deploying
Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used
with an application server, this configuration associates all
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web traffic with the single, standalone application, including
web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name™ setting.

HoHHHHHHRH

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to "false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

H o HHOHHHHFH

scan_all classes: true

# By default, the Java agent deeply inspects all JAR and WAR files \
loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to “false ™ to disable this level of \
inspection.

#

# scan_all_code sources: true

# \

# inventory
# Use the properties in this section to override the inventory features.
#\

# 1Inventory:

Set to "false™ to disable inventory features in the agent.
enable: true

H H#*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

H*H HHHH

library dirs: NEEDS TO BE SET

Set the maximum archive unpacking depth when analyzing libraries.
library depth: 10

H H#*

# Set the boolean to more aggressively limit the
# manifest information reported for libraries. If true,
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the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - “labell, label2, label3”
#
# tags: NEEDS TO BE SET
# \
# assess
# Use the properties iIn this section to control Assess.
#\
# assess:
# Include this property to determine if the Assess
# feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
# enable: false

HOHHHHH®

Control the values captured by Assess vulnerability events. “Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal”

has better performance as it only captures String type objects

as strings and uses type name for other object type values.

event _detail: minimal

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”

#

# tags: NEEDS TO BE SET

# \

# assess.sampling

# Use the following properties to control sampling in the agent.
#\

# sampling:

# Set to "true  to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H H
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# This property indicates the duration for which a sample set is valid.
# window_ms: 180 _000

# \

# assess.rules
# Use the following properties to control simple rule configurations.
# \

# rules:

# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sql-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled rules: NEEDS TO BE_ SET

# \

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

# \

# profile: {}

# \

# protect
# Use the properties iIn this section to override Protect features.
# \

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.

# enable: false

H*

\

protect.rules
Use the following properties to set simple rule configurations.
\

H H H
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# rules:

# Define a list of Protect rules to disable In the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >

# Assess rules. The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS_TO_BE_SET

# \

# protect.rules.bot-blocker

# Use the following selection to configure if the

# agent blocks bots. Set to "true” to enable blocking.
# \

# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false

# \
# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.
# \
# sql-injection:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or off.
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
# mode: off
# Tell the agent to detect when semantic analysis of the query
# reveals tautologies used in exfiltration attacks (e.g., "or
# 1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
# detect_tautologies: false

Tell the agent to detect when semantic analysis of the query
reveals the iInvocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_ functions: false

H oH HH

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect chained queries: false

H H R HF

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: false

HOH R H
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# Tell the agent to be more aggressive iIn detecting user

# Inputs as SQL comments. This enables the agent to better

# detect SQL Injection input vectors that use comments to

# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

#\
# protect.rules.cmd-injection
# Use the following properties to configure
# how the command injection rule works.
# \
# cmd-injection:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off
# Detect when the agent sees user parameters being executed as
# system commands. The agent blocks if blocking is enabled.
# detect_parameter_command_backdoors: true
# Detect when a system command s issued which contains
# chained commands. The agent blocks if blocking is enabled.
# detect_chained_commands: true
# Detect when a system command s issued with an argument matching a
# known dangerous file path. The agent blocks if blocking is enabled.
# detect _dangerous path_args: true
# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect_phased _commands: true
# \
# protect.rules.cmd-injection-process-hardening
# Use the following settings to configure whether
# the agent blocks all attempts to start an external
# process. To enable blocking, set to "true”.
# \

# cmd-injection-process-hardening:

# Set to “true” to enable the agent to block
# all attempts to start external processes.
# enable: false
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protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H*

H*

path-traversal:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or "off .

Note - If a setting says, "if blocking is enabled",
the setting can be “block™ or "block at perimeter”.

H O HHFHHH

mode: off

Detect when custom code attempts to access sensitive

H H H

detect _custom_code_accessing_system files: true

Detect when users attempt to bypass filters by
using "::$DATA"™ channels or null bytes in file
names. The agent blocks if blocking is enabled.
detect_common_file _exploits: true

H HHHF

\

system files. The agent blocks if blocking is enabled.

HOH R H

protect.rules._method-tampering

Use the following properties to configure
how the method tampering rule works.

\

H*

H*

method-tampering:
Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

\

H HHHF

protect.rules.reflected-xss

Use the following properties to configure how
the reflected cross-site scripting rule works.
\

H*

reflected-xss:

# Set the mode of the rule. Value options are

# “monitor~, “block™, “block at perimeter , or “off .
#

# Note - IT a setting says, "if blocking is enabled",
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# the setting can be “block™ or "block at perimeter .

#
# mode: off
# \
# protect.rules.xxe
# Use the following properties to configure
# how the XML external entity works.
# \
# Xxe:

Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

the setting can be “block™ or “block at perimeter .

#
#
#
# Note - If a setting says, "if blocking is enabled",
#
#
#

# \

mode: off
#\
# protect.rules.padding-oracle
# Use the following properties to configure
# how the padding-oracle rule works.
# \
# padding-oracle: {}

# application
# Use the properties in this section for
# the application(s) hosting this agent.

# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be
# served by a single process, this configuration causes the agent to \

report
# all discovered applications as one application with the given name.
#
# name: NEEDS TO BE SET

H H#*

H H#*

Override the reported application path.
path: NEEDS_TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
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3+
7

group: NEEDS TO BE_SET

Add the application code this application should use iIn the Contrast Ul.
code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS TO BE SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell,label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value~ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and “application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

# server
Use the settings In this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

#
#

#
#

Override the reported server name.
name: localhost

Override the reported server path.
path: NEEDS_TO_BE_SET
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Override the reported server type.
type: NEEDS_TO BE SET

H* H#*

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT™.
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®s default environment in the Contrast Ul.

H o HHOH HHHHHH

environment: NEEDS TO BE_SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell,label2,label3”

HH R HH

tags: NEEDS_TO_BE_SET

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to "false™ to disable the agent.
# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET
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# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the timeout for communicating with TeamServer. This property will be
# respected over the deprecated legacy configuration *contrast.timeout*.
# timeout_ms: NEEDS TO BE_SET
# \
# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.
# \
# proxy:
# Set value to "true” for the agent to communicate with
# the Contrast web interface over a proxy. Set value to
# "“false™ iIf you don"t want to use the proxy. If no value is
# Indicated, the presence of a valid **contrast.proxy.host**
# and **contrast.proxy.port** will enable the proxy.
# enable: NEEDS TO BE_SET
# Set the proxy host. It must be set with port and scheme.
# host: localhost
# Set the proxy port. It must be set with host and scheme.
# port: 1234
# Set the proxy scheme (e.g., “http  or
# “https™). It must be set with host and port.
# scheme: http
# Set this property as an alternate for “scheme://host:port . It takes
# precedence over the other settings, if specified; however, an error
# will be thrown if both the URL and individual properties are set.
# url: NEEDS_TO BE_SET
# Set the proxy user.
# user: NEEDS TO BE SET
# Set the proxy password.
# pass: NEEDS_TO_BE_SET
# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS TO BE_SET
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# \

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# \

# agent.diagnostics

# Use the properties iIn this section to specify the information the agent
# should collect and report in order to diagnose problems in the agent.
#
#

\

# diagnostics:

# Set to “false™ to disable agent diagnostics

#

# enable: true

# \

# agent.diagnostics.logger

# The agent diagnostics logger that will

# stream agent logs to a remote collector

#

# \

# logger:
# Enables the agent diagnostics logger that
# will stream agent logs to a remote collector.
#
# enable: false

The expiration time for diagnostics (in milliseconds since the
Unix Epoch, 1970-01-01). Defaults to 1 hour from when diagnostics
start. Maximum is 24 hours from when diagnostics start.

HOH R HH

expires_ms: NEEDS _TO BE_SET

The log level of agent log messages to send to the diagnostics
collector. Levels with lower severity will not be sent.

H H R H

level : DEBUG

The unique identifier for the current diagnostics logger
collection. Defaults to a new UUID if none is provided.

H H H
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# uuid: NEEDS_TO BE_SET

# \
# agent.reporting
# Use the following settings to configure reporting to the Contrast Ul.
#\
# reporting:
# Set the grace period (in milliseconds) after
# agent shutdown to allow draining pending reports.
# shutdown_grace_period_ms: 120000
# \
# agent._effective_config
# None
#\
# effective_config:
# \
# agent.effective _config.reporting
# None
# \
# reporting:
# Defaults to “true . Controls whether configuration
# setting reports are sent to the Contrast web interface.
# enable: true
# \
# agent.logger
# Define the following properties to set logging values.
# 1T the following properties are not defined, the
# agent uses the logging values from the Contrast Ul.
# \
# logger:
# Enable diagnostic logging by setting a path to a log File.
# While diagnostic logging hurts performance, it generates
# useful information for debugging Contrast. The value set here
# 1s the location to which the agent saves log output. If no
# log file exists at this location, the agent creates a file.
#
# Example - ~/opt/Contrast/contrast.log™ creates a log in the
# ~/opt/Contrast”™ directory, and rotates it automatically as needed.
#
# path: _/contrast_agent.log
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H*H HHHF H H H H H H

HOHHHOHH

Set the the log output level. Valid options are
"ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE.
level: INFO

Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

Set to “true  to redirect all logs to “stderr instead of
the file system. May be combined with the corresponding
“stdout™ configuration to write to both streams.

stderr: false

Change the Contrast logger from a file-sized based rolling scheme
to a date-based rolling scheme. At midnight server time, the
previous day log is renamed to *file_name.yyyy-MM-dd*. Note -

this scheme does not have a size limit; manual log pruning is
required. You must set this flag to use the backups and size flags.
roll_daily: false

# Set the roll size for log files in megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100
# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

# \

# agent_security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the

# security logging (CEF) values from the Contrast Ul.

#\

+

security logger:

H O HHFHHH H H H

H H#*

Set the file to which the agent logs security events.
path: /.contrast/security.log

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

Change the Contrast security logger from a file-sized based rolling
scheme to a date-based rolling scheme. At midnight server time,

the log from the previous day is renamed to *file_name.yyyy-MM-dd*.
Note - this scheme does not have a size limit; manual log

pruning will be required. This flag must be set to use the

backups and size flags. Value options are “true” or "false .
roll_daily: NEEDS _TO BE SET

Specify the file size cap (in MB) of each log file.
roll_size: NEEDS TO BE_SET
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# Specify the number of backup logs that the agent will create before
# Contrast cleans up the oldest file. A value of "0 means that no \
backups
are created, and the log is truncated when it reaches its size cap.

Note - this property must be used with
~agent.security logger.roll_daily=false™; otherwise,
Contrast continues to log daily and disregard this limit.

HoHHHHHH

backups: NEEDS_TO BE_SET

+

\

# agent.security_ logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# \

# syslog:

# Set to "true” to enable Syslog logging.-
# enable: NEEDS TO BE SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE SET

H* H* H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO_BE_SET

H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity_exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT, "CRITICAL",

# "ERROR™, “WARNING~, "NOTICE™, "INFO", and “DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT",

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
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# severity suspicious: WARNING

# \

# agent._security_logger.syslog.heartbeat
# Define the following properties to

# set the Syslog heartbeat properties.
#\

#

\

# heartbeat:

Set to “true” to enable the Syslog heartbeat.
The heartbeat will issue a Syslog message at
the INFO level after every interval passes.
enable: false

H R HF

Set the iInterval for sending heartbeat messages
to the Syslog server (in milliseconds).
interval_ms: 60000

H H H

# agent. java

# The following properties apply to any Java agent-wide configurations.

#

\

# jJava:

H o HHHHHHHHHHHHH

H o HHHHHHHE

H*

Configure the Java agent to skip its application discovery

algorithm, and instead associate all libraries, vulnerabilities,
and web traffic to a single application with the name specified
by this property. This configuration is preferred when deploying

Java SE applications with embedded web servers (e.g., applications
built with Spring Boot, Dropwizard, and embedded Jetty). When used

with an application server, this configuration associates all
web traffic with the single, standalone application, including
web traffic handled by application server-hosted endpoints that
would not be associated with a discovered application otherwise.

Note - This settings takes preferences
over the “application.name”™ setting.

standalone_app_name: NEEDS TO BE SET

By default, the Java agent visits all classes at startup to look
for vulnerabilities, which the agent may detect by scanning a
class (e.g., hardcoded passwords). Set this property to false”
to disable the default behavior. 1f disabled, the agent will
only visit classes which are likely to require sensors; this

can improve application startup time, but may produce fewer
findings (most likely findings that require static analysis).

scan_all classes: true

By default, the Java agent deeply inspects all JAR and WAR Ffiles \
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loaded

# by the JVM to build a comprehensive understanding of the type \
hierarchy.

# This understanding allows Contrast to instrument sensors into types

# that it might have overlooked. In most cases, this produces a slight

# Increase in accuracy at the cost of increased application startup

# time. Set this property to “false™ to disable this level of \
inspection.

#

# scan_all_code sources: true

# \

# inventory
# Use the properties iIn this section to override the inventory features.
# \

# inventory:

Set to “false  to disable inventory features in the agent.
enable: true

H# #*

Define a list of directories where libraries are stored.
Directories must be formatted as a semicolon-delimited list.
Example - “pathl;path2;path3”

H O HHFH

library dirs: NEEDS_TO BE_SET

Set the maximum archive unpacking depth when analyzing libraries.
library_depth: 10

H #*

Set the boolean to more aggressively limit the
manifest information reported for libraries. If true,
the limit is 1,000 characters, otherwise it"s 3,000.
prune_package details: true

H*HHHF

# Apply a list of labels to libraries. Labels
# must be formatted as a comma-delimited list.
# Example - "labell, label2, label3”
#
# tags: NEEDS _TO BE_ SET
# \
# assess
# Use the properties in this section to control Assess.
#\
# assess
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feature should be enabled. If this property is not
present, the decision is delegated to the Contrast Ul.
enable: false

H H H

~

Control the values captured by Assess vulnerability events. “Full
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal”
has better performance as it only captures String type objects
as strings and uses type name for other object type values.
event_detail: minimal

HoH R HHH

# Apply a list of labels to vulnerabilities and preflight

# messages. Labels must be formatted as a comma-delimited list.
# Example - " labell, label2, label3”

#

# tags: NEEDS_TO_BE_SET

# \

# assess.sampling

# Use the following properties to control sampling in the agent.
#\

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

# This property indicates that every *nth*
# request after the baseline is analyzed.
# request_frequency: 10

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

# \
# assess.rules
# Use the following properties to control simple rule configurations.
# \
# rules:
# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sqgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled rules: NEEDS TO BE_SET
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# \

# profile

# Set configuration values under a profile name to enable

# multi-tenant application configuration on web servers. See

# https://support.contrastsecurity.com/hc/en-us/articles/360052187171-Multi-
Application-configuration-with-Contrast-Profiles

# for more details.

#\

# profile: {}

# \

# protect
# Use the properties in this section to override Protect features.
# \

# protect:

# Use the properties in this section to determine if the

# Protect feature should be enabled. 1If this property is not

# present, the decision is delegated to the Contrast Ul.

# enable: false

# \

# protect.rules

# Use the following properties to set simple rule configurations.

# \

# rules:
# Define a list of Protect rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET
# \
# protect.rules.bot-blocker
# Use the following selection to configure if the
# agent blocks bots. Set to "true” to enable blocking.
# \
# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false
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#

\

# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.

#

\

# sql-injection:

HOH HH H O HHFHHH

HOH R H H*HHHF

H H R H

Set the mode of the rule. Value options are

"monitor -, “block™, “block at perimeter , or off.

Note - If a setting says, "if blocking is enabled",

the setting can be “block™ or "block at perimeter”.

mode: off

Tell the agent to detect when semantic analysis of the query
reveals tautologies used in exfiltration attacks (e.g., 'or

1=1" or "or 2<>3"). The agent blocks if blocking is enabled.
detect_tautologies: false

Tell the agent to detect when semantic analysis of the query
reveals the iInvocation of dangerous functions typically used in
weaponized exploits. The agent blocks if blocking is enabled.
detect _dangerous_ functions: false

Tell the agent to detect when semantic analysis of the query
reveals chained queries, which Is uncommon in normal usage but
common in exploit. The agent blocks if blocking is enabled.
detect_chained_queries: false

Tell the agent to detect when semantic analysis of the query
reveals database queries are being made for system tables and
sensitive information. The agent blocks if blocking is enabled.
detect _suspicious_unions: false

# Tell the agent to be more aggressive in detecting user
# Inputs as SQL comments. This enables the agent to better
# detect SQL Injection input vectors that use comments to
# terminate queries. The agent blocks if blocking is enabled.
# aggressive_comment: false

#\

# protect.rules.cmd-injection

# Use the following properties to configure

# how the command injection rule works.

# \

# cmd-injection:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - IT a setting says, "if blocking is enabled",
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H*

the setting can be “block™ or “block at perimeter .

H H H

mode: off

H H H

detect_parameter_command_backdoors: true

Detect when a system command is issued which contains

H* H® H

detect chained _commands: true

H H H

detect_dangerous_path_args: true

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect_phased_commands: true

H H H

\

Detect when the agent sees user parameters being executed as
system commands. The agent blocks if blocking is enabled.

chained commands. The agent blocks if blocking is enabled.

Detect when a system command is issued with an argument matching a
known dangerous file path. The agent blocks if blocking

is enabled.

HHHHH

protect.rules.cmd-injection-process-hardening

Use the following settings to configure whether
the agent blocks all attempts to start an external
process. To enable blocking, set to "true-”.

\

H*

3+

cmd-injection-process-hardening:

# Set to “true” to enable the agent to block
# all attempts to start external processes.
# enable: false

\

H H R H

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H*

path-traversal:

# Set the mode of the rule. Value options are

# “monitor , "block™, “block at perimeter , or “off .

#

# Note - If a setting says, "if blocking is enabled",

# the setting can be “block™ or “block at perimeter .

#

# mode: off

# Detect when custom code attempts to access sensitive
# system files. The agent blocks if blocking is enabled.
# detect_custom_code accessing_system files: true
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# Detect when users attempt to bypass filters by
# using "::$DATA"™ channels or null bytes in Ffile
# names. The agent blocks if blocking is enabled.
# detect_common_file_exploits: true

# \

# protect.rules.method-tampering

# Use the following properties to configure

# how the method tampering rule works.

#\

# method-tampering:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off

# \

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

# \

# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules._xxe

# Use the following properties to configure

# how the XML external entity works.

# \

# xxe:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off
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# \

# protect.rules.padding-oracle

# Use the following properties to configure
# how the padding-oracle rule works.

# \

# padding-oracle: {}

# \

# application

# Use the properties iIn this section for
# the application(s) hosting this agent.
# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO_BE_ SET

# Override the reported application path.
# path: NEEDS_TO_BE_SET

# Add the name of the application group with which this
# application should be associated in the Contrast Ul.
# group: NEEDS_TO _BE_SET

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

Override the reported application version.
version: NEEDS TO BE_SET

H H#*

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

HHHHH

tags: NEEDS TO _BE SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - "business-unit=accounting, office=Baltimore”

HOoH O HHH®

metadata: NEEDS_TO BE_SET
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Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

HOHHHOHH

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H o HHHHHHF

3+
e

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost

# Override the reported server path.
# path: NEEDS_TO BE_SET

Override the reported server type.
type: NEEDS_TO BE SET

H* H#*

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT.
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®"s default environment in the Contrast Ul.

H o HHOHHHHHHH

environment: NEEDS TO BE SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HOH R H
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# tags: NEEDS_TO BE_SET
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LET, EEFMIC, JavaI—2 I ME, 2RATAD TTLS, @ javax.net.ssl.SSLContext ZEAL £
o TOESH, BEAEDI—HE, ZBE®D javax.net.ssl._trustStore Y AT AZONT 1 &
ALT. I—2I2 NN EHETEDAHEZEETEXT, £, BE®D javax.net.ssl _keyStore
SATLAZONTAZERLT, TLSY—NHFIOSA T NEABEZERTBBICI—>2 I M S
BENDIAPREZEETDELEETEET,

BT, DRABLF—ARNTERZANANTZFEALT, JavaI—J IV M ZRELTVWRHITTY,

jJava \
-Jjavaagent:contrast.jar \
-Djavax.net.ssl _trustStore=/etc/pki/tls/my-enterprise-truststore.pl2 \
-Djavax.net.ssl.trustStorePassword=changeit \
-Djavax.net.ssl _trustStoreType=PKCS12 \
-Djavax.net.ssl .keyStore=/etc/pki/tls/server-client-certificate.pl2 \
-Djavax.net.ssl .keyStorePassword=password \
-Djavax.net.ssl _keyStoreType=PKCS12 \
-jar my-server.jar

JPMS(Java Platform Module System)T Java T—> I N &M

JPMS I Java 9 TEAZTNTHY, J—RZHAT I THHAEEZEML £T, Contrast [, JPMS T
EpNETED21-INORBREBEET7US—>3a>oREEYR—NLET,

JavaT—S IV hNEFEATDICEK,. 77U —2 320 module-info_java 7 7 4 )LIC java.sql
NYT—20FRREEETHAIHENHYUET,

module mymodule {
requires java.sql;

}
FhE., 5824 ALIC--add-modules EWSAX U RSA VOB HTEELE T,
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https://docs.oracle.com/javase/8/docs/technotes/guides/security/crypto/CryptoSpec.html
https://docs.oracle.com/en/java/javase/11/docs/api/java.base/javax/net/ssl/SSLContext.html#getDefault()
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jJjava -javaagent:/opt/contrast/contrast-agent. jar --add-modules java.sql --
module-path libs --module mymodule/mycompany.App

Java2t¥1UF 4

Java2 EF 1 VFANZ—D v aERATRE, DATLEEEE, JYVMAD Java I—RIZHEL THEA
AREREREZEET DRI —%2BHTEET,

JavaI—YIVRNTJava2 tF1VF AN v 2RI EARK. JavarF 1 UF 4RV —7
FANEERELT, Javad—ROTU I NIIICHEREZBERTZIHRENF HVY)ET,

Java d— RO 7V NIk, BE CodeSource (JAR R E)CK 2 THBIEh, ThICBEFE JAR
NDIVTFATAILELDBEEHYET,

BIZIE, Tomcat ®F 7 # )L b @ catalina.policy 77 AL T, ZHRDZ—IE JDBC RZ 4 /YD JAR I
ERZA/AELTVET,

// The permission granted to your JDBC driver
grant codeBase "jar:file:${catalina.base}/webapps/examples/WEB-INF/1ib/
driver_jar!/-" {
permission \
jJava.net.SocketPermission '"dbhost.mycompany.com:5432", "‘connect";

}:

Java2 EF 1 VT ARXZR—DvR@. I—¥HF 770495 01—R2JATLEBEN TLICEETELR
WEBESICRKERTT, flxEE, YILFTF MO Tomcat 1 VAR ATI—HYOT7 7 )5r—>arx
RARNTBBE, Java2 X1V FANZR—Dv2FRALT, Y0770 r—>3avic&>TH—
EREEANAELEABVRSICHBETEETHI. System.exitQOEHL ZFHFALBEVELE),

Contrast ® Java T—2 I R Tlava2 X1 UTAXZ—TJvZFEATRHER. EF1 )T 1R
=T7T7ANLNT, JavaI—2 I MNI2ERZRNETDHEN H V) T (java.security.AllPermission).
ZhETSICIE, <YourContrastJarPath>% Contrast JAR (73R—)7 7 A IIADONAICBEHRZ
T, UTZFEALTSEEL,

grant codeBase "file:<YourContrastJarPath>" {
permission java.security._AllPermission;

};

Java2 EF1UTFTANZ—2+ & LTOVThAOREZFEATIHER. TSICRENFVEICED
BENHYNET,

* Glassfish

» Jetty (95R—2)

« Tomcat (96°R—2)

« WebLogic (97R—72)
» WebSphere (98/R—2)
« WildFly (94 —3)

I[HJavaI—> T2 b

JavaI—2 IV RON—234XxBRVTEOP O/N—232 3950 ) —=RICH#EV, XROKS5%EL
H—Fo /O TEET S Javab: Java7 D Web 777U —> 3> KRBT SI(CIE. Contrast DA
JavaT—J I h@BxHUENEFEAL TKEEL,

» Jboss 4.2, 6.1, 7.1
* Weblogic 9. 10, 11

HI—2 I NIk, CVE-45046 (X9 2 REEIEM T S JNDI JL—JLAH Contrast Protect ICEFENT
WET,
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https://tomcat.apache.org/tomcat-9.0-doc/security-manager-howto.html
https://support.contrastsecurity.com/hc/en-us/articles/4408096890772-Configure-the-Java-agent-for-NetBeans
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1. YAMLERE7 74N ZIT1 X THEET,
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l&. <MyAppName>ZFERA L EZVWBRIICEEB|A TS EE L,

api:

url: https://xxx.contrastsecurity.com/Contrast

api_key: A2XXXXXXXXXXKIXXKIIXXXIXXXXXXXXGION

service_key: 88XXXXXXXXXXXX5Z

user_name: agent_XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXXXXX@O0rgName
agent:

jJava:

standalone_app_name: <MyAppName>

|H Java T—2 T Mk, Maven Central Repository Search & WA O—RLTLSEE L,

JavaI—>2 I MNODTFLXRNY
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3“ RETNETF—2E, 2T FRECHKRENET,

TLANUBBERAT 3> TY, TLANJEETREENDOE, LTOF—ETT,

I—>x>bh0O/)N—>3> INEEhdF—&
Java 3.16.x o ANRL—FAVIIAFLEN—->T Y
s I—CIVMNOAVTFTAHATRITEATVEAES Y
s JUMICEREE TV XEUHIR
« Java DN— a2 ERVAER
- FATREAYEXTED
« CPU#

y= 1o

@ TLARNDBEEZEIET Sk, CONTRAST _AGENT_TELEMETRY_OPTOUT & WS IRE
BHIZtrue FERF 1 ZRELTLKEET VY, TLANVDTF—RIEF,
telemetry.java.contrastsecurity.com [CZ£IZEFEEhET, XY NT—2
LRINTEEZ7OVITRET, TLANVBEZELTZCEETEET,
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Contrast .NET Framework T— T2 KNk, I—HHFNETWeb 77T —2 3> ZRETIEOT 7
Dy—>a>ngzEasBLET,
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https://search.maven.org/artifact/com.contrastsecurity/contrast-agent/3.18.1/jar
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I—2I2 hO@BIERIE, Contrast Web 122 —7 T 4 ATHERTE ET, Contrast NET
Framework I— I N, MTOEKSICEBRO DV R—FX RN TEBRENATVET,

« XY 9T Z577> RD Windows H—E A : (DotnetAgentService.exe)c DY —E Ak, I— T b
ZHMBACTEOOREZER/L, IT-2I N AVAR—XVNEOBEEZEELE T, TELBDY
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ER

« .NET Framework Contrast b L 4 (218/2—27) : Windows ¥ AT ALANL AT 77U —>3a><T, T
—JIVAOREBICEIZIEREMELARILTRRLET,
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 NETFramework I—>2 I RZA2AN—=I)LTB (166°R—)

s HR—MNRRTIV /O EHERT D (164R—2)

s DATLEHZHETS (165KR—2)

+ IS Express T.NET Framework T—2 I RE2FH T2 (212R—)
s ISTT7 V=23 7—=)LzZERTS (220R—)

.NET Framework T— I NOYR—BIRRTOI /O
Contrast NETI—2 IR, UTOFO /O TRBEE KD Web 77U —> 3> OfEfTEYR—
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Fo./0% HR— M ARO/— xR
a>y

Windows kX .NET Framework
T7Ir—2 4.5 AR HTWN—Ja ONET4E2T7)T—2a 02—y MICLTVWBRBET
ERAO L €. .NET Framework 77U —>a > OE#REICKY ., BEAEOTTVT—>
PNA A 32 CTHRHONET Framework T— IV N &HEHTE RS,
>

HR— MRS -

« Classic ASP

ClassicASP D7 7’V r—> 3>V NET T 24 LATEHELEE AL

e Mono 5> %4 L
Contrast T— I K. CLROZO77A N API ZERALTFZ 7SV T5r—>3 >
ZFAILET, CLRZO77 A4 APl &, CLRICE > TLBE D
COM(Component Object Mode)/X—AD A > Z—7 T4 ATT, Linux Tl
COM ZHR—KNLERBA, LEN 2T, Mono ik CLRZ’O7 7 1)L APl &R
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» ASP.NET MVC 3-5
* ASP.NET Web

Forms

* ASP.NET Web

Pages

+ lIS-RABN®

ASMX X—A Web
Y—ER

+ lISKRA D Web

API

+ ISRA D WCF

Y—ER

* OWINRA D

Web API(Windows
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—LT—ONBICEBEMIE ASPNET 75 A(BIZE, System.Web.HttpRequest %
EV&EZYTLTVWREER, OT S VTr—23a 2B TERBEN BV ET,

HR— TR :

« .NET Framework ® ASP.NET Core 7 7" —< 3> O f##7(.NET Core 7 7°1)
T—2aAVEBFTITBICENET Core T—I T2k (222°R—2) &),
o« BB EB(trus LRIV TRITEhTWVWBR T TS5 —23,

N

+ Azure App Service D34 . .NET Framework 7 7'\ —> 3 > [&.NET Framework
DIRHEBERZE NuGet NV T —2 ZERTBIUEN HYET,

« NET Core 77U —2 3 >l&, NET Core MILFMEER iz IF NuGet /N v 77—

EERATIHLENHV)ET,

.NET Framework T—> I NDS AT LEH
NET Framework T— I R ZA AR —=ILTBHIC. UTO AT ALAESZR/LEIHVEN HYET,

Web H—NADOEEEERNI B, TOHY—/\IE Contrast DHR—KNTRTHBZ &,
BRERROT7IUT—23a>oFF7O4chTHY, TOWeb 77U —23a o570 /02
Contrast DHR—KNFRTHD &,

IS zEEBTED L,
Web %—/\H" Contrast £ XY RO —O TEHKENTWVWD Z &,
H—NFREROEHZELZLTVWD &,

=4

Y—NDOZ 21 LA
N—=23ar

ARL=FT 12T 2

AT A

70y Ho7—F
TUFY

CPU

471 L&

« Windows 10

R BE

.NET Framework T—> T2 KD
A2 AR=)LIZIE, NET 4.7.1 JAR&
EMBBELRTHN, NET
Framework 7 7"V —< a2 g4k
OEBMEICKY) . NET45 LR
B—=TYRNETBTTITr—>3
CEBATEERT,

« Windows Server 2012, 2012 R2, 2016, 2019

« Azure Virtual Machines, Cloud Services,

Mobile Services

* Azure App Service

- 32EY KN
- 64EY KN

4 ALl £

64EY RYAFLTR, I—JI
YREFALTREY hE64E
Y NOFHD Web F7 U —3 3
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https://www.nuget.org/packages/Contrast.NET.Azure.SiteExtension/
https://www.nuget.org/packages/Contrast.NET.Azure.AppService/
https://www.nuget.org/packages/Contrast.NetCore.Azure.SiteExtension/
https://www.nuget.org/packages/Contrast.SensorsNetCore/
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=4 R BE
XE 8GB U E BiK : 4GB

NETI-2I2hEFERTZHEE. REJKROTSVIT—>
AVOXAEVEHFIBRE2FICEYEST, NETI—>IY
RAAVAR=ILENTVWAEVWBEIC, 77V T5—2a s hE
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¥
H—N « .NET Framework 4.7.1 ChRVYHEWN—>a &2 EAT
+ CLR 4 (.NET 4.0 LAF&) ZH—N\T. BIA NET
Framework T—> I N EFERAL
TLEEL,
y=3-

« NETFramework I— I R TR CLRZ7O7 7 AL APl ZERHL T, F—2&
—R7O0—0OFHESQLA T U232, XSS, BELEESLOKREZE)R, BRE
RROTTVT—> a0 FERTZSA7ZURTo /00 2RHELET,

+ Contrast T—> I M &, agent.dotnet.enable_chaining NREZEMICT
28T, NT7F—=X2AY—=IX® APMY =B EDMONET JOT774FIT—
IIVNERE (2IBR—D)TEET,

s WN—avaFERAT Y —/N\TIE., BIE NET Framework T— T N Z2EH
LT<EEL,

.NET Framework T—> I MDA ARN=)

NET Framework T—2 I MDA VAR =I)LIE, BE, BEAEDRETA VAN —FHILRKEEE
FRALTEIBNICITSCENTEET, NETFramework T— I NOEERME A AN =LK, &
DEDICKEVYET,

1. AVAN—Z%#FJO0—RL, Y—NICEZEET.

2. 1AM —SZRTLET,

3. BEEYICTTVT—>3a %KEL., Contrast TP 7 U —2 3 ARBBEhTWB L 2ER
LET,

=)
@ Windows 2008 ZfEF L TW T, .NET Framework D/N\—2 32 A" 471 &Y EFTH

3. FLE.TTIVT5r—>3a N CLR2 ZHRELTWVWREEIE. BIH.NET Framework
I—2IRMDAAMN—FZFERALTLSEZL,

BHMIIC, NETFramework I— IR EZEDEKDSICAVARN=ILTEINCEL2T, 1 VAN=IE
EREBVYVET,

e NET Framework T—> I > h® Windows 1 > AKN—7 (167R—2)
« Azure App Service (170R—72)

e Docker ZBEDIAVTFTH (171R—2)

. Web API-OWIN (174X —3)
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https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-

C Contrast Contrast RFI1 X2k

Iz hz28B7Y7JL—RIBIEE, T2 RNT7YTIL—RY—ERA(17TTR—=2)DF
72avERMILET,

.NET Framework T—> I > N® Windows 1 > AR—7

Contrast .NET Framework T— I RDA 2 ARN—F &, BEO MSI ZFIA L THES iz Windows
F7VT5—23a>0—ROBAAN—=—FTT, I VAN —FR . WREBDH—N\DNEHH—NNOF
RL=FAVIIRATALANYR—RINRRTHZIEBEVEBELVIAERIELET, H—/\H"'2T

NDEHEBLELTVNEF, A VARMN—=FICL2TUTHFITONRET,

« NET Framework T—< T M % Windows X7 O S LE L TERLET,

« BEENhEAAN=IBFR(BI. C:\Program Files\Contrast\dotne)\-T— I RO 7 7 4 )L & B
BLET. ChiZE, WD2ADRAFTIVIUDIFZA4TZ)DLLY, I—-ST BNV IY
S RTEEESE S Windows U —ERBEDRTI7AINEENET,

s I—2x2hOOT77AIINRHREZEILRETDEHOOT—XT4 LI M) HI.
C:\ProgramData\Contrast\dotnet) & ER L £ 7

c I—SIRNENYOTTIY RTEITEES Windows H—ERAEARL—F 1 VI AT ALILE
gLET,
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« T—T T2 M0 Windows H—E R & Contrast kL A (218R—) 77— 3> zREBLET,
COY—ERRRXOAEBETVET,
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ContrastWeb €1 > X —7 T4 AN S5.NET Framework T— I R EA A=)
Contrast Web 1 >R —7 T4 AN 5.NET Framework T— I R EA 2 ARN=)

1. ContrastWeb 1 &2 —7 I A AT, ALOFHABRZBRLET,
2. [en] Select the Application card.
3. P7U—23ar EEOROYTA D XZ1—T.NET Framework ZiZiRL ., IS THRA N %Zi#
RUES, I— IV MEYAMLBREZ FAILEA UV O—RANOUY O ZERLET,
4, BOUO—RULEZIP 7—HA T % Web H—/NIZEBIL ., ContrastSetup.exe 2R{TLET, Ch
T. NETFramework T—2 I ML AR=IILENET,
A2V ARN—=FIZ& 2T, contrast_security.yaml 77 AN IT— I MOF—2F4L O RMNJICT
E—&h&xEd, 77 =) N, C:\ProgramData\Contrast\dotnet\contrast_security.yaml \Z7&V) £,
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https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
https://support.contrastsecurity.com/hc/ja/articles/12602794806804-Install-the-NET-Framework-Agent-legacy-
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5. NET Framework T—2 T DO YAML 7> 7' L— bk (181~—2) &AL T, .NET Framework T
—JIVMNOBREERVFMICEETEET,
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LET,
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&, 770 T5—=>3207 =) (20 —=2)2FAL TRENROT 7V Tr—23> 08 zHRT 3
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AR RSA4 D S.NET Framework T— T RNEASA 2 ARN=)
AN RSA > FERALTAARN=)LTBE, NET Framework T—> T > h® Windows 1 > A KR —
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« 41 2ABM—=Jl : ContrastSetup.exe
s P42 AKR—=Jl : ContrastSetup.exe -uninstall
- {878 : ContrastSetup.exe -repair

BAT—REFLEEYALMNE—RICE, UTOOXYY REFEALET,

« 412ANM—Jl : ContrastSetup.exe -s -norestart
« P4 2ABM—)L : ContrastSetup.exe -uninstall -s -norestart
- {18 : ContrastSetup.exe -repair -s -norestart
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SUPPRESS_SERVICE_START

SUPPRESS_RESTARTING_I1S

USE_VIRTUAL_SERVICE_ACCOUNT

INSECURE_YAML_FILE

INSTALL_AGENT_EXPLORER

INSTALL_UPGRADE_SERVICE

UPGRADE_SERVICE_INSTALLFOLDER
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SUPPRESS_SERVICE_START=1
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INSTALL_UPGRADE_SERVICE=1

UPGRADE_SERVICE_INSTALLFOLDER=""C:
\Program Files
(x86)\Contrast\upgrade-service"

E> bk
@ BlaE, ROUTREEALTNETI-J IV hESVAR—LT B, UTFOT

X RZEFERALET,

ContrastSetup.exe -s PathToYaml=C:\Temp\custom.yaml

COOX>RTEE. NETI—>IVRMDAAMN =) EEAN/TAL N E—RTIT
W, YAMLERET7Z7AILNDARZLNAZFERALET,
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BEE
o I—IR%ZEAARN=I)LTBE, Contrast FEHEIHIC IS ZBR2EL £,

Azure App Service T.NET Framework T— I KEA A KR—=)L

y=of-1nt
S JeRMEEERIATE A VERSE. NuGet ZEA L TNET Framework T— I K& F
BTAARN=I (17T4R—)TEFE T,

FE
Azure Portal O3 R#EEZFEA L T.NET Framework T—2 I R EZAARN=ILT B2 :

1.

o0k w»

7.
8.

9.
10.

Azure App Service TTRARNTRD TS r—2a > #ERLET,

CNETSICE, Azure THO > &> THY), ASPNET Framework ® Web 7 7' U4 —= 3>
BERTIVENHYET, 77U —232 % Azure IZ2FL., Contrast T— T2 KL THE
BV ICHETS L EMABLET,
T7VT5—23>0XZ1—&V)BRERIRL, FFUT—23 0BREOCEHE TUTOMEZEM
L., I—2 I RMA Contrast B —/NICIEZIT D -HODREZLET,

*— &
CONTRAST__API__USER_NAME BT —2 T2 h1—HE GIR—)EBELET,
CONTRAST _API__SERVICE_KEY HAOI—Y I hY—ERF— (59— EHEELET,
CONTRAST__API__API_KEY B0 APl F— (598—)&EELET,
CONTRAST__API__URL F7 7 ) N, https://app.contrastsecurity.com T3, BIOBFITHRAN
ENh TV Contrast H—/NEERAT2HERK. TO URLZBELET,

App Service ICF7OAMHROT 7V r—2a 0 2&RUET,

XZ1—EmE&KY), HIRMEEZEIRLE T,

+ENEZRLET,

HRBEEDIBIRZE V1Y UL, —E &KV Contrast .NET Site Extension Z:#RL E£J., _h

A, .NET Framework 7 77U —> 3 > A OIRBEEIC KV ET,

FEZXEICEZELT, OKREZZIUYILET,

IREBEED AV AR=INRETITRETCLESLKF 215, ELLKAVARN=IEhTWARL%E
BRELET,

T7Vr5—2a>oBBCRY., T7Ur—>3a>zBEELET,

T7Ur—>3a>a2REBEL, REFERD Contrast ICHREET B Z®IELET,

E>b
@ F7)r—23>® SCM H 4 ~M(Kudu)® TSite Extensionsy X_— 11—/ 5% Contrast
T—2IREAVARN—ITEET,
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https://portal.azure.com/
https://docs.microsoft.com/en-us/azure/app-service/app-service-web-get-started-dotnet-framework
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BEE

o Contrast T— I MOFLWN—2 3 FRAETRERZ S, Azure Portal £l
Kudu DAY < 1 R—RIZBHENET, I—IMNOEFHETSHEIICH A NEE
ELTLKEEV, BLELBEVEES, ERNAKBMITDAEENI HY)ET,

RS
S S NOIEHEIC KLY, UTOLSBREBHEN VW DA REENET,

COR_ENABLE_PROFILING=1
COR_PROFILER={EFEB8BEE0-6D39-4347-A5FE-4D0C88BC5BC1}
COR_PROFILER_PATH_32=D:\home\siteextensions\Contrast.Net.Azure.S
iteExtension\ContrastAppService\runtimes\win-
x86\native\ContrastProfiler.dll
COR_PROFILER_PATH_64=D:\home\siteextensions\Contrast.Net.Azure.S
iteExtension\ContrastAppService\runtimes\win-
x64\native\ContrastProfiler.dll

CONTRAST _INSTALL DIRECTORY=D:\home\siteextensions\Contrast.Net.A
zure.SiteExtension\ContrastAppService\
MicrosoftlnstrumentationEngine_ConfigPath32_ContrastXx86Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\runtimes\w
in-x86\ContrastCieProfiler.config
MicrosoftlnstrumentationEngine ConfigPath64 Contrastx64Config=D:
\home\siteextensions\Contrast.Net.Azure.SiteExtension\runtimes\w
in-x64\ContrastCieProfiler.config

CLR Instrumentation Engine(CIE)A 7 77— 3V ICRES N TV B BEHIZE.
Application Insights A"BICZ& 2> TWB =8 (2), Azure I& BEIRYIC COR_PROFILER*
EHELEZEL, CEQOVAV7AZEETEISICLET,

Z L T, CIE Tk, MicrosoftinstrumentationEngine *Z# % fH L T Contrast
I—2I2RZO—RTBRICHBYET,

CEANAT7Z7Vr—>a ICBEEATVEVWEEIE. . Contrast T—2 T hOO— RIC
ZH () COR_PROFILER*ZEHAFERHENET,

57+ #@EAL TNET Framework T— I R 24 ARN=)

AVAN=IEFTSHILC
AIF T, Docker 2l LT, AV FFHLE iz 7 7)) r—= 3 I(C Contrast NET Framework T—
SIVRNEAVAM—LTRLEHO—BHUEFIECOVTHALET,

AT FPREVI N IITOHEKZEFNICERLTVILENf ) ET, BEICHLUT, HEEK
ORBICEDETFIRZRHEL T LEE L,

FEA: I -1 NE2A2VAMNL
AT FAX=DIETTIT—2 30 ZBMIBDATERTEANVAR—LNTRDENTEERT, #
BEndFERF, BRHERFENILFAT—EILREZEATRZZETT, Hi:

FROM mcr.microsoft.com/dotnet/framework/sdk:4.8
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https://docs.docker.com/develop/develop-images/multistage-build/
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# Hidden for brevity...

# Copy the required agent files from the official Contrast agent iImage.
COPY --from=contrast/agent-dotnet-framework:latest C:\Contrast C:\Contrast

COBITE, BEFHONET Framework T— I R 2JE—LTVWET, FATEER XTI DockerHub
THIELTIEEL,

FIE2: I—- 12 NERE
Contrast T— T2 ME, BEBDY —ANSOREZZTANT TN, REDELIES (60— E
EIENEISAVICRBENTVET,

REFEZHEAEDETRAIZCLZHBOLET,

s YAML7 74N E2ERALT, EHOF7 V5 —2a ) THETHIHBOREEZRELET,
s PTG —2a EBEEOREMEY. YAML 7 7AINTHELLEEZ LEETIHEEY., RTHICHEK
ADKERIERBEEICE, REZHREFERALET,

YAML 77 1 JLOFRE :

YAML 774 B1IR—)ZFEALTI—2 I NERETIHEIC. REZHO

CONTRAST _CONFIG_PATH ZERALT. YAML 7 7AIIUA DT TFHROEZICH DI 2ETD LS
TEEY,

5l 2 1, contrast_security.yaml EVWSEZF O YAMLFE 7 7 4 LA Docker DEJL ROV FTF A
NIFETDELET,

agent:
logger:
path: /var/tmp
level: WARN

IRIBZE CONTRAST_CONFIG_ PATHZFEAL T, U TFOXRSICAVTFAX=JICI—2T b
YAML 77 A LEBMT B ENTEET,

FROM mcr.microsoft.com/dotnet/framework/sdk:4.8
# Hidden for brevity...

# Add the Contrast agent to the image.
COPY --from=contrast/agent-dotnet-framework:latest C:\Contrast C:\Contrast

# Copy the contrast_security.yaml file from Docker build context.
COPY _/contrast_security.yaml /contrast_security.yaml

# Finally configure configure the agent to use the YAML Ffile previously \
copied.
ENV CONTRAST_CONFIG_PATH=/contrast_security.yaml

RELHORRE :

T7VT—2a2BEOREZBETDLOIC, BREY (64—2)ZFEALE T AT, —REHIC
FLBEAETNBIREATSI>TY,

HE Hig REEHR
77 U7— Contrast Y —/NICHREEhD TSV —2 3 BEEELET, CONTRAST__ APPLICATION__NAME
>aveg
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EH & E: B R
T7Vr— FUR—REBICZOFTVT—2a >V EEENTRZTIERATIL— CONTRAST__ APPLICATION__GROUP
>arvigl TEEELET,
_7"

AR
COEH=ZFEHT SH0C,Contrast TF 7 U
—2ar TFIoERIIN—TEERL T EE

(A8
T7VT— F7Ur—>avicadz2BmLEY, CONTRAST__ APPLICATION__TAGS
arnAR
7
ERIAY Contrast ICHREE B H—NBEZEELET, CONTRAST__ SERVER__NAME
H—NOR F7VT—23 aRTIRREEEELE T, cOFT>3>T CONTRAST__SERVER__ENVIRONMENT
b H%h751& : Development, QA. Production
H—NDR H—NICRTEZBMLET, CONTRAST__ SERVER__TAG
e

FIE3: 7O7 7 1)L BB ERIEHRZEB N

F7IO5—2a ICNETI—2 IV N 2HARAATREZTSICEK, ESICRETH (64—2)D %
ETY, CORCLREHIFI—>T>hZO—RL, CONTRAST_ ZE#IF Contrast H—/NIZHTHIT—
SIVMNORIAATY,

BIR D Dockerfile Dl ZFERATRHE, ATORSIZHKYET,
FROM mcr.microsoft.com/dotnet/framework/sdk:4.8
COPY --from=contrast/agent-dotnet-framework:latest C:\Contrast C:\Contrast

ENV COR_ENABLE_PROFILING=1 \
COR_PROFILER={EFEB8EE0-6D39-4347-A5FE-4D0C88BC5BC1} \
COR_PROFILER_PATH_32=C:\Contrast\runtimes\win-

x86\native\ContrastProfiler.dlil \
COR_PROFILER_PATH_64=C:\Contrast\runtimes\win-

x64\native\ContrastProfiler.dll

TSI, Y—NICXNIRII—T D RRBEDLESDIC, UTORELELY SIN—D)HNBETY,

CONTRAST _ APl __URL=https://app-contrastsecurity.com/Contrast
CONTRAST _ API__ API_KEY={API }
CONTRAST _ API__ SERVICE_KEY={}

API DfE(T—> T h¥F— (59 —2)))ik Contrast Web 1 > Z—7 T4 ATHEERTSH. NET
Framework T— I RNADO YAML 77 A ) Z2A 00— R (181R—)F D ETHBTEET,

Bl
2550 GitHub UIRS KU T, BEARTLEO—ROFGIESBTEERT, 452, LT ASPNET 7
TVG—=23> o I EEESEICLTLSEEV,

s F7ANNOTTVT—=23>7—)L&2EA
» Dockerfile
s IVNURAVRNARVUT B

s ARBLOT 7V r—23a>7— )L :
» Dockerfile
s IVNURAVNARDVUT N
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https://github.com/Contrast-Security-OSS/contrast-dotnet-examples
https://github.com/Contrast-Security-OSS/contrast-dotnet-examples/blob/master/docker/netframework/Dockerfile-DefaultAppPool
https://github.com/Contrast-Security-OSS/contrast-dotnet-examples/blob/master/docker/netframework/shared/startDefaultAppPool.ps1
https://github.com/Contrast-Security-OSS/contrast-dotnet-examples/blob/master/docker/netframework/Dockerfile-CustomAppPool
https://github.com/Contrast-Security-OSS/contrast-dotnet-examples/blob/master/docker/netframework/shared/startCustomAppPool.ps1
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B8iEIEH
Contrast H7R— R7R— &)L : Kubernetes T® Contrast T— T > ~

Contrast H7R— KNR—%&)JL : AWS Fargate & Contrast T—2 T2 ~

NuGet T.NET Framework T— I NE2FEBAAM=)

NET Framework T— T KMiE, NuGet ZEALUTEFBTAAN—INTBEETEET, 204
Y ARN=ILFEE, Azure App Service MILREEE (170 —)ERATE A VIBE X, NET Framework
I h2REFERRICEHEVEEHBEICERNTT,

1. P74 —>3>IZ Contrast ® NuGet Ny 75— %A AR—=ILLET,
Visual Studio T, YU 1—>3>IVA7O0-Z—0F77)5r—>3>o7021 9 NT8RER
21Uy 2OL, NuGet Ny r— DEBZERLET,
Contrast.Net.Azure.AppService /NY 7 —2 Z#EREL TERL, 7O TV NIEBMLET,
T7)752a—2%E)LRUET, Contrast 727 U (BIZIE. ContrastProfiler.dl)A,
T7U5—23a>0I—hF4L I NUICHRICERE N iz contrastsecurity 7 # LA LH
DEEBRELET,

2. Contrast Y —NIZRTB 77U ITr—> 3> OFMBERZEMLET,
SRELEHR DR E L, VisualStudio ® "Azure App Service (22289 % 4 @ App Service FREBEEAH 5
BT 3H, Azure App Service R—Z I A SEFEBMNTEET,
I—>12 A Contrast ICER T2 O ICHE Contrast FRAF—ZREL . REZERLET,
ZO77AI)BEETF—2RD205 BIR—I)ZENTEET,

3. dotnet V—AOA—RUKRDKNY OEILRZOCRAICHVET,

4. Azure Portal THEVO T TV Tr—23>0F 7V Tr—23a @EEIIIVIETIVEALET,
I—2 T M Contrast I T 2 -0 ICHER Contrast BRAEIF—%#8REL. REZBIRLET,

5. Visual Studio ZFEAL T, Azure IC 77U —>a>220HALET,
T7Vr—arvpO—Renks, P705—23a>ZKEBLTAH S, Contrast Z2FE, H—/N\
ETTVT—2a o FTIOTFA4TICB2TVRCE, BRTANMRBUNI RRENATVDEERE
BLET,

Web APl 8 KT Owin T.NET Framework T— I RNEA4 2 AM=)

.NET Framework T—2 T > N(&., Open Web Interface for NET (OWIN)THEI)LT7RARNE 3D Web
API 77— 3a> O aYR—KNLULET, WebAPI Ik, ANV RSATFT7VT5—3%
Windows H—E A& LTF 7O/ TEET,

Pz

@ SystemWeb ® HttpModule ZfEA L T IS HEE/NA T SA4 VICKRAREN TS Web
API 77U —23a>X, OWINFRARNRTF 7O/ hTVWS Web API 77U —2
IVRFHR—PIRRIATT,

1. .NET Framework T—2 T2 h® Windows 1 > A R—F (167R—2)&FEHRL T, .NET
Framework T—> I &4 AM—=I)ILET,
2. OWINRARD WebAPI ZEDRSICTF7TOCMTAINICI 2T, REEHZHRELET,
s ARV RFAVFPFVT—2a>eLTF7O4 :OWIN ZEILTHRANITREHICERE
BARVRZAVTTIT—2322RTT2EIC. ATORBEEZERERELET,

RELH &
COR_ENABLE_PROFILING 1
COR_PROFILER {EFEBBEE0-6D39-4347-A5FE-4D0C88BC5BC1}

I-YI>h 174


https://support.contrastsecurity.com/hc/en-us/articles/4402067193364-Java-agent-with-Kubernetes
https://support.contrastsecurity.com/hc/en-us/articles/360056537312-AWS-Fargate-and-Contrast-agents
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MAHLEH 18

COR_PROFILER_PATH_32 C:\Program Files\Contrast\dotnet\runtimes\win-
x86\native\ContrastProfiler.dll

COR_PROFILER_PATH_64 C:\Program Files\Contrast\dotnet\runtimes\win-
x64\native\ContrastProfiler.dll

yz 1o

@ COR_PROFILER_PATH_32/COR_PROFILER_PATH_64 I, .NET Framework T
—JIVRDAVARN=ILTEBRLEA AR =ILTALIN) E—FT D
ENFHYUET,

« Windows —E X &L TF7’OA1 :
Web API 77— 32288 —EARA VAN —IILET, H—EAD BRI ZHEL T
T,
H—EAOLZARNUF—OTIZ, Environment £ WS ZETD REG_MULTI_SZ BZERL F
9, BEIC Environment EN" $ 35BS, BFOEOTICHL VMEZEMLET,
VERREBELDHERELET, EREZHEF—EEERTICLT, ThEFRAUTLTLKES
Vo EH—ERICEBEOREZHIE. TOH—ERAODLDZARNIF—OTICRETEETT, ¥—
EAODLARNI)F—FROBFRICHYET :
HKLM\SYSTEM\CurrentControlSet\Services\YourServiceName

RALH &
COR_ENABLE_PROFILING 1
COR_PROFILER {EFEB8EE0-6D39-4347-A5FE-4D0C88BC5BC1}

COR_PROFILER_PATH_32 C:\Program Files\Contrast\dotnet\runtimes\win-
x86\native\ContrastProfiler.dll

COR_PROFILER_PATH_64 C:\Program Files\Contrast\dotnet\runtimes\win-
x64\native\ContrastProfiler.dll

CONTRAST_CONFIG_PATH C:\ProgrambData\contrast\dotnet\contrast_security.yaml

FERC

@ COR_PROFILER_PATH_32/COR_PROFILER_PATH_64 &, .NET Framework T
—SJIVRNDAVARN=ILTERUEAARN=ILTALIRN)E—HT D%
ENfHYEY,

3. H—EAZBEEHLT. HILWMEEZEO—RLET, YELRBELEHERETZEHIC. UTO
PowerShell RV U NEERATEE T,

param (
# Name of the service that it was given at installation.
[Parameter (Mandatory=%$true)]
[string]
$ServiceName,

# Path to the 64-bit Contrast profiler DLL.

# Defaults to: "C:\Program Files\Contrast\dotnet\runtimes\win-
x64\native\ContrastProfiler.dll"

[string]

$ProfilerPath64 = "C:\Program Files\Contrast\dotnet\runtimes\win-
x64\native\ContrastProfiler.dll",

# Path to the 32-bit Contrast profiler DLL.
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# Defaults to: "C:\Program Files\Contrast\dotnet\runtimes\win-
x86\native\ContrastProfiler.dll"

[string]

$ProfilerPath32 = "C:\Program Files\Contrast\dotnet\runtimes\win-
x86\native\ContrastProfiler._dll",

# Path to the Contrast agent configuration YAML Ffile.
# Defaults \
to: "C:\ProgramData\contrast\dotnet\contrast security.yaml"
[string]
$ConfigYamlPath \
= "C:\ProgramData\contrast\dotnet\contrast security.yaml"

o/

it (-Not (Test-Path -Path $ProfilerPath64 -PathType Leaf)) {
Write-Host ""Cannot find 64-bit profiler DLL at path \
“"$ProfilerPath64™"."
exit 1

¥

if (-Not (Test-Path -Path $ConfigYamlPath -PathType Leaf)) {
Write-Host "Cannot find configuration YAML file at path \
“"$ConfigYamlPath™"."
exit 1

}

if (-Not (Test-Path -Path $ProfilerPath32 -PathType Leaf)) {
Write-Host ""Cannot find 32-bit profiler DLL at path \
“"$ProfilerPath32™"."
exit 1

¥

# Check if there is a service with the specified name installed.
$service = Get-Service -Name $ServiceName -ErrorAction Ignore

it ($null -Eqg $service) {
Write-Host "The service ~"$ServiceName " was not found.™
exit 2

}

# Create value for multiline registry string.

$values = @(
"COR_ENABLE_PROFILING=1",
""COR_PROF I LER={EFEBS8EEO-6D39-4347-A5FE-4D0OC88BC5BC1}",
"COR_PROFILER_PATH_64=%$ProfilerPath64",
"COR_PROFILER_PATH_32=$ProfilerPath32",
""CONTRAST_CONFIG_PATH=$ConfigYamlPath"

)

$registryKey = "HKLM:\SYSTEM\CurrentControlSet\Services\$ServiceName"

# Check i1f the Environment value already exists.
$environmentValue = Get-ltemProperty -Path $registryKey -
Name "Environment' -ErrorAction Ignore
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if (3null -Ne $environmentValue) {
# Add the Contrast environment variables to the existing variables.
$existingvalues = \
[System.Collections.ArrayList]@($environmentValue.Environment)
foreach ($item in $values) {
$idx = $existingValues.Add($item)
}

$values = $existingValues

}

# Set the environment variables for the service.
Set-l1temProperty -Path $registryKey -Type MultiString -
Name "Environment™ -Value $values

# Restart the service so it picks up the new environment variables.
Restart-Service -Name $ServiceName

IT—INTPY7FTIL—RUY—ER

I—SIORTYTIL—RY—E R . Windows D/NY 995D RY—E AT, Windows £ ® .NET
Framework T— I KRB KT IISHANETCore I— I R EBHON—J 3V ICHBNICERT
BENTEET, I—-CIRNTFYTIL—RY—ERAKE, NETFramework IT—=> I RDA A
R—ZJEINISANETCore I—2IVRDA2VARN—JIZEENTHY, I—-CI M VAN =T
LTo2 208 mzEAARN—=ILLET,

« ZEOI-JIVb
c I-D1hTYTIL—RY—EZR

F7AIRTR, I KNT7Y7TIL—RY—ERR. Y—ERADHEEEE(Windows Server M
BREBFE)IC, NuGet ICU)—RAEhTVWBHLVWI—SI O NEFIVILET, HILLI—DTY
NON—2aro R8BS, PY7JL—RY—ERR., HILOUN—32 72202 O—RU,
AVARN—TDBEERILTHS, BREICA VAN —FZRITLET,

RS
@ FLON—T32OI-J IV RFAYAN—LENBE, ISEBERBENET,

ITI—2IORT7PYTIL—RY—EBRRAZT2a>AVR—FRNTHY), I—2 I MO Assess &
KO Protect HEEIC XS ETRERBY EE A,

s I—2IVKNT7YTIL—RY—ERZFEALAZVIEEE. Install the agent upgrade service(L—
SIVKNTYTIL—RY—ERZEAVARN=ILTR)DFIVIRY IREFTICLTLSEE,

« ARV RZAVTI—DIT U RNEAVARN—ILTBHEEF. INSTALL_UPGRADE_SERVICE=0 M 5|3
ZEMINEFE, T—-IRNFPYTIL—RY—ERAGFAVARN=IEhELA,
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;I MET Framework Agent Setup - X

CONTRAST NET Framework Agent

Customize Setup

.MET Framework Agent

Install felder

CAProgram Files\Contrast\dotnet!, Browse
Data folder:

CAProgramData\Contrast\dotnet), Browse

YAML configuration file:

CAProgramData\Contrast\dotnet\contrast_security.yam| Browse

[] Run the agent service under a restricted virtual service account.
Start the agent service on Windows startup.

Start the agent service during setup.

Start the Tray when setup is successful,

Restrict edits of YAML configuration file,

Install the agent upgrade service,

| Mext | | Cloze |

I—IORNT7Y7IL—RY—ERAOEER. Contrast DF—XFALIKNIICHZDTI—I U NA
DRETTAINTEETEET, T7 1)L MOFATE. C:\ProgramData\Contrast\upgrade-
service T9,

NETCore I— I RNETYTYIL—RIBDBEBOEREK. NETCore T—I RO YAML 77141
AicdHv)ET,

enable: true # Set to “true” for the agent to automatically upgrade to \
newer versions.

checks: Startup # Set the frequency with which the agent checks for \
updates. Valid values are “daily” for every 24 hours and on startup, or \
“startup” for *only* when service starts up.

timeout _ms: 60000 # Set the time allocated to execute the downloaded agent \
installer before cancelling.

nuget_repository url: https://api.nuget.org/v3/index.json # Set the URL of \
the Nuget repository to be used for the _NET Core Agent for I11S Installer
nuget _package name: Contrast.CorellS._Installer # Set the name of the _NET \
Core Agent for 11S Nuget package.

installer_upgrade code: 82468c04-dfc0-4a4c-9eb9-c4b314c67fdc # Used \
internally to retrieve the current installed agent version from Windows.

&

@ I—>IORNTPYTIL—RY—FEBERARF, I—-2I MV AN—FILOHEENE
To FHTHWMBIBNETCore IT—I N, I— I RO NuGet/Nv o —2,
Azure App Service D 4 NLREEEICEEENTE A,
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.NET Framework T—> I NOTF Y 7 F—bN
NET Framework T— I RN 2T YT F—RT2ICE, ROVWThAOFZEZFERALET,

s HENICI—>I O MNEEHR
« Contrast API ZFEAALTON RTEIO—REAVARN=)

BT S E0IC

+ .NET Framework 7 7" )% —> 3> A", Contrast ®.NET Framework T—> T N UL TIEEICEE
TREEBBLTILSEZL,

+ Contrast ®.NET Framework T— T RZEEICAVARN=)ILEZENHBD &,

s TEEHEAUS—ELFERATIRBICEOIVWT, I—-2I O MNETPYTF—RNITDAEERAZI T %R
ROTHLLZ &,

+ PowerShell 2 & Windows AV U7 NCHBDEEOHBNHD &,

I-212hZHBEHR

IR I=JIRT7YTIL—RY—EAMTIR=2)ICL > THBNICEHRENET,
HNROI—IJ T ME, N—232 2051 BT, LLEZL, YR—FEhTOVWEVERE (16418—2)
NEE. I-2IVNEEBEHEhTLEA,

Contrast API IC&BTI—J I MDA O O—R

1. Contrast API A 5E# Contrast T—2 I R EADO—RLULET, ZOFJEEE. Contrast ®
SaaSREA VT L I AMODMEA TEMBEFETT,
Contrast API ICT7 VAT B (H—ERAXEGI—FEOOTHIO U NFBETT,

2. I—2I2bh0ATO—RE, ANV RSAUASHALUY MMV ARN=ILZTVET,
THOUNOERBERIE, HEOF—LFAADF—0OHEFE 519R—)TSRBTEET,

BERR

s I—-IVKNTYTIL—RY—ER (17T7TR=D)

.NET Framework T—J I RERET S

TI—JIDRMIRERDHRE B8R—I)FHV) ., BREEBICEELIEL 60—2)FHVET,
NET Framework T— I NERRELET -

« Azure App Service TRRET D HEE (179R—)
- web.config 77 1)L TRET B HEE (180R—2)
* YAMLT>7'L—hZFEATR5E (181R—D)

B>
@ T—YVIVREELIT AR (62R—)EFEHTBDE . YAMLERET7 7 A ILDOERXR T ¥
70— R, YAML ORFE, #HBEhDBREFEBORRBEEN TEET,

Azure App Service TD.NET Framework T—> I NDRRE

Azure Portal T Azure App Service ®.NET Framework T— I R ZRETDICIE. 3 DO FEN HY)
£7,

« Contrast T—2 I NORBEHOXRGCHRAEFEAL 9., Azure Portal DEBREEK Y F 7V —
avREEYVIIVIC, I-PIVNOEETHOET 64— 2 EALTLTOREREML
F9,
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« P7)r—> 320 web.config 77 A4 )LIC, application EVWSREA T IV EEELET,
web.config WCEELET7VTr—23a > 0fRE% Contrast T—2 T MCRBE R EHICE. O
SOREZT7Ir—23> O web.config 77 A4 I)LDJ)L— D appSettings £ 3 > AIZER
TRIVENHYET, FMIE. web.config 77 ()L TEEE (1801 — P)E*Eﬁbf<téb\

* Azure Portal TE4Z DA 723> Z2BRETHRDVYIZ, Contrast DREZEL YAMLEREZ7 71 )L %
FRIBDCEETEETET, £, 7742770 T5—>23> 07704 X MNMIEHS A, Kudu
dVY—Iz2ERALT, Azure Web 77 U4 — /E!‘/L:Z_0)77’r)l,’°&7‘/7°|:l RLUET, KIZ,
ST F7AINDBZFRZEETERETH S CONTRAST_CONFIG_PATH ZEBML £T,

BlzE, F7Vr—>3>0)— KNI contrast_security.yaml 7 7 A )L EERB T 2B A,
CONTRAST_CONFIG_PATH & L\ 5 #—I(Z D:\Home\site\wwwroot\contrast_security.yaml & NS {ET,
F7Ur—23a>OFREREBMLUET, Azure App Service D7 77U —>3a> 774 )Lk,
D:\home\site\wwwroot \Z 77’014 EhET,

.NET Framework T—>° I > N % web.config 7 7 4 JL CE&E
I-2IVRNOREAT>avE, PFIT—23 >0 web.config 77 A IEE YAMLERET 7 4
ILEFERALUTEETEE T, web.config CIEBELET 7V —>3a > OFE%Z Contrast T—2 T2 ~
CRBRELRLEHICE. ChSOREZT 77— 3> web.config 7 7 4 )L M )L — k <configuration>
® appSettings LV 3V RHICERTIMLEN BV ET,

BlzE, BUFP7VT5—=23> 7 =)LIZRARENTWVWSR 2007 70 r—2avi@, EF7709—2
3> M web.config 7 7 4 )L T appSettings IC contrast.server.name 7ONT 1 ZRETHEE
BAH—NELTHREENET, £/o, web.config ZFEAL TRDKS I

contrast.application.name 2 ETD L ETEFT,

<configuration>
<appSettings>
<add key="'contrast.application.name"™ value="MyWebAppName" />
<add key="'contrast.application.version" value="1.2.3" />
</appSettings>
<system.web>

FTOMHOFARTEELZZTONT 1 OB, NET Framework T— T RO YAML 7> 7L — K
(18IR—INESRLTLEEL,

I—2I2hON—=23 2082114 &Y EIDFE, web.config TRETED DI, UTOLSIZ—ED
ZT7ANTADOHRERY)ET,

ZOnNT« WA & ni=.NET Framework T— I RD/)S—T 3>
contrast.application.code 19.6.3
contrast.application.group 19.1.3
contrast.application.metadata 19.1.3
contrast.application.name 19.1.3
contrast.application.session_id 20.6.6
contrast.application.session_metadata 20.6.6
contrast.application.tags 19.1.3
contrast.application.version 19.1.3
contrast.assess.tags 19.1.3
contrast. inventory.tags 19.1.3

I-YI>h 180



C Contrast Contrast RF 1 X2

y= 3o

@ contrast.application.name FEEE N TVEWVEHEE. NET Framework T—2
IVNE.TTVT—2a3a>0RENAZT 7V 5r—23a> B LTERALET, 77
DF—2aspFHA4A RNOIL—KRTHRARNENTVRHEEOEY., RENAN D5
&). .NETFramework T—2 I NEZOH A NOBEET 7V Tr—230FELT
FRALET,

BEE

0 I-2I2hON—232 211408, BEAEDI—SIV NOREN. F7UT
—>3ar®Oweb.config 77 A, FLEEGT7VIr5r—>3 > EAUTFALINIICHS
contrast_security.yaml TIEETEDXSICAYELE, HIZE, BULT77TUYT
—2 3 7= )ERARENRTVE 22077V 5—>3a 2k, E7705—>3>
M web.config 7 7 4 )L @ appSettings |- contrast.server.name ZiXET S &
BB 3H—NELTHREENET,

LLTROREAT Ik, process LRIIWTHEAEh, P7U5—>a>Z &R
BETEERA, ChsO7ONT 1 &, web.config ZERALTRETEELA. Bl
DHEENYAML B E)TRETIHLEN BV FET,

» agent.dotnet.app_pool_denylist

» agent.dotnet.app_pool_allowlist

» agent.dotnet.enable_instrumentation_optimizations
+ agent.dotnet.enable_jit_inlining

» agent.dotnet.enable_transparency_checks

» agent.dotnet.enable_struct_dataflow

» assess.enable_control_detection

X UTOF—IZIO2VWTR. I—>x 2 h07O7 74200 R—> NE7OA
LRILDEBEEZFAL. I—2I MO Y—OVR—ZFNETTVT5—23 M@
AOBREFEEENTVIES)EFERALET,

» agent.logger.level
» agent.logger.stdout

.NET Framework T—> I N®) YAML 7> 7L —K
YAML 5%7E B1R—)7 74 ) Z2EHAL T, NETFramework T— I R ZERRELET,

contrast_security.yaml 7 7 A L& . AV ARN—=FJICR 2 TI—2J I MNOF—EF4L O N) (ICOE—
ENETFT(FT7 4 KNTR, C:\ProgramData\Contrast\dotnet\contrast_security.yaml)o JE—5(ZBEIC
YAML7 7 AL BFETZHBER. 1AM —FRBYAML77A)ZJE—LEHA

L)\T037_'/7°l/ NI, COI—2INTEMBEYAML A7 23 A IXTHYET, HIZIE. Z_
7A)NEEAL TNET Framework T—2 IV NMC K 2 THREE D H—NEBERET RN T
?—Ei?o T 0IFE. contrast_security.yaml 7 7 A )LICFHL WITELTATOO—RZEBMLTT 7 4)L

ZEFHLTHS, ﬁ%ﬁUL'f/ZI\ LT ETS,

server:
name: MyServerName
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# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to "false  to disable the agent.
# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# REQUIRED
# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO_BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS TO BE SET

# REQUIRED
# Set the user name used to communicate with the Contrast
# Ul. 1t is used to calculate the Authorization header.

user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TlIsll | SecurityProtocolType.TlIs12).

# tls_versions: tls|tlsll]tlsl2

# \

# api.certificate
# Use the following properties for communication
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ith the Contrast Ul using certificates.

# certificate:

# If set to false™, the agent will ignore the
# certificate configuration in this section.
# enable: true
# Determine the location from which the agent loads a client
# certificate. Value options include “File  or “Store .
# certificate location: NEEDS TO BE_SET
# Set the absolute path to the client certificate"s
# .CER file for communication with Contrast Ul. The
# "certificate_location™ property must be set to "File .
# cer_file: NEEDS TO BE SET
# Specify the name of certificate store to open. The
# “certificate location™ property must be set to “Store .
# Value options include “AuthRoot , “CertificateAuthority ,
# "My , "Root , “TrustedPeople™, or “TrustedPublisher .
# store_name: NEEDS _TO BE_SET
# Specify the location of the certificate store. The
# “certificate_location™ property must be set to “Store .
# Value options include “CurrentUser™ or "“LocalMachine™.
# store_location: NEEDS TO BE SET
# Specify the type of value the agent uses to find the certificate
# In the collection of certificates from the certificate store.
# The “certificate location™ property must be set to “Store .
# Value options include “FindBylssuerDistinguishedName™,
# "FindBylssuerName™, "“FindBySerialNumber™,
# "“FindBySubjectDistinguishedName™, “FindBySubjectKeyldentifier,
# “FindBySubjectName™, or “FindByThumbprint .
# find_type: NEEDS_TO_BE_ SET
# Specify the value the agent uses in combination with
# ~find_type~ to find a certification in the certificate store.
#
# Note - The agent will use the first certificate from
# the certificate store that matches this search criteria.
#
# find_value: NEEDS_TO BE_SET
# \
# api .proxy
# Use the following properties for communication
# with the Contrast Ul over a proxy.
# \
# proxy:
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# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS TO BE SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, “Digest”, and "Basic .
# auth_type: NEEDS TO BE_SET

# \

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
# \

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

\
# logger:
# Set the the log output level. Valid options are
# TERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
# Set to "true” to redirect all logs to
# “stdout” instead of the file system.
# stdout: false

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

H* H H

Set the number of backup files to keep. Set to "0  to disable.
backups: 10

H H#*
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# \

# agent.security_ logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
# \

H*

security_logger:

# Set the log level for security logging. Valid options
# are "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE .

# level: ERROR

# \

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

#\

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO_BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO_BE_SET

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, "WARNING , "NOTICE , "INFO , and "DEBUG .

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are "ALERT", "CRITICAL",

# "ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .

# severity_blocked_perimeter: NOTICE

# Set the log level of Probed attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG™.

# severity_probed: WARNING
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#

\

Set the log level of Suspicious attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity suspicious: WARNING

H H* H

Set the connection type used for Syslog messages.
Value options are “UNENCRYPTED™ and “ENCRYPTED™.
connection_type: UNENCRYPTED

H H

# agent.dotnet
# The following properties apply to any .NET agent-wide configurations.

#

\

# dotnet:

HOH R HH HOHHHOHH® HH R HH HHHHH H oH HH

H O HHH

H H#*

Set a list of application pool names that the agent does not
instrument or analyze. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 4.0.2.
app_pool_denylist: NEEDS TO BE_SET

Set a list of application pool names that the agent instruments or
analyzes. If set, other application pools are ignored. Allowlist takes
precedence over denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 4.0.2.
app_pool_allowlist: NEEDS TO BE SET

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_denylist: NEEDS_TO_BE_SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_allowlist: NEEDS TO BE SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
APl . Defaults to “true . New after _NET Framework 19.1.3
(Installed Only) and _NET Core 1.9.3 (Installed Only).
enable_chaining: true

Indicate that the agent should produce a report that
summarizes application hosting on the server (e.g.,

CLR versions, bitness or pipeline modes). Defaults to
“true . New after _NET Framework 19.1.3 (Installed Only).
enable_dvnr: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to “true . New
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H* H*

HH R HH HHHHH HH R HH HHHHH H H H H oH R H H*H HHHF HOHHH

H H R HF

HOH R H

after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_instrumentation_optimizations: true

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_jit_inlining: true

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to "false .
New after .NET Framework 19.1.3 and _.NET Core 1.0.0.
enable_transparency_checks: false

Responses for request paths (e.g., HttpReguest.Path)
that match this regex are not analyzed. Defaults to

“WebResource.axd™. New after _NET Framework 19.1.3.

web_module _allowlist: WebResource.axd

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after _NET Framework 20.6.3 and _NET Core 1.0.0.
enable_cat: true

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000 .
New after .NET Framework 20.4.3 and _NET Core 1.5.0.
protect_searchers_single_pattern_deadline_ms: 20_000

Sets the maximum amount of time a "Probe Analysis® Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

5 000" . New after .NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers probe_analysis_single pattern_deadline ms: 5 000

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to 60 000" .

New after .NET Framework 20.4.3 and _NET Core 1.5.0.
protect_searchers_total _rule_deadline_ms: 60_000

Sets the maximum amount of time a "Probe Analysis®™ Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to 10 000 .

New after _NET Framework 20.7.3 and _NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
~604_800_000". New after _NET Framework 20.6.1 and _.NET Core 1.5.5.
log cleanup_maximum_age ms: 604 800 _000

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) If issues occur. Defaults
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HOHHH H* H*

H*

used

HOHHH H HHHF

H*

to false . New after _.NET Framework 20.6.6 and _-NET Core 1.5.10.
suppress_metric_counters: false

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to “true .
New after _NET Framework 20.7.3 and _NET Core 1.5.11.
enable_file_based_app_watching: true

Enables HttpClient isolation using AppDomain remoting. This can be \

to workaround _NET TLS version limitations at the cost of performance

and stability. Enabled by default on applications targeting -NET
Framework < 4.7.0, else disabled. New after _NET Framework 21.5.1.
enable_http client _app_domain_isolation: false

Enables LINQ optimizations to Improve performance
at the cost of possible false negatives. Defaults
to “true . New after .NET Framework 50.0.1.
enable_ling_optimizations: true

\

HoHHHFHH R

agent.dotnet.file_analysis_time_ms

Controls the interval in milliseconds to perform file
analysis for supported rules. Setting a value > 0 will
result in the job running at that interval and not just when
the application loads. If set to -1, the job just runs
once. Defaults to "-1". New after _NET Framework 50.0.15.

\

# \

H*

file_analysis_time_ms: {}

# inventory
# Use the properties in this section to override the inventory features.

# \

# Inventory:

H HHHH H #

HOH R H

Set to “false™ to disable inventory features in the agent.
enable: true

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

tags: NEEDS_TO BE_SET

Specifies the cloud provider from which the agent should gather metadata

(such as resource identifiers). Options are "AWS™, “Azure , or "GCP .

gather_metadata via: NEEDS TO BE SET
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#\
# assess
# Use the properties iIn this section to control Assess.
# \
# assess
# Include this property to determine if the Assess
# feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false

HoH R HHH

HHHHH

~

Control the values captured by Assess vulnerability events. “Full
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal”
has better performance as it only captures String type objects
as strings and uses type name for other object type values.
event_detail: minimal

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

tags: NEEDS_TO BE_SET

# Value options are "ALL™, “SOME~, or “NONE~.

# stacktraces: ALL

# \

# assess.sampling

# Use the following properties to control sampling in the agent.
# \

# sampling:

# Set to “true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H H H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000
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# assess.rules
# Use the following properties to control simple rule configurations.
# \
# rules:
# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sgl-injection™ to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled_rulles: NEEDS TO BE_SET
# \
# protect
# Use the properties in this section to override Protect features.
# \
# protect:
# Use the properties In this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
#\
# protect.rules
# Use the following properties to set simple rule configurations.
# \
# rules:
# Define a list of Protect rules to disable In the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE_SET
# \
# protect.rules.bot-blocker
# Use the following selection to configure if the
# agent blocks bots. Set to "true” to enable blocking.
#\
# bot-blocker:

# Set to “true” for the agent to block known bots.
# enable: false
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\

H H H

protect.rules.sgl-injection

Use the following settings to configure the sql-injection rule.

\

H*

sgl-injection:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

\

H H R HF

protect.rules.sgl-injection-semantic-chaining

Use the following properties to configure how the
sgl injection semantic analysis chaining rule works.
\

H*

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options

# are "monitor~, “block™ or “off .
# mode: off
#\
# protect.rules.sgl-injection-semantic-dangerous-functions
# Use the following properties to configure how the sql
# Injection semantic analysis dangerous functions rule works.
# \

H*

sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .

# mode: off
#\
# protect.rules.sgl-injection-semantic-suspicious-unions
# Use the following properties to configure how the sql
# Injection semantic analysis suspicious unions rule works.
# \

+H*

sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
# are “monitor , “block™ or “off .
# mode: off
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H*

\

HOHHH

protect.rules.sgl-injection-semantic-tautologies

Use the following properties to configure how the sqgl
injection semantic analysis tautologies rule works.

\

H*

H*

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are “monitor , "block™ or “off .

# mode: off

\

HOH HH

protect.rules.cmd-injection

Use the following properties to configure
how the command injection rule works.

\

H*+

+

cmd-injection:

Set the mode of the rule. Value options are
“monitor -, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .

HoH R HHHH

mode: off

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased commands: true

H H H

\

HOH R H

protect.rules.cmd-injection-semantic-chained-commands
Use the following properties to configure how the
“command Enjection - chained commands® rule works

\

H*

H*

cmd-injection-semantic-chained-commands:
# Set the mode of the rule. Value options
# are "monitor , "block™, or “off .

# mode: off

\

HOHHH

protect.rules.cmd-injection-semantic-dangerous-paths
Use the following properties to configure how the
“command Enjection - dangerous paths® rule works
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# cmd-injection-semantic-dangerous-paths:

# Set the mode of the rule. Value options
# are "“monitor~, “block™, or “off .
# mode: off

H*

\

protect.rules.cmd-injection-command-backdoors

Use the following properties to configure how the
"command injection - command backdoors® rule works
\

H*H HHHF

H*

cmd-injection-command-backdoors:

# Set the mode of the rule. Value options
# are "“monitor~, “block™, or “off .
# mode: off

H*

\

protect.rules.path-traversal-semantic-file-security-bypass
Use the following properties to configure how the

"path traversal - file security bypass® rule works

\

H*HHHF

+H*

path-traversal-semantic-file-security-bypass:

# Set the mode of the rule. Value options
# are “monitor , “block™, or “off .
# mode: off

H*

\

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H H R HF

H*

path-traversal:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

H*

\

protect.rules._method-tampering
Use the following properties to configure
how the method tampering rule works.

HOH R H
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# method-tampering:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

# \

# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor , "block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
# mode: off

# \

# protect.rules._unsafe-file-upload

# Use the following properties to configure

# how the unsafe file upload rule works.

#\

# unsafe-file-upload:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
# mode: off

#\

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

# \

# xxe:
# Set the mode of the rule. Value options are
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“monitor -, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled™”,
the setting can be “block™ or “block at perimeter .

mode: off

H+
7

protect.rules.untrusted-deserialization

Use the following properties to configure
how the untrusted deserialization rule works.
\

H* HHHF

H*

untrusted-deserialization:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

# \

# application

# Use the properties in this section for
# the application(s) hosting this agent.
# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS TO BE SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS _TO BE_SET

H H H

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS TO_BE_SET

# Override the reported application version.
# version: NEEDS_TO_BE_SET

# Apply labels to an application. Labels must
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HOHHHHH® HHHFHHH H H R H

H O HHHHHHF

3+
e

be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

# server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

# server
# Override the reported server name.
# name: localhost

HoHHHHHHHHHHR

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
For example, “PRODUCTION~ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®s default environment in the Contrast Ul.

environment: NEEDS TO BE SET
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Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Override the reported server path. New after
-NET Framework v21.3.1 and _NET Core v1.8.0.
path: NEEDS_TO BE_SET

H H H

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to “true” to enable the agent; set to false™ to disable the agent.
# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET
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# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TIs1ll | SecurityProtocolType.TIs12).

# tls versions: tls]tlslil]tlsl2

H*

\

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

# \

# certificate:

# If set to false”, the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include "File  or “Store .
certificate_location: NEEDS_TO_BE_SET

H H H

Set the absolute path to the client certificate"s

.CER File for communication with Contrast Ul. The
“certificate location™ property must be set to "File .
cer_file: NEEDS TO BE_SET

H H R H

Specify the name of certificate store to open. The
“certificate _location™ property must be set to ~“Store .
Value options include “AuthRoot™, “CertificateAuthority ,
"My~, "Root”, “TrustedPeople , or “TrustedPublisher .
store_name: NEEDS_TO BE_SET

HOH R HH

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser~ or "LocalMachine .
store_location: NEEDS TO BE SET

H H R H

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate location™ property must be set to ~“Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, “FindBySerialNumber ",
“FindBySubjectDistinguishedName™, ~“FindBySubjectKeyldentifier",
“FindBySubjectName™, or “FindByThumbprint .

find_type: NEEDS TO BE SET

H O HHHHHHE

Specify the value the agent uses in combination with
“find_type® to find a certification in the certificate store.

Note - The agent will use the Ffirst certificate from
the certificate store that matches this search criteria.

HOoHHHHH®
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# find_value: NEEDS_TO BE_SET

# \

# api.proxy

# Use the following properties for communication
# with the Contrast Ul over a proxy.

# \

# proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS _TO_BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS _TO_BE_SET

# Set the proxy password.
# pass: NEEDS TO BE SET

# Set the proxy authentication type. Value
# options are "NTLM™, “Digest , and "Basic .
# auth_type: NEEDS TO BE SET

# \

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.
# \

# agent.logger

# Define the following properties to set logging values.
# IT the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

# \

# logger:

# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
# level: INFO
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Set to “true” to redirect all logs to
“stdout” instead of the file system.
stdout: false

H H H

Set the roll size for log files In megabytes. The agent will
attempt to prevent the log file from being larger than this size.
roll_size: 100

H H H

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

# \

# agent.security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
#\

H*

security_logger:

Set the log level for security logging. Valid options
are "ERROR™, "WARN™, TINFO™, "DEBUG , and “TRACE .
level: ERROR

H* H® H

# \

# agent.security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# \

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO_BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO_BE_SET

H H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS TO BE_SET

H H H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

Set the log level of Exploited attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
severity exploited: ALERT

H H* H

# Set the log level of Blocked attacks. Value options are “ALERT",
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# \

“CRITICAL™, "ERROR™, “WARNING™, "NOTICE , "INFO", and “DEBUG".
severity blocked: NOTICE

H* H*

Set the log level of Blocked At Perimeter

attacks. Value options are "ALERT™, "CRITICAL",
"ERROR™, “WARNING™, "NOTICE™, "INFO~, and "DEBUG .
severity blocked perimeter: NOTICE

HOHHH

Set the log level of Probed attacks. Value options are "ALERT",
"CRITICAL™, "ERROR™, "WARNING™, "NOTICE , "INFO", and "DEBUG .
severity probed: WARNING

H* H® H

Set the log level of Suspicious attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, "WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity suspicious: WARNING

H H H

Set the connection type used for Syslog messages.
Value options are “UNENCRYPTED™ and “ENCRYPTED™.
connection_type: UNENCRYPTED

H H H

# agent.dotnet
# The following properties apply to any .NET agent-wide configurations.

# \

# dotnet:

H HHHH H O HHH HOH HH

H O HHHH

H H H

Set a list of application pool names that the agent does not
instrument or analyze. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 4.0.2.
app_pool_denylist: NEEDS TO BE_SET

Set a list of application pool names that the agent instruments or
analyzes. If set, other application pools are ignored. Allowlist takes
precedence over denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 4.0.2.

app_pool _allowlist: NEEDS TO BE SET

Set a list of application names that the agent does not
analyze. (The applications are still iInstrumented).
Names must be formatted as a comma-separated list.

New after .NET Framework 19.1.3 and _NET Core 1.0.0.
application_denylist: NEEDS_TO_BE_SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 1.0.0.
application_allowlist: NEEDS TO BE_SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
API. Defaults to “true . New after _NET Framework 19.1.3
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H HHHH H HHHH H O HHH H H H H R H H H R HF HOH R H H* HHHF H HHHH H* H*

HOH R H

(Installed Only) and .NET Core 1.9.3 (Installed Only).
enable_chaining: true

Indicate that the agent should produce a report that
summarizes application hosting on the server (e.g-,

CLR versions, bitness or pipeline modes). Defaults to
“true” . New after _NET Framework 19.1.3 (Installed Only).
enable_dvnr: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to “true . New

after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_instrumentation_optimizations: true

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_jit _inlining: true

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to "false .
New after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_transparency_checks: false

Responses for request paths (e.g., HttpRequest.Path)
that match this regex are not analyzed. Defaults to

“WebResource.axd™. New after _NET Framework 19.1.3.

web_module_allowlist: WebResource.axd

Set to display ASCII art to std::out on agent startup. Defaults
to “true . New after _NET Framework 20.6.3 and _NET Core 1.0.0.

enable_cat: true

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000 .
New after .NET Framework 20.4.3 and _.NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

Sets the maximum amount of time a "Probe Analysis®™ Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

5 000" . New after _NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers probe_analysis _single pattern_deadline ms: 5 000

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to 60 000" .

New after .NET Framework 20.4.3 and _.NET Core 1.5.0.
protect_searchers_total rule deadline ms: 60 000

Sets the maximum amount of time a "Probe Analysis®™ Protect

rule 1s allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to 10 000 .

New after _NET Framework 20.7.3 and _NET Core 1.5.11.
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H*

protect_searchers probe_analysis total rule deadline_ms: 10 000

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
604 800 000" . New after .NET Framework 20.6.1 and .NET Core 1.5.5.
log_cleanup_maximum_age ms: 604_800_000

HOH R H

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) if issues occur. Defaults
to “false . New after _NET Framework 20.6.6 and _.NET Core 1.5.10.
suppress_metric_counters: false

H O HHHH

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to "true".
New after _NET Framework 20.7.3 and _NET Core 1.5.11.
enable_file based app watching: true

HOH R H

H*

Enables HttpClient isolation using AppDomain remoting. This can be \
used

to workaround _NET TLS version limitations at the cost of performance
and stability. Enabled by default on applications targeting .NET
Framework < 4.7.0, else disabled. New after _NET Framework 21.5.1.
enable_http client _app_domain_isolation: false

H*HHHF

Enables LINQ optimizations to improve performance
at the cost of possible false negatives. Defaults
to “true . New after .NET Framework 50.0.1.
enable_ling_optimizations: true

HOH R H

H*

\

agent.dotnet.file_analysis_time_ms

Controls the interval in milliseconds to perform file
analysis for supported rules. Setting a value > 0 will
result in the job running at that interval and not just when
the application loads. If set to -1, the job just runs
once. Defaults to "-1". New after _NET Framework 50.0.15.

\

H O HHHH

H*

file_analysis _time ms: {}

# \

# inventory
# Use the properties in this section to override the inventory features.

# 1nventory:

# Set to “false™ to disable inventory features in the agent.
# enable: true
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HHHHH

H*H HHHF

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

tags: NEEDS_TO BE SET

Specifies the cloud provider from which the agent should gather metadata
(such as resource identifiers). Options are "AWS", “Azure , or GCP .

gather_metadata via: NEEDS TO BE SET

# assess
# Use the properties iIn this section to control Assess.

# \

HoHHHFHH

HHHHH

Include this property to determine if the Assess

feature should be enabled. If this property is not

present, the decision is delegated to the Contrast Ul.

enable: false

Control the values captured by Assess vulnerability events. “Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. ~Minimal®

has better performance as it only captures String type objects

as strings and uses type name for other object type values.
event_detail: minimal

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

tags: NEEDS_TO BE_SET

# Value options are "ALL™, “SOME~, or “NONE~.

# stacktraces: ALL

#\

# assess.sampling

# Use the following properties to control sampling in the agent.
# \

# sampling:

# Set to “true” to enable sampling.
# enable: false

# This property indicates the number of requests
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to analyze in each window before sampling begins.
baseline: 5

H* H*

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H H H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180_000

#\
# assess.rules
# Use the following properties to control simple rule configurations.
# \
# rules:
# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled _rules: NEEDS TO BE SET
# \
# protect
# Use the properties in this section to override Protect features.
# \
# protect:
# Use the properties in this section to determine if the
# Protect feature should be enabled. 1If this property is not
# present, the decision is delegated to the Contrast Ul.
# enable: false
# \
# protect.rules
# Use the following properties to set simple rule configurations.
# \
# rules:

# Define a list of Protect rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >

# Assess rules. The rules must be formatted as a comma-delimited list.
# disabled rules: NEEDS TO BE SET
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# \
# protect.rules.bot-blocker
# Use the following selection to configure if the
# agent blocks bots. Set to "true  to enable blocking.
#\
# bot-blocker:
# Set to "true” for the agent to block known bots.
# enable: false
# \
# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.
# \

# sql-injection:
Set the mode of the rule. Value options are

“monitor , “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
#

mode: off

# \
# protect.rules.sgl-injection-semantic-chaining
# Use the following properties to configure how the
# sql injection semantic analysis chaining rule works.
#\
# sqgl-injection-semantic-chaining:

# Set the mode of the rule. Value options

# are "monitor~, “block™ or “off .

# mode: off
# \
# protect.rules.sgl-injection-semantic-dangerous-functions
# Use the following properties to configure how the sql
# Injection semantic analysis dangerous functions rule works.
# \
# sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options

# are "monitor~, “block™ or “off .

# mode: off
#\
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H oH R H

protect.rules.sgl-injection-semantic-suspicious-unions

Use the following properties to configure how the sql

injection semantic analysis suspicious unions rule works.

\

H*

H*

sgl-injection-semantic-suspicious-unions:
# Set the mode of the rule. Value options
# are "monitor , "block™ or “off .

# mode: off

\

HOH R H

protect.rules.sgl-injection-semantic-tautologies

Use the following properties to configure how the sqgl
injection semantic analysis tautologies rule works.

\

H*

H*

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .

# mode: off

\

HOH R H

protect.rules.cmd-injection

Use the following properties to configure
how the command injection rule works.

\

H*

3+

cmd-injection:

Set the mode of the rule. Value options are
“monitor , “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter”.

HoHHHFHH R

mode: off

H H

detect phased commands: true

\

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.

H H R H

protect.rules.cmd-injection-semantic-chained-commands

Use the following properties to configure how the
“command injection - chained commands® rule works
\

H*

cmd-injection-semantic-chained-commands:
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# Set the mode of the rule. Value options
# are "“monitor™, “block™, or “off .
# mode: off

H*

\

protect.rules.cmd-injection-semantic-dangerous-paths
Use the following properties to configure how the
"command Enjection - dangerous paths® rule works

\

HH R H

+

cmd-injection-semantic-dangerous-paths:

# Set the mode of the rule. Value options
# are "“monitor™, “block™, or “off .
# mode: off

H*

\

protect.rules.cmd-injection-command-backdoors

Use the following properties to configure how the
"command injection - command backdoors® rule works
\

H H R HF

H*

cmd-injection-command-backdoors:

# Set the mode of the rule. Value options
# are "“monitor , “block™, or “off .
# mode: off

H*

\

protect.rules.path-traversal-semantic-file-security-bypass
Use the following properties to configure how the

"path traversal - file security bypass®™ rule works

\

H HHHF

H*

path-traversal-semantic-file-security-bypass:

# Set the mode of the rule. Value options
# are "“monitor~, “block™, or “off .
# mode: off

H*

\

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H* HHHF

+H*

path-traversal:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
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# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off
# \
# protect.rules.method-tampering
# Use the following properties to configure
# how the method tampering rule works.
#\
# method-tampering:

3+

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

\

H H R H

protect.rules.reflected-xss

Use the following properties to configure how
the reflected cross-site scripting rule works.
\

H*

reflected-xss:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off
# \
# protect.rules.unsafe-file-upload
# Use the following properties to configure
# how the unsafe file upload rule works.
# \
# unsafe-file-upload:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off
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# \

# protect.rules._xxe

# Use the following properties to configure

# how the XML external entity works.

#\

# xXxe:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#\

# protect.rules.untrusted-deserialization

# Use the following properties to configure

# how the untrusted deserialization rule works.

# \

# untrusted-deserialization:
# Set the mode of the rule. Value options are
# "monitor~, “block™, “block at perimeter , or “off .
#
# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#\

# application

# Use the properties in this section for
# the application(s) hosting this agent.
# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS _TO_BE_ SET
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Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS_TO BE SET

H H H

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS_TO_BE_SET

# #

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

HoH R HHH

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

H o HHOH R

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

H O HHHHHH

3+
7

# server

# Use the settings in this section to set metadata for the server

# hosting this agent. Contrast recognizes common, supported server

# names, paths, types and environments. Doing this may require a new
# server or license, and it may affect functionality of some features.
#

# Override the reported server name.
# name: localhost
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Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION~ and ~DEVELOPMENT .
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®"s default environment in the Contrast Ul.

HHHHHHEHFHHHH

environment: NEEDS TO BE SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - " labell,label2,label3”

HHHHH

tags: NEEDS_TO BE_SET

Override the reported server path. New after
-NET Framework v21.3.1 and _NET Core v1.8.0.
path: NEEDS TO BE SET

H H H

SEHEOHIAICDOVT
AEOHAFRELTVT, EELTEHAEBERVEEDNZBEEIE. YAMLEREZ7 7M1 IILICRD
ZEMULET,

ks
Fit

api:
certificate:
ighore_cert_errors: true

BHR—hR—2)OEELCT, AAEOBEICHATZEHOFMESBTEERT,

IIS Express T.NET Framework T—> I N &R 2

NETI—2 T2 KNIE, lISExpress TRAREND ASPNET 77— 3 #@IFTEETH, IS
Express TI—J IV NDEKMIAKZEBMICTBICE, FEN DL HBETT, IS Express A H—/NICA
JAR=ILENTVWBEAI, Contrast NL A IZ 1IS Express DR TN RRENET,

Contrast b L 4 (218 —2)IZIE, IS Express RARDT 7V T—23a>TI—J 1 NOEKIAKZE
BMICT B =% D Set Environment Variables((REZRZHRE)R X VI BRDICRRENET, DR
27 BRTBDE, BEOI—HOREZBNREES N, FL WIS Express 7O AIZK2TNET T
—2I2N07O774ZFO—R&Eh, I—-210 NOBAKIAKEBMNITONBIRSICHBYET,

REZTHERETDE. ML A IZ Remove Environment VariablesGRIEZ R Z HIBR)RX A RRE L
T, CORRVZEFERATSE IS Express KARNDT 71— 3> T Contrast DT Z |IMICTE
£9,

IS Express TRITHO T VT —>3 > TCI—2J I MEGAFREEONF HnE, BREhiz
URL(querystring L )DHHE L EIZ 1IS Express AT ICRRENE T,
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AR

@ IS Express D7’ OEAA AR Al, BE, Visual Studio Y REHEEE D
O7O7ZLhsEFBENET, LROI—HYREZHEZRELEREF. Chsn7'O
I LZBEBHLTKEETY, I—YREZRER/ETHAICETEhTVWLETOY
Z Ls(Visual Studio & &)k, RIEBZHE L T IS Express ZEEL TVWD &Il &
TNDT, TD IS Express TRARENZD T 7T —23a Il I—2 12 MFEKA
FhIBIEhFEL A

Fh, I—"YREZRERETDE, TOI1—FHFEHIZELTONET T T IIT—>
3> TContrast 7O7 7 A A O—R&ENB LB ET, Contrast A7 745
(&, IS UAB KT IS Express MADTOEAN SREICTEY FEIET,
Windows Tl&, Z’O07 74 5 DLL OF X Y F4H Windows f R ROJTIZ— XV
t—ELTREBEEAETH, COIT—REFERLTBVLERA,

Azure D774 —> 3> T.NET Framework IT—> I NEEH %

Contrast .NET Framework T—2 T > K& L T, Azure Virtual Machines (VM), Azure Cloud
Services, Azure Mobile Services, Azure App Service (IH Azure Web Sites) TR{T& hd ASPNET 7/
DT—23>z@mTEET,

Azure Virtual Machines T.NET Framework T—2 I RN EA M=) TD (2 :

1. BEESHVY) Azure VM £ 1& Azure Cloud Services Y R 7Y 7L, REXNRO ASPNET 77
Dor—2arez77040F7,

2. ContrastWeb 41> Z—7 I 4RO 4> LT, .NET Framework T— I RO ZIP 77 M) %

AJAO—RLET,

Azure VM E 7= (& Azure Cloud Services 1 VARV AL E—RNFRAIRNY TE#HELF T,

4. NET Framework T—> I 2 MDD ZIP 77 A4 )%, Azure VM FEJz1& Azure Cloud Services 1 > A
RALAE—L, T—HA 7 =2BRLET,

5. .NET Framework T—> I > KD A > A N—3(ContrastSetup.exe)2RITLE T,

6. F7Ur—>a>aBETSE, Contrast TN TTHIhET,

w

E>k
@ Azure App Service(IH Azure Web Apps)TA > AR—ILEITSHBEK, NuGet
(174R—2) A Azure Portal DHLRERE (170R—2)ZEAL E T,

Azure Service Fabric T.NET Framework £/ (&.NET Core T—> x> N2 EH

LK)

AT FARXR—DRFERATZDEERE,. AT FTICAVAR=IL (1TIR—=)FTBDFIRICHE > TLSESL,
5 TRHERWVWEHEIE. Azure Service Fabric #—E AIZ Contrast .NET Framework % 7= {&.NET Core T—
DIVRhEEBMULET,

B>k
A2 RTOVOERITH—EADEZE . ServiceManifest.xml 774 IEHFR LMD
Azure Service Fabric 7O T U ~Nfl, sfproj 774 I)ICH Y ET,
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1. BYBENGet Ny T—2 7Y —EADXAV 7O I INIAVARN=ILET,

« .NET Framework M4 : Contrast.NET.Azure._AppService 24 > AR—)LLE T,
contrastsecurity 74 LA ILHZDZITRNTOT 7 A, Z7ONTAHFICEREENTVIHE
FHYNVET,

+ .NET Core M354 : Contrast.SensorsNetCore 24 > A~M—)LLET, contrast 7 %)L
HICHBDINTOT 7ML, 7ONTAHNICREENTVBIREN HYET,

2. ServiceManifest_xml @ ServiceManifest/CodePackage/EntryPoint/ExeHost/

- =N

WorkingDirectory % CodePackage IZE8REL £ T,

<CodePackage Name=''Code' Version="1.0.0">
<EntryPoint>
<ExeHost>
<Program>DemoNetFxStatelessService.exe</Program>
<WorkingFolder>CodePackage</WorkingFolder>
3. ServiceManifest.xml TREZHZERL T, 7O7 745 Z2EBELET,
« .NET Framework O#B4 :

<CodePackage>
<EnvironmentVariables>

<EnvironmentVariable Name="COR_ENABLE PROFILING"™ \
Value="1"/>

<EnvironmentVariable Name="COR_PROFILER"™ \
Value=""{EFEBS8EEO-6D39-4347-A5FE-4D0OC88BC5BC1}" />

<EnvironmentVariable Name=""COR_PROFILER_PATH 32" \
Value=""_\contrastsecurity\runtimes\win-
x86\native\ContrastProfiler._dll" />

<EnvironmentVariable Name="'COR_PROFILER_PATH 64" \
Value=""_\contrastsecurity\runtimes\win-
x64\native\ContrastProfiler._dll" />

<EnvironmentVariable Name="CONTRAST_CONFIG_PATH" \
Value=""contrast_security.yaml"/>

+ .NET Core DiF4 :

<CodePackage>
<EnvironmentVariables>
<EnvironmentVariable Name="CORECLR_ENABLE_PROFILING"™ \
Value=""1"/>
<EnvironmentVariable Name="CORECLR_ PROFILER™ \
Value=""{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}" />
<EnvironmentVariable Name="CORECLR PROFILER_ PATH 32" \
Value=""contrast\runtimes\win-x86\native\ContrastProfiler.dll"/>
<EnvironmentVariable Name=""CORECLR_PROFILER_PATH 64" \
Value=""contrast\runtimes\win-x64\native\ContrastProfiler.dll"/>
<EnvironmentVariable Name="CONTRAST CONFIG_PATH" \
Value=""contrast_security.yaml"/>
4. XoWwTFhHhT, I—-CIRNERELET,
s YAMLBE7Z7AN . COT7 74N EY—EAOXA> 7O T I NIEBMNLET, 771D
TONT AN, CRETAhTVWBRZEEZBRELTLKEET VY, UTOKSIC, 771 DOBFI%ERE
ETRRELH%Z ServiceManifest.xml ICEBMLET,

<CodePackage>
<EnvironmentVariables>
<EnvironmentVariable Name="CONTRAST_ CONFIG_PATH" \
Value="'contrast_security.yaml"/>
s MBEW: UTOLSIC, REZHZ ServiceManifest.xml (CEBMUET,
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<CodePackage>
<EnvironmentVariables>

<EnvironmentVariable Name=""CONTRAST _API__URL™ \
Value=""https://teamserver-staging.contsec.com"/>

<EnvironmentVariable Name="CONTRAST__API__ APl _KEY' \
Value=""aBcD0123""/>

<EnvironmentVariable Name="CONTRAST__API__ SERVICE_KEY"™ \
Value=""ABCD0123"/>

<EnvironmentVariable Name="CONTRAST__API__USER_NAME"™ \
Value=""agent_123@Team"/>

5. BEESHV). Azure Service Fabric 7 7'V r—2a>#F7O4 L% T,

.NET Framework T—> I NO7O77PASFI—>
TOA77ASFI—22FERATRE, N7 A—XAY—=ILP®APMY =)L ED, NETZ7A7745
I—IREHEBETNET Framework I—2 I KRB ETTRENTEET,

Contrast .NET Framework T— T2 Nk, UTOZ7A7 740V = )LEDEBREZETARNB KT
FIAEEA T,

ZO7740>7Y—) BIEE/NN—>3>
AppDynamics 4.5.18.1
Dynatrace OneAgent 1.253.245
New Relic 8.23.107
J/N—~Y R SteelCentral Aternity APM 12.9.0
Datadog 2.35.0

5D

S FofO7O7 74TV —=)LTE, CLROZOT7 74 API ORBIICELRL TH
V. 7077 AV IRECHIBHREMHNEVEER. TV IV REZOY )L
LEBMN BB TEEN B ET,

Z7A77ASFI—2R&, F7FILRNTREVCE>TVETS, Z7O77ASFI—2Z8MICTSIC
l&. agent.dotnet.enable_chaining 77> 3> % false IC¥% &S, NET Framework T—> T
VREBRE (17IR—=)LET, FIREF. ROKXSICYAMLEREZFEAL TEETEET,

agent:
dotnet:
enable_chaining: false

BRENZETLES, I-2I N 2BRBIZIMENHYET, BB TS &, Contrast NET
Framework T— T K&, IS ICEFE A TVW3H07O07 74009V —=IIOEEZHEBNICKRE
L. Contrast NET Framework T— I NEY—RN—FT 1 OEEO7O7745%20—RTB&LD
RIBEZBRLET,
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BER
0 TO77ASFI—VOERAFECSLUT, ATOSFIBICH> T W,

« IS :
HB—RN—F1OI—>T %42 ARM—=)LLTH S, Contrast NET Framework

I—CIRZAAR=ILTLSEZL,

(P—RN=F1OI—> 1> NDOHIIC Contrast NET Framework T— T K& A
VARN=I)LLU EBEE. Windows H'—E X T Contrast.NET Main Service %= B2 &)
TRIMBENHYET,)

. 1IS B4 -

RTO&SBTFZVT—23>T7O77475FI—22ERALTVWREE.

agent.dotnet.enable_chaining 77> 3V IF#MEEL XL A,

s UISBATHRARNENTWBR T U5—>3>

s VAN =INENEI—CIMNTREL)Y—RN—FAI—-SI2D
Nuget \v 5 —> & ERTBT7UT5—>3>

LFRICEETRESE. 70774020V —)L0O CLRRELHZ

CONTRAST_CCC_CORN—=—23VICBEEMATLKEZ V., UTOREZEHAFV

ThEBEBRZIDHLENHYET,

TEFTXNELEHE EE#
COR_PROFILER CONTRAST_CCC_COR_PROFILER
COR_PROFILER_PATH CONTRAST CCC_COR_PROFILER_PATH

COR_PROFILER_PATH_32 CONTRAST_CCC_COR_PROFILER_PATH_32

COR_PROFILER_PATH_64 CONTRAST_CCC_COR_PROFILER_PATH_64

R, CHRAOREBEET 7V Tr—>32ICE&hE T, BEOEY N7 Y TFIRZE T
TLEZEL,

* Azure App Service M Application Insights :

/N—>32,20.9.3 &), Contrast .NET Framework Site Extension (&, Application
Insights £ D E#RME Y R—KNFT B &S I(C%4& V) F L Z(CLR Instrumentation Engine
(CIE)ZfERA),

Contrast.NET Framework Site Extension ¢, Application Insights Z#EH 3% =% (C
BMOBRERSEHY EEA, NETFramework T— I RNO7O77 14 Z1,
(Application Insights A"E&IZ 7% > TV 75 £ OEH T)Azure AppService 1 >~ A X
JATTATTFAV TV =L ELTERENTVBFE.CIEICL>TAO—REh
9,

NETI—- I RNIVARA70O0-5

BEE

NET Core T—> TN 4.0.0 B KU.NET Framework T—> T > N 51.0.0 &t),
Contrast NLA P77 UTr—>3a > & NETI—SIRNIVATO—JICEEHAE
L 7=,

NETI- I RNRIVA7O—Z. NETCore I—2 T RBKU.NET Framework T— I KD
BERRICEIIBMEFTRERRIZDTIIVIT—23 T, COFTVT—avaERTDE, T
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—S IV MREBYCHELTVA A EBRBTEET, HEI—V IV MNERIICAVAR—ILL
ERICTRAEE W,

I-2IVRNEAVARN—LTRE, COTTVT—232EA VAN ENET, BHFOEENT
—JIVRNEAVARN—LLIEBRER. I-2IVRIVATO-FOA VAR AR DEFAVRA
R=ILEh&ET,

TSI NIVARA7O0-FAOF €A

NET Core T—> T MNA.NET Framework T— I REAARN=I)ILEE, I—-IRIVA
7°D-5®74:|>(@)7§“‘|\|/’f(:§/1'_\é hNEd, PTAOA2H(0VY0FdE, FTUG—>23avn
HEET,

IT—INIVA7O—-FTOER

I—>IRIVA7O0-ZIC@F. UTOBBIRRENET,

« Summary(H}<1)—)
(_: COI"IE]"EIS‘( Bl Summary @ Agents B IS Express @IS

Good afternoon!

W AST walihimes v 1o the Agent Explores, a3 madgical poral 1o look info the depths of local running agents

N 2
\M_,/ ‘hi’ 1, 7841
I135.1 131
Totw moubes Enproyaes
COAYDIAR—RICEF, I-PIVRNORT—2, BEOHZDI—INOEE. L—NAONL

VIORE, I-JIVNIHATAIBMELANIILOBEBIRRENET,
« Agents(ZT—> 1T N)
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(: Contrast B Summary @ Agents  [@IISExpress @IS

< Return Overview Configuration Advanced information Agent specific metadata

m DotnetCore5 .NET Core NET 5.0.17 5152 19 minutes ago

532188 19.9.0.0 x64 1321/1354 assess  protect  inventory

@ D:\Development\dotnet\dotnet-agent\testsiintegration-tests\DotnetCoreS\localAgent . yaml

@ C:\ProgramData\contrast\dotnet-core\logs

Configuration
Name Value
enable true yamkconfig
api.url https://teamserver- com yaml-config

CNDARTIZIE, NETCore I— T RSB KRU.NET Framework T— T NOBRERRICET 315
WARRENET, Configuration(FRE) VI VICK, BEOBENIfr RELTVWS LRI —DI
PRIVAZ7O-—FHFRALEBEIC. XY E—INFRRENET,
Oveniew(BE) 0> a2 IlHBD VU IONS. I—2I 0 MOBRE77ZAILNYAML 7 7 4 )L)ICEET
DERTBIENTEET, FICAYVO-ILTRE, I-SINOREANS. FHBEHR, v 3
UXBRF—ROBEBRBEENRRENETS,

* IS Express
CDARTIZIE, IISExpress TERITENTVWB Web 77U —> 3> ORBHRHIRRENET,

< IS
CORTIZE, ISH—NTETENATVWEI Web 77T VT—2 3 OBBIRRENET,

.NET Framework Contrast NL 1

Contrast NLA ZHR—KITBDI—IOMOREOD/N—23 2, 5000 T, ThEYEOI—
IVMON—=232TR, Contrast L= T KNIV AT O—7 216R—2)Z2FERALET,

NET Framework Contrast kL 1 &, Windows > X7 AL KL A4 77 \)r—=< 3 > (ContrastTray.exe) T,
I—JI2hORECEIZDFEREBELRILTRRLET,

p= ot

S Contrast 2 AL TCF7 77U —2 3> #9582, NET Framework Contrast b
LAZRTITRIHELEHY EBA, Contrast NLA Ik, IT—=2 I MDAT—2 A
HERBITDLHETOEDTT, BICFUICI—I O hEA VAN U EERE
EWL, I M ELKEHELTVR D) EHERTEERT,
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| contrast.NET Agent Status 7 >

Action 1S 15 AppPools 1S Express  Console
Application URLs  Last Activity ~
| | ASPNETWinAuth
|| AuthTest_vd_x64_IPM
| | Authz TestCustomMName
|| Bufferless\WebApi
| | CoreDotnetd_v4_x64_IPM
| | CorePolicy_v2_x86_CPM
[4| | CorePolicy_v4_x64_IPM
| CorePolicy_v4_x86_CFM
| | MiniMve Site
(] | MvC4_va_x64_IPM
|

| | MvcEFCore

- =22 e e a3

11/09/2020 08:58:11

11/09/2020 08:58:44

=0 == I . [ [ === =

app.contrastsecurity.com

OAgentWindnws Service O Contrast Ul C} 115 Sensors O IS Express Sensors

Contrast NL A ICRUTDAT—RAL DT —BHFHYET,

- Agent Windows Service(ZI—2 I > h® Windows #—E RX): Contrast Service "IEL L 1 2 A ~—

LENTETEATVRE, REIRITLET,

« ContrastUl: T—> T2 M ® Windows H—E AN Contrast Y —/NEBETES &, RBICATLE

T, BECARIZHE—MNEIS—E. 7OFORENRY TY,

« IS Sensors(ISTEH—): ISTHRARENTVWR TV Tr—23a 2 IlI—J T M ELLSERKIA

Fhae, BEIRALET, BRICRTIZEERE. 77U Tr—>3 2 ICI-210 MEEHRAE
NTVERTHN, ISTHREZOT 7V T—>3 2 O0—RENATVEVWIEZRLET,

IIS Express Sensors(IIS Express 2% —) : lIS Express TARARNE N TWA 77U —>a>H0
—R&h, Contrast T—=2 IV MAELKA VAR =IENTRTEhDE, REIIKITLET, &
BILAJTRZEER. T7Ur—>a il Contrast T—J IV NRFELLK A VAR =ILENRTVET
#. ISExpress TEETOT 7V —2aAO0—REATVWEVCEERLET, FEORIITE.
IS Express TIRIBEBNRET N TVWEVZEZRLET,

Contrast NLADERT#BIRT B L, FHBBRIRRENET,

Action(7 223 2): NET Framework T— IV N ZFERATREHOI—FANOERIBMELARI
TRRENET, CCTRRENDERE, I-I 2 NOREIZEYEDYET, flzEE, IT—2
I N Contrast H—/NICEHFETERVIBA . Action 7 ICRR IS —OHMBEREBEEBRT DS
EFRRENET,

NS: IS H—/NTEFTENTVWERLTOWeb 77U =3IV —BTRRENET, RREhBDT
TVT—=2a> Bk, DAZRLOT 7 )r—23a 0 F%78E 179%—)ULEVRY ., UISHAT TV
—2 A EBANTZIEHICERATEITIAVTFTRAERLEDIZEYET, URLFIICIE, T— T2 R
F7)5—2arTBRALEI-Z—0RBURL(VIVARNI I RZEETEV) DSBS RRENET,
Last Activity(B B DT VT 1 EFT )FICIE, TOTF7VT5—>3 2 ICR/UTI—2 I M REBICHE
WLEVIOIANOBENIrRRENET,

IS AppPools(IS 77U —2a> 7 =)L) ISH—NLEO£TOT7FV5—>3a> =)L —¥8T
RREhES, EF77VT5—23> 7= )OBROFEMT —FT70Fv¥. N1 754 >2F—RK, CLR
N—=23> ID)VEBRTEET, T, COT7TV5—>3a>7—=)ILOF 7 ) r— 3> H Contrast
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THRITENDAESHERRTEE T, IS T, .NET Framework T— I N7 ST —2 327
—ILDOT 1IN R—ZEE (220R—I)TEET,

+ IS Express : IS Express TETENTVRE2TOWeb 77U —2a A —ETRRENET,

+ Console(J>Y—JL): Contrast NETIT— I NOBBEORNS TN 1—NIKRID, AT—RA
RITT—XYE—INFRRENET,

NS TPV —>arr— )\ eERT3

NETI—I R, ISICFZ7O/4MENTVWAELTOASPNET 77Ur—> 3> ICEEMNICHEAMA
EFnEI, NETI—2IVRFA2VARN=)Eh, I—=22 2 MNONY D957 RO Windows H—
EANERTENTVRCENBREENDE, ISTHRARNENZE2TOT77UT—>3a>ic/LTI—
DIVKNNFRIRAENET,

DATO&rSBEABELCKY), —BOTTVT—230TI—CJI 2V MNOEKIMAKERRAILTE &
ELETEEXT,

c WDADOT7UT—23>ik, EFIVTFAXRTSATSVERENETZIHEN TV
s FTVT—=2a B3 —NCUY—ADO&EHKFHZDH. HD WV E Contrast T— T2 M EHAHIA
LEHICEMONT =X ABHFETEZWV

IS THRAREND Web 77V Tr—avik, P7U—23a>7 =)L TRAIEhET, 77U 5—>
AVONETI—2IVNEEBMICTIUENHDEE. TOTTVT—23 0 RTENhBD 7707
—2arvT— )L EER (220k—J)LET,

BEDTTVT—2 2V RTENDTTIT—23 20T EeREITDHEEI 2B ET,

s AVBR—RYPMNATAX—=3 Hb—EA(IS) Y{X—I ¥ —
wwindir¥%\system32\inetsrv\InetMgr.exe AX > RZFEHAL T, ISYX— v —ZREBLF
T WROWeb 77VT—>32%BRL, BEREZBRLE T, 77VT5—>3>7—)LE%
RKIT1—I)LRAKRTENET,

* AppCnd. exe
EREERN HD5EF. cnd.exe ZRITLET, C:\Windows\System32\inetsrv \ZBEIL £7,
appcmd list apps EARNTRE, FFVT—>2320—BLEFNENOT TSIV 5—23 27—
IHFRRENET,

+ Contrast NET O%

Contrast NETI—S I hNE2BBLEDS, 77UT—2a BELET, TLTAIFLI B
DICBEL £F, Windows DFE. C:\ProgramData\Contrast\dotnet\LOGS IZBEBL £9, RFOS
O7 7 4 LAY (XXXXX_Profiler_[AppDomain]XXXXX[XX].log)#E£3., 77V r—>3a>7—)
#lx. ApplicationPool Name THEZTICHV ET,

F7Ir—=>3a>7—)LOEREFTIAN

EBFVARNEHFAVANE, F7VT5—2a> 7= )LBICESVTREREENET, 77V r—>a>v7
—)LOEBIJANEFATVANIGE, *EVAMILRA—RXFELUTHEATE LT (AppPool ™,
AppPooll X° AppPool_arb Z&E—HLET),

AAVARNE, EBRVARNKWEBEENET, MAOVARNER/LEIT TV Tr—2327 =)Lk, #
MEhFLA,

BEQOT7Vr—23a>0I—C10 NEEWICTBICE.
C:\ProgramData\Contrast\dotnet\contrast_security.yam/ T, agent.dotnet.app_pool_denylist 7
T2aAVICBIEOT IV T—23a - EEBELET,

# Comma-separated list of application pools ignored by Contrast
agent:
dotnet:
app_pool _denylist: ExampleAppPoolName

IS TRARNENBT T UT—S 3V TREDT 7 UT—2 3 C0HI—Y IV NEEHICTHI
F.BEOTTIVr—23>7— )OOk ERBITT &S agent.dotnet.app_pool _allowlist %#3%
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ELET, P7VT5—23>7—)AFAVANCEEENATVREE, I-2I NE—HT2T—
LWEBFLET. HOTTIVT—23a A0 BEHUEEA,

BEOT7VTr—23a>7—LICO&I—2I O NEBMICTRICE.
C:\ProgramData\Contrast\dotnet\contrast_security.yaml T, agent.dotnet.app_pool _allowlist
A7 VICBREOTTIVT—>3 7)) 2EBELET,

# Comma-separated list of application pools exclusively profiled by Contrast
agent:
dotnet:
app_pool_allowlist: ExampleAppPoolName

B>
BEMICOVTIE, YAMLERE 61— 28RBLTLEEW,

.NET Framework & KTF.NET Core DFL X K1)

NET Framework T—J I RBETNET Core T—J I MNE, FLARNUZEGERAL T, EAKRIC
BI27F—RZWNELET, TLANVEFE, I-I O RNEEHKIAAET7VT5—>3a>TcI—o1IY
ROEVH—AERAOICO—RENLEEICNES O, TOREEHHEEBE)ICIREETLET,

BHTE, BFEEOTTAND—FEEICAY (48— THBIEEATVET, COTFLARNIK
BElk, P7UT—23>0F—322ZRETHEOTRHYEFEA, T—REERILEThTHS, B2IC
Contrast ICEBEENET, TLT, ENETNETF—REBESLENTRES N, TUOEANHRELE
To WEEIET—REE, 2T1FRICHIBRENET,

TLXNUBBETREZNZORE. ATOF—2TT,

I—>JIrvhoN—>3Y T—&
.NET Framework 2020.8.3 L& I-JIhON—=>3Y
ARL—TF AT RATLEN—23Y
I-2JI2RMAAVTFATETEATVRHLESH
T—2 1> NA" Azure App Services TRITENTVB A ES D

NY 2 AbENEXTFT AT T I 2AFEMAC)T RL A : BES{K(SHA256)
Ehiz, EEO—E4&Y>>ID

H—ILON—=T 3>

7Ot ADORTER

Assess "B TH B A ESH
Protect Y B THBH ES N

.NET Core 1.5.15 LAf#

.NET Framework 2020.8.3 LAf#& NET
Framework
L PN
n)N—> 3
>
NET Core 1.5.15 L& .NET Core
FUBA L
n)N—>3
>
.NET Framework 20.9.1 LA[& Contrast 1 Y ARV AN SaaS A AV 7L T ARTH B H
.NET Core 1.5.17 LAp&
NET Framework 20.9.3 LAB& CLR Instrumentation Engine (CIE)® i F IR %
NET Core 1.5.19 J{i# F7VT=2320T7L—LD—7
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I—-JxI>bhON—>3>

NET Framework 20.10.1 L%

.NET Core 1.5.20 LAp&
NET Framework 20.10.2 L%

NET Core 1.5.21 LA[&
NET Framework 20.12.2 L&

.NET Core 1.7.2 A&

NET Framework 21.1.1 LAB&

NET Framework 21.1.2 LAf&

.NET Core 1.7.5 L\f%
NET Framework 21.4.2 LAB&

.NET Core 1.8.4 LA[&
NET Framework21.7.1 LAB&

.NET Core1.9.7 LA

NET Framework21.9.2 LAB&

NET Core2.0.1 LAf&

F—3
E#ELTWR7O774U2TY—)L
Z7OEADKRAT 4 T E—R
CEZXATA77A77457Y O DERRR

F7 AL NUAAOEAEEENTVWRRESR
EMCENTWVD Assess IL—ILB

I—-2I2hO7A7742KR—%2 M LENDETICRBL
=1

IT—>1I2 KA S ContrastWeb 1 B —T7 I A ANDEKIADI) IVITARNE
TICRIBL -5

I—2I2hNO7A774Z0R—%2 NI ENDETICRBL
bl

T2 NOMHBEASBRAO U ITIARNIKRTIRETICRBL L&
&

IS THRARENTWART VT —> 32 ICHY20EME :

- BHTPIUT— K

- BINREBBT VT —Y 3V R(FT VT2 3 OFAMEE AN
THRE)

- CLRAOFTUT =3V T— L TRARENTWAB T T U —S 3>
B

- CLRZDTFUT =327 —LTHRARENTWB T U — 3>
5

NISOF7Vr—2a>r7—)LICEYT2HEE :

- BFH

s I-SIVKNIERENATVEH
« CLR4 O¥K

+ CLR2 0%

BRMOT7VT—>3a>7—=)LTOT7VTr—>3 > o0&
BMOT 7V Tr—>3>7—LTOT7VT—>3 > 08AE
ETCOFTVT—23> 7=V HBBT7IT— a2 BORRE
Protect D&I)L—)LOE—R#HI, BERPTOv D)

I—>zoh0tE Y —T0—RATAO—EhF vy FEhicfis, OU
XV tE—, BIARAT, BIADXY E—, System XY Y RE KT
Contrast XYY RODARYIKNL—RATL—LKE,

« TORRTF—FF5F v (x86/x64)

0S 7—F7 4 F  (x86/x64)

Azure App Service IZB ITDUATOREZHROE :

« WEBSITE_PHYSICAL_MEMORY_MB
« WEBSITE_PLATFORM_VERSION

« WEBSITE_SKU

YAMLBRE7 7 AN ZFHIAALBFERBEERTEELENA, 7%
NOBFT, P7U5—>3a>F4LIKNIBE)CETZHHA

FLXARNMEERELETS(C(E, CONTRAST AGENT TELEMETRY_OPTOUT & WS IBEZLHKIC 1 £/-1&
true ZREL TS EE L,

FTLXRNDDOF—ZRE, telemetry.dotnet.contrastsecurity.com lIZZE\ZEFENET, XY NT—DL
RILTEBEZ7OVYITBET, TLANUBEZFELTDEETEET,

NETCore T—> I BN

Contrast NETIT— T2 RNk, I—HH NET Core D Web 77U —> 3> 2 BETHROTTUYT
—2a>HEEBITLETS,
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ARARNZORAICTO7 74V JROREBEERX T 7V r—2a 088707 74 IILNREENLD
. I—CI2RNEBEBMIIC ASPNET Core 77 Ur—>a > It B&IATENET,

Contrast NETCore T—Y I RNE 2 DOOVAKR—FRURTERE I, EE585ET77UT5—23aveER
C7OARNTEHELET,

« NET7O7745., P7UT—23 &2 TERENDEF1 )T 1 BED API &7 DOMKIFE
f&IC Contrast £ H— 11— RAOFTHELZEMTDET, FFUT—23a 2V ICHBAEARAENET
(IL Weaving £ &EFFEFNET),

s Y=, EFIVFABER. T—FTIOFYBER. SATSVEREZRELET,

NET Core T—= T hEA 2V AR—=)L (225—D) ks, A=A T7Vr—a>2#RT792K
. I—2 N0 —pTF7U5—>3a> o154, T—FTFI0F v, SA4TZVICEAT
PEBREWNELEFT, I— IO MIKDBETFERIE, Contrast Web 1 X —T7 I 4 ATHRTESE
T, I-IVRNCRE, 25509 R—MERT Y /OD (2238—D) &2 AT LEH (2248 —2)TH
ELET,

.NET Core DY R— R NRHKRFo /O
CHOI—I TR, AToFo/O0 %9 R—NLET,

Fo./02 HR—MRRN—>3> fwE
FTUT—% - ASP.NET Core(3.1.x. 5.0.x, BREYHR—N :
ED AN 6.0.x. 7.0.X)
=Y « Model-View-Controller (MVC) ASP .NET Core 3.1.x, 5.0.x
* Razor Pages HR— KRR -

+ .NET Core % /=l& ASP.NET Core /N\—> 3> 2.1 L&l
+ .NET Framework (Windows)% 7z l& Mono (Linux/Windows) £ T&{E
¥% ASPNET Core 77 Ur—> 3>

TUBRAL « NET Core 7 &1 A : 3.1.x, BEYR—B :

5.0.x, 6.0.x. 7.0.x

« NET Core 8—4*Y R 7L —A NET Core 5> &4 L 3.1.x, 5.0x
E HR— R -
* netcoreapp3.1
> net5.0 « SUBRALEYEEE/N— 3> DO ASPNET Core 77U —%
* net6.0 3> TORIT(HI.ASP.NET Core 5.0 2389 5 .NET Core 3.1 T
* net7.0 BALDT7TVT—23 R E)

« B89 % ASP.NET Core D/N\— 3> £ VN IILEISEIRL 1=
B—=TYRNDT R LN —BLUBEVWNET Core 77U r—>3a>

THET
Windows Kx.NET Core
Windows A~ + Windows Server (LTSC) (x86, 64EY RIRATATR, I—2I 0 EFALTREY N4 E
L—74>7 x64) : 2012 R2, 2016, 2019, YRNOBEEDWeb 77 )T —2 3V 2B TEET,
AT LA 2022
- Windows Server (SAC) (x64) : YR— bR
1809, 1903 _
+ Windows 79— AF—>3> * ARM & Windows
(x86. x64): 7. 8/8.1, 10
H—=NI2F Kestrel, IISHttpServer HR— MR -
j_
Http.sys (IH WebListener)
KAT 1429 I T7HRARN, IS, IS Express
a5+
Linux OS fR.NET Core
Linux AL + Ubuntu: 18.04 LAf#(x64, ARM64) H#R— MRS : Red Hat Enterprise Linux 6
—TATY + Debian : 10 LAB(x64. ARM64)
AT LA « 0penSUSE : 15 LAB&(x64)

+ Alpine : 3.13 LAB#(x64. ARMG64)

* CentOS : 7(x64)

* CentOS Stream : 8(x64)

+ Red Hat Enterprise Linux : 7 JAF&
(x64)
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Fo./02 HR—bRHRS—D3> W%
H—N3A2F Kestrel
j—
RKATF AT EILT7RAN
a7+

0~

« NETCore22 &, NETCore IT— I RD/N—23>2 1520 BAETREYR—NE
NEHA, NETCore22 Z#ERAL TVWREES, 77U —>3>®O.NET Core T
BALBTYTIL—RETBDETIE., NETCore I—> I RD/N—2321.5.20
Uein&tEnzEALTSEEV,

« NETCore I—> I hD/N—232199%%€ 2T, NETCore2.1 DHR—K%
BTLULELE, NETCore21 2FRALTWVWREHE, 77U —3 >0 .NET Core
SUBRALETYTIL—RIBETE., NETCore I—> T hON—23 Y
199 UHINENEFAL TS EEL,

« Microsoft l&. 2022 F5 B 10 BZ £ > T.NET5.0 DHR—KNEHL T L, 2022 F 12
A13BZE2TNETCore3.1 DHR—KRZEKRTLEL L, NET5.0B K NET
Core 3.1 ICB§9 % Contrast D R— K&, NETCore IT— I hON—23 Y
3.00ICLZRENZYR—NERET, Contrast DIEEHR— N TlE. H7R—b
KROEBN—2aTBRUEBBENAERRALET, BEVOTTVIT—>
AENETDOYR—RFR/N—23 TV TIL—RIBEEZ@MLEELE
g,

y=3-o
S NET Core T—2 T2 Mi&, System.Runtime & kT ASPNET Core ZZ 8L TV
WFP7TDr—araEdR—RNLERBA, EE.I-SIMBRELTVWR 7T
DEIAVNASHRNIATZUEMEI DD . IT—JINENIS T hizEES
SEREBEOTFTOA4EERTHETZTAILESR—RLERA,

.NET Core D AT LEH
NETCore I— I REBEAARN=—ILTDHEIZ, UTOEHZRLELTVWA CEEZERLTLSES
(AN

« H=—N\NOBEBEZEERNI HY). TOHY—/\E Contrast DHR— M FR (223—IN)THD &,

s RERROT7UT—23aroFF7O4cnTHEY, TOWeb 77U Tr—>223 200570 /02
Contrast DY 7R— KRR (2238—T)THD &,

+ Web H—/\H Contrast ERXY RD—9 TEFEENATWD L,

s H—N\HFREROBEHUUTICER)ZF -LTWVWD &,

B ER b ) #E
.NET Core @ 3.1.X.5.0..6.0.x 2.1,
N—==ay 3.0,
3.1
CPU 4B L 2
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=i ¥R B0 #%

XEY 8GB Lk 4GB Assess TI—Y IV RERTTRICE,. REFROTF7UT—3>nx
FEUEBEHNFBLEF2FICEVET, I-PI 2 RNFAVARN=IEhTWY
BOWBBIC. 7TV —2a 0 MERTRIAXATIREXTUREOESLT
THIDENFHYVET,

7Oty 40 -« 32EvY 70O NETCore IT— I Nk, ARMAR—ZADO 7Oty H(#HIZE. Apple M1

T—*F70F 4 7Oty EERLEDATLEZYR—NLTVWEBA. COHIRICE.

v - 64EY RO CNSDIYATALENDIVTFFATOI—SIVNOERAEEENET,
140

.NETCore T—>I2RMNDA2ARMN=I
NETCore T—> IV REAARMN—ILTDICE :

1. I—2I2hOOAVR—ZFRNEY—NOTT7AINATALICEEERT,

2. NETSUERALNF I NOTO77A4A5A0R—ZF 2 MNE0—RTDERSICREEHEZRR
ELET,

3. BEEBWICTIUS—>3a &KREL., Contrast TP 7V —2 3 ARBBEhTVWB L 28R
LEY,

MATIREICEDET, ATOVWThIOA AN FEEFEALTSEEZ W,

o FEAAN—)L (225/4—20) (Windows, Linux F 7z (& Docker TEITI2 I THRAN Web 771
T3 EFERTBEE)

« ISANET Core T—Y TV hDA VA R—F (2324—2) (IS #EAL TV 3BE)

» Azure App Service (230R—72)

. NuGet (229 —)

I—>212hzZBBT7Y7TIL—RIBICE, TPV TIL—RY—ER(17TTR=2)OF
7aveEEMILET,

NETCore T— I NEFEITAIVAR—I

IS THRARENTWVWD Web 77T =232 EALTVS, £ L <. Windows, Linux, Docker
ETELTRARNDWeb P77V T =232 #RTLTVWRBER. COFETNET Core T—I 1
A AR—=ILLET,

p=t-e
S AT FANDAVAN— I EMICBEZTESEN HY) . AETOFIENF SEZEORAR
HICEDBVATEELEH V) £T, Docker TOAAR—=ILICO2VWTIE, C550RE
ZZRLTLSEZL,

BT S HIC
AT LEHN 224N —NETGR—MHRT I /O (2238 —2)ZHEBL . 1 VA RN—ILA A THRIE
BNT#—RAZBSNIRRETHI N ZHBL TS LEE L,

FIE

1. ContrastWeb A 2 —7 I A ADELTHRBEREBZRLET, FFUSG—>a3a>n0h—REE
IRLET, .NETCore #iZIRL., NETCore I—>IVREATIVO—RIBUIEBRLE
ER

2. WebH—NEDOFALOVRNUT, FOO—-RLEZIPT—HA4T#HI,

Contrast. NET.Core_1.0.1.zip)&fRRLET. TALIRKNVICEK, PTUT—23a> 7oA T3
DICTDBERZEFELTSEE L,
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3. T7UT—>3ao7O0tACROREERE

B

A iE

LET. CRAOARL—FT 12T ATA

(Z1# L 7= CORECLR_PROFILER_PATH OEREZIEEL £9 . <UnzippedDirectoryRoot>% 7 —7
A17F4LIORNVICBERZAET,

 Windows

MRER
CORECLR_PROFILER_PATH_64

CORECLR_PROFILER_PATH_32

CORECLR_PROFILER
CORECLR_ENABLE_PROFILING
CONTRAST_CONFIG_PATH

™

<UnzippedDirectoryRoot>\runtimes\win-
x64\native\ContrastProfiler.dll

<UnzippedDirectoryRoot>\runtimes\win-
x86\native\ContrastProfiler.dll

{8B2CE134-0948-48CA-A4B2-80DDADIF5791}

1

<path_to_contrast_security.yaml>

BE

o BEUH—/VT, .NET Core T—> T M & .NET Framework T— T N & 24T
LTW3E4E, CONTRAST CONFIG PATH A7 a>AEmANDI— T2~
OO—RNA BOR—DVEAEhET, FLI—2 I MIFNLUTEBIO/NRZ
BRATZICE, ROAT2a>&2FRALTTF—2TFALINIEERELET,

+ CONTRAST_CORECLR_DATA DIRECTORY
+ CONTRAST_DATA_DIRECTORY

¢ Linux x64

BRIRTH
CORECLR_PROFILER_PATH_64

CORECLR_PROFILER
CORECLR_ENABLE_PROFILING
CONTRAST_CONFIG_PATH

<UnzippedDirectoryRoot>/runtimes/linux-x64/native/

&

ContrastProfiler.so
{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}

1

<path_to_contrast_security.yaml>

¢ Linux ARM64

RIML B
CORECLR_PROFILER_PATH_64

CORECLR_PROFILER
CORECLR_ENABLE_PROFILING
CONTRAST_CONFIG_PATH

<UnzippedDirectoryRoot>/runtimes/linux-armé4/native/

&

ContrastProfiler.so
{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}

1

<path_to_contrast_security.yaml>

4. FTT7VT—2320F20 A LD—FHFURTONRICTIEATER L ZHRBLTSEE L,

NA
.NET Core T—> I h® YAML
246/ —T)ADINA

<UnzippedDirectoryRoot>

30
I-YIvh%E
B
T YA R=)L,
DL—RFAL
SRY, I-D
TV RNAF
B

NAZI A XATHE
7, FRIBZH CONTRAST_CONFIG_PATH Z&&

b

R
R
v)

=

AIC

)
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NA & NAZI A X[ e &R

+ Windows: %ProgramData% Contrast T—< T, REZH i
\Contrast\dotnet-core\logs I>hNOJo7 CONTRAST_CORECLR_LOGS_DIRECTORY % VIE

« Linux: /var/tmp/contrast/dotnet- 1L, & RE AHk
core/logs WBERRERE (F1h

ns =%

FA

Lo

~Y

ns
)

N ok
IS TRITIZHE. T7UVT—>32 TN hSONAITIEATESC
EEBABLTLEZL,

BlzE, F74II KD ID THS ApplicationPoolldentity ZEH T2
Default Web Site EWSEHOTFT S UT—>3a>7—)IF&»56. 1—H0
11S AppPool\Default Web Site Z, BERENETFALIRNVDIL—MAD
BUBHRMEIERI HBDEZHBRELET,

5. Contrast Y —/NICEHIT DO ORMBERX7OFBERETL—2 T MIFRE (245/R—2)LFE
T,

6. F7U—arvpAO—Rehiks, PFUTS—23>%#KEL T, Contrast TH—NET VT
—2AVNTIOTATICBY), BEENIr REENDIEERRELET,

E>b

@ T—IT2RZ2EH (2438—2)FB Lk, I-IVRFALINIRAOI—S
IVR7T7ANEEBEMRA . T7VT—>302ZBRBLET. I-JI N7
TVT—232E—RILRTENTVWREH . IV NEBRZEHRTHD LR
TEXEA

RENMBUCREENATVNRE . I-2I 2 NRT7UT—>3 2 e —#EICAEN
ICEBLET,

I—CIVhEELETRICR. 77VT5—23 2 FELL, BRENASTI—SI M
ZHIBRLE 9, £/lk. CORECLR_ENABLE_PROFILING DEREZ 0 ICEET S C
EETEET,

REZHBORER. UT0HlZSECLTEZ,

. IS (227R—3)

« Bash (Linux) (228’ —35)

+ Powershell & 7z 1% Powershell Core(Windows) (228 X—20)
« ®E)Z'O7 7 A )L(dotnet.exe) (229 —%)

IS & &K U° IS Express
LTOVWTNADAFZEICLE 2T, REZRERELET :

s 77U —2 320 web.config M environmentVariables 9> 3>

<?xml version="1.0" encoding=""utf-8"7>

<configuration>
<system.webServer>
<l—— __. -=—>

<aspNetCore processPath="dotnet" \
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arguments="".\ExampleNetCoreApp.dll'" stdoutLogEnabled="false" \
stdoutLogFile=""_\logs\stdout'>
<environmentVariables>

<environmentVariable name=""CORECLR_PROFILER_PATH 64' \

value=""C:\contrast\dotnetcore\runtimes\win-
x64\native\ContrastProfiler.dlil" />

<environmentVariable name="CORECLR PROFILER_PATH 32" \

value=""C:\contrast\dotnetcore\runtimes\win-
x86\native\ContrastProfiler.dlil' />

<environmentVariable name="CORECLR_ENABLE_PROFILING" \

value="1" />
<environmentVariable name="CORECLR_PROFILER™ \
value=""{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}" />
<environmentVariable name="CONTRAST CONFIG_PATH" \
value="C:\contrast\dotnet-core\contrast_security.yaml*™ />
</environmentVariables>
</aspNetCore>
</system.webServer>
</configuration>
s H—=NOTTV)T—23 T —I)LEE

Bash (Linux)
Linux x64 :

export CORECLR_PROFILER_PATH_64=/usr/local/contrast/runtimes/linux-x64/

native/ContrastProfiler.so

export CORECLR_ENABLE_PROFILING=1

export CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
export CONTRAST_CONFIG_PATH=/etc/contrast/contrast _security.yaml

Linux ARM64 :

export CORECLR_PROFILER_PATH_64=/usr/local/contrast/runtimes/linux-arm64/

native/ContrastProfiler.so

export CORECLR_ENABLE_ PROFILING=1

export CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
export CONTRAST CONFIG_PATH=/etc/contrast/contrast security.yaml

R, P7Vr5r—>3202E£ZTLET,
dotnet ./MyAppWithContrastAgent.dll
Powershell & /=& Powershell Core (Windows)

$env:CORECLR_PROFILER_PATH_ 64 = "C:\contrast\dotnetcore\runtimes\win-
x64\native\ContrastProfiler.dll"

$env:CORECLR_PROFILER_PATH 32 = "C:\contrast\dotnetcore\runtimes\win-
x86\native\ContrastProfiler.dll"

$env:CORECLR_ENABLE PROFILING = "1°*

$env:CORECLR PROFILER = "{8B2CE134-0948-48CA-A4B2-80DDADOF5791}"
$env:CONTRAST_CONFIG_PATH = "C:\contrast\dotnet-
core\contrast_security.yaml”

R, P7VTr—232&2RTLET,

dotnet .\MyAppWithContrastAgent.dll

I—>zx>bh
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EHZ70O7 7 4 )l(dotnet.exe)

{
"MyAppWithContrastAgent™: {

“"environmentVariables™: {
"CORECLR_PROFILER_PATH 64" : "C:\\contrast\\dotnetcore\\runtimes\
\win-x64\\native\\ContrastProfiler.dll",
"CORECLR_PROFILER _PATH 32": "C:\\contrast\\dotnetcore\\runtimes\
\win-x86\\native\\ContrastProfiler.dll",
"CORECLR_ENABLE_PROFILING™: *1',
"CORECLR_PROFILER": "{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}",
"CONTRAST_CONFIG_PATH": *c:\\contrast\\config\\MyApp\
\contrast_security.yaml"
}
}
be

R, PTIVT5—2a 22T LET,
dotnet run --launch-profile MyAppWithContrastAgent

NuGet C.NETCore T— I NEFEHTAIAM=I

NET Core T—2 T2 KNE. NuGet ZFAL TFETA VAN —ILTBENTEXRT, DA AD
—I)LJE. Azure App Service MILIRIEEE (230 —)ARIATEAVWEBEX®, NETCore I—2 T
NEKEBRRICEDLEVEEALEICEFTT,

FBI a0

BEE

0 Contrast T— I REEZRTHO Web 77U —>3a>#BF 7043 3BIC,
ContrastProfiler.dll T7 7 A LA ERARE VSIS —HFRETDENHBYVET, Ch
. I—>IRODLL 774N NETICKR2TAOYIENTHY ., FP7US—>3
VOETHIZELEETEEVWLEDICRELET,

FIE

1. 77U —<,3>IZ Contrast ® NuGet N\ —> %A ARN=)LLET,
dotnet ANV RSA > %2ERTDHE :

dotnet add package Contrast.SensorsNetCore

Visual Studio 2 AT 31545 :

e V)1 —=2a>IVA7TO—5—T, Z7V5—>23a> 070 I MNEEESRBOESSH &
BUUYOL, NuGet N Tr—S DEBEERLET,

+ Contrast.SensorsNetCore /\Y 7 —2 #BRERL GEIRL, 7O IV NIEBMULET,

s P77 a—2EIIRLET, 7O T YN contrast 7 AN RREND & ZHERR
LTLEEY, FFUT—2a 0 RElehsde, CO7FINABREILROBAFALIRMNUIC
ERRFENET,

2. NETSYVRAATI—2IMO7O77AZAVR— MFO—RENDLSREZHER

ELET,

Windows :
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CORECLR_ENABLE_PROFILING: 1

CORECLR_PROFILER: {8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH_32: <application directory>\contrast\runtimes\win-
x86\native\ContrastProfiler.dll

CORECLR_PROFILER _PATH 64: <application directory>\contrast\runtimes\win-
x64\native\ContrastProfiler.dll

Linux x64 :

CORECLR_ENABLE_PROFILING: 1

CORECLR_PROFILER: {8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH: <application directory>/contrast/runtimes/linux-
x64/native/ContrastProfiler.so

Linux ARM64 :

CORECLR_ENABLE_PROFILING: 1
CORECLR_PROFILER: {8B2CE134-0948-48CA-A4B2-80DDAD9F5791%}
CORECLR_PROFILER PATH: <application directory>/contrast/runtimes/linux-
armé64/native/ContrastProfiler.so

3. YAMLERET 7 A ) (246R—)VKERGREZH (2451 —2)2FAL T, BXOA T2 3V 2R/E
LEd. #l:

CONTRAST_CONFIG_PATH: [Path to yaml config file]
RIER, ATORREZEHNBETYT,

CONTRAST _AP1__URL: [IF USING ANOTHER SERVER THAN THE DEFAULT: https://
app-contrastsecurity.com]
CONTRAST_API__USER_NAME: [REPLACE WITH YOUR AGENT USERNAME]
CONTRAST__API__SERVICE_KEY: [REPLACE WITH YOUR AGENT SERVICE KEY]
CONTRAST_ API__API_KEY: [REPLACE WITH YOUR AGENT API KEY]

4. BIOFETEELELEEZFEALT, P7UTr—>32>Z77040L%F 7,

5. 7F7U—=2arvFfO—R&Ehks, 77Us—23>&KEBL T, Contrast TH—/NETFT 7 V7T
—2FAUNTIOTATILRBY), BHEENIBEENDEERRALET,

Azure App Service T.NETCore T— I NEA AN
AVAN—LEBBTBHIC. Y AT AEH 224K —I)eHK— NTIRT Y /O (2238 —2) & HER
L. 1AM —IIAARERRETHY ., REBENT X AZ2B5hB I Z2BAELTIEE,

Azure Portal DiLiRMEEEEMFEAL T, NETCore I— IV RNEBERICAVARN=ILTBICE. ATO
FIgETWVWET,

1. Azure 7HO MABVWEBEE., THOREERLTLSEEZY,

2. .NET Core Web 77" )r—= 3 & 4EK L., Azure App Service ICT7AA1LET,

3. F7U4S—>3r%k Azure IC2ABL, Contrast T— T R LTREES Y ICHEET D L 5
HLET,

4. FT7Vr—232H Windows 7’50 ZFERALTF7O/ENhTWSD & ZBRLET(Linux 7°F
COBER, HRBEZRIATEEEA)

p= o-ut
@ JoRMEERATEARWVESRE, NuGet 2L TNETCore T— I NEF
BTAARN=I (229R—D)TEE T,

5. App Servcie [cF7O/HROT TV r—23 > 2 BRULET,
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6. F7UT—23a>OA_1—&YBREERL, F7V5r—2ar REOEETI— I MY
Contrast H—/NIZEH T2 -HDEREELE T,

7. F7U—=23>0OAZ1—kBRERBRL, P7Vr—2 a2 BREOEE T TOMEZEMN
L. I—2 I RH Contrast U —/NICEHRTHEHDHREELET,

*— &
CONTRAST__API__USER_NAME BPOIL—2 T h1—HE GIR—D)&8BELET,.
CONTRAST__API__SERVICE_KEY BADI— T2 h—E—RF— GIR—I)EBELET,
CONTRAST__API__API_KEY B2 O APl £— 59R—I)EIBELET,
CONTRAST__API__URL F7 # ) N, https://app.contrastsecurity.com T3 o BIDBFATHRAREN TS
Contrast Y —/\NZ AT 5HEF. TOURLZEELET,

8. XZ1—EEKY)IRMEZIZIRLET,

| 2 #% (Cmd+/) | « + i
® Web a7
0 Fyya -l Extensions
S MySQL In App " s e . [ . - oo — _

JLEEMEEEIE. App Service ICHEEERBMUL &9, BM 22 U w29 5L, ERATRGILEREO—EFARTRINETS,
i ZosFs

£ N—vav EH7OY L0 ARRETT

8 Avz

AVAR—LENTWSIERSEESH D SR A. [BINET Uy I THEMALET,
App Service 77

B, App Service 73w
© vA—%
B App Service 73w DEE
pRY -
w 77 UOER
m axv—ib
i EEsY—IL
<> App Service Editor (F L E 2 —)

3 HERARAE

. +EMEBRLET,

10. JLRMEEEDIRIRE V)Y UL, —E KV Contrast .NET Core Site Extension for Azure App
Service ZiBIRLET, ChAH, NETCore 77U —> 3> FOHLRBEEICKY ET,

1. FEKZEICAZELT, OKRZ>ZIVUYOILET,

12. FEERBBED A VAN =N ETITRDETCLESLKF 2S5, ELLKA VAR =IehTWB L%
BELET,

m.)7u7 SAVOBEICRY ., T7VT—>3a>zBERBLET,

14. PT7U5—23a> 2 KREBL, REMERD Contrast ICHREET D E2BRELET,

Bk
@ T7)r—23>® SCM B4 ~(Kudu)® "Site Extensionsy X—1—7» 5% Contrast
TSI RhEA2VARN—IITEERT,

BEE

0 NETCore T—> I RNOEFLWN—2 3 AFRARBERZ S &, Azure Portal & 7= (&
Kudu DA Y2 1R—RICEBHRIEhET, I-INOEHZTSRIICHA NZE
ELTLKEEY, BLELBEWVWEES, EFNFr KBTI UEEN B ET,
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RS
@ YA NOIEHEIC K. UTORS BRELHN VDN REENET,

CORECLR_ENABLE_PROFILING=1
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH 32=D:\Home\siteextensions\Contrast.NetCore
-Azure.SiteExtension\ContrastNetCoreAppService\runtimes\win-
x86\native\ContrastProfiler.dll
CORECLR_PROFILER_PATH_64=D:\Home\siteextensions\Contrast.NetCore
-Azure.SiteExtension\ContrastNetCoreAppService\runtimes\win-
x64\native\ContrastProfiler.dll

CONTRAST _INSTALL_DIRECTORY=D:\Home\siteextensions\Contrast.NetCo
re_Azure.SiteExtension\ContrastNetCoreAppService\
MicrosoftinstrumentationEngine ConfigPath32 ContrastCoreX86Confi
g=D:\Home\siteextensions\Contrast.NetCore.Azure.SiteExtension\Co
ntrastCieCoreClrProfiler-32.config
MicrosoftlnstrumentationEngine ConfigPath64 ContrastCoreX64Confi
g=D:\Home\siteextensions\Contrast.NetCore.Azure.SiteExtension\Co
ntrastCieCoreClrProfiler-64.config

CLR Instrumentation Engine (CIE) A" 7 77U —> 3V ICBREEThTVWBBEBIAE,
Application Insights A"BMICE>TWVWB 28 (Z). BEHIC Azure T
CORECLR_PROFILER*Z¥AN LEEEhT, CEQTO77ASHFEEEhET,

¥ L T. CIE & MicrosoftinstrumentationEngine *Z# % M L T Contrast T— T
RZEO—RIBDERSICBEYET,

TF7UT—23> iU T CIENREETNRTLVEVEAW, Contrast T— I KD
O— RICE# D CORECLR_PROFILER*ZEBANFERHEhE T,

IS A.NETCore T—>2IRMRDAAMN—FT.NETCore T—> I NEAM A
K=l

NISA.NETCore I—2 IV RDAVARN—Z &, BED MSI ZFA L TES 1= Windows 77—
2AVO—MWPBEAAN—FTT, I VAR =T . FWREBDH—\HNEHH—NOARL—FT 1
DIODATLANYR—RMNHRTHBDEBE)EFBLELTVWIHIERIELET, Y—/\NE2TOEH%E
BELTVWNIE, 1AM —=FIC&2>TUTHITONET,

« IS A.NET Core T— T % Windows DX OIS ALAE L TERLET,

« BESNEZRMWI. C:\Program Files\Contrast\dotnet-core)lcI—>IKNDT7 7ML %
BELET. ChIlE, WKOADRAFZIVIOVITATZUDLLBENEENET,

s I—2x2hOOT77AINRHREZEILRETDEHOT—XT4 LI NI B,
C:\ProgramData\Contrast\dotnet-core)ZERL £7,

* ISICNETCore IT—2 IV RDRATATED 1)L ZEBMLET,

AAMN =L ETSHEIIC
AVARN=IERBTIHIC, VAT LAEH 224R—D)eHR—RNERT U /O (2238 —2) TR
L. A1VAR=IEZTSTENTE, BEBN T A—XAEZBOSNBDEEZBALTLIEEL,

Contrast Z2fEHLTI—> I MNEAAMN=I

1. ContrastWeb 12 —7 I A AT, FBREGKEZBIRLET,
2. I—xREBROROYTEIOAZI—HS.NET Core ZiBIRLET,
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3. ISTOA2ARMN—=ILDOTT, ISANETCoreT— I N AN—=FDIY i ZBBRLE
T ZPT7—HA7HFA I O—-—RENET,

4, Ao>O—RULEZIPF7—hHA7% Web H—/NETH#EL 5. contrast-dotnet-core-
agent-for-iis-installer.exe ZXR{TLET. CchT. ISAD.NET Core T— T MAA
VAR=IENET,

EN
@ AR RSA 2 %ZFERALTA AR =ITDE, ISANETCore T—> I M
JAN—TTHR—REhBZZEOMOAT I Z2FNATEET,

5. YAMLFERE77A4)NZEALTNET Core T—2 I MNERRE (246R—2)L, FREEF—
BIN—D)VBRETTIVr—a > BEOREERELET,

6. YAML 7 7 1 JL%Z C:\ProgramData\Contrast\dotnet-core [COE—UL &I (XLIE—-L T
Wi WEE).

7. ISZBERBLTIEEEZRRLET,

8. BEBVWIZFT7VIT—>32%KEL, Contrast TP 7T —> 3 FRBBENTVB L 2R
LERT,

ARV RSAVEFERALTI-JT 2V MNEAV AR
OV RTAVEERTDE. ISANET Core IT—Y IV R Y AR—=FTHR—RENB T DO
A7V ERATEET,

IS A.NET Core T— T2 MNi&k,Windows DA X —7 T4 AZEAL TA 2 AM—)LTZ, Windows
OZEHEECO> FO-IUNRILOTOTZ L EHEER Powershell B E)EFEAL T, P12V ARN=)
EEETHICENTEET, EEL.BELENERATVTREEOEEDS F) AT, IS A.NET
Core I—SIVRDAVARN—SFEALT, UTOREZRTIZDHEENHYET,

BAE—RIERE, UTFToOX REZEALEY,

« 4£2ANM—=)JL : contrast-dotnet-core-agent-for-iis-installer.exe
o P42 AKR—=J) : contrast-dotnet-core-agent-for-iis-installer.exe -uninstall
« 418 : contrast-dotnet-core-agent-for-iis-installer.exe -repair

BAT—REFLEEYALMNE—RICE, UTOOXY REFEALET,

« £ 2AKN=Jl : contrast-dotnet-core-agent-for-iis-installer.exe -s
SUPPRESS _RESTARTING_11S=1

« P4 2ABM—)L : contrast-dotnet-core-agent-for-iis-installer.exe -uninstall
-S SUPPRESS_RESTARTING_I11S=1

« {8 : contrast-dotnet-core-agent-for-iis-installer.exe -repair -s
SUPPRESS_RESTARTING_11S=1

AN RTZAVZEERLTA2ARN—IILTBE, ISANETCore T— I MM AN—FTRIAT
EDTOMOATAVHFBYET,

A7vay B &
INSTALLFOLDER I—CIORNT7A4LDA AR INSTALLFOLDER=C:Program
—LFALONUEBELET, Files\Contrast\dotnet-core
AGENT_EXPLORER_INSTALLFOLDER Agent Explorer D 7 7 4 )LD F 4 AGENT_EXPLORER_INSTALLFOLDER=""C:\
LONUZEELEY, Program Files\Contrast\agent-
explorer™

I-YI>h 233



 Contrast

Contrast RFI1 X2k

A7¥ar
INSTALL_AGENT_EXPLORER

DATAFOLDER

SUPPRESS_RESTARTING_I1S

INSTALL_UPGRADE_SERVICE

UPGRADE_SERVICE_INSTALLFOLDER

E L
Agent Explorer 214 > A~—JLL
BVMEER. COFTa 0EE
OICERELTTE L,

F7 ) NDOER 1T, Agent
Explorer &4 >~ AR—IEh&ET,
I—2I>h0AT774I)IERR
E7T7AINOTT7 2 NOEFR%E
EBELET,.
SOATTIVOEE 1ICRET
2. AVAR—FR IS 2BED
LEEA,

F7#4LNOEE, 0T,

IS A" B
ENBET,

T7)r—
>3avicT
—>Irhb
(F A HIAE
hEtA,

I—->IKNFPYTIL—RY—
ERZEA VAR =ILLEBEVEER,
ZOATTAVOERO0ICKREL
TFEL,
F7A)NOEFLIT. I
N7Y7IL—RY—EREA>
AR=ILEhET,
TYTIL—RY—ERADT7 A
LOFALIRNIZEEBELET,

#l
INSTALL_AGENT_EXPLORER=1

DATAFOLDER=C:\ProgramData\Contras

t\dotnet-core

SUPPRESS_RESTARTING_11S=0

INSTALL_UPGRADE_SERVICE=1

UPGRADE_SERVICE_INSTALLFOLDER="C:

\Program Files

(x86)\Contrast\upgrade-service"

BEE

o ISANET Core I—J IR VAR—FR, I-I2VhZHOTA AR -ILT
PRICISZEBNICBERBLET., XENGNE, ISOBRBRKICEEEZXKID L
5 Web H—NERY—ILOREEZZEEL TEEL,

NETZ7O77A4I)APITR, 7O77A4INT27OCAZ7T7O7 745 TRET D2

ENfHYET, TOLEH, NETCore I— I Nk Contrast 707742 0O—R
TREHICIS(BLTIUSOT—H—7OCRA)EBEHITIHENHYET, O
B, o707 74ILERPB. XTIURPNTIA—IXATO7 74K E)DEEL

BT,

A5+ %#EAUTNETCore T—S I RN EA2AN—)

A2VAR—ILZTSHEIC

« RIETIX, Docker Z#Hl& LT, AV FTHLENLEFT T U —>3>I(C Contrast NET Core T—> T
DREAVAN=ILTD OO EFIEICOVWTHALET,
e AT FTXHEEYVINIJITOMAEAZEELRNICEREL TVWBIRENf HYET, HDEIZKUT, BF
BOREICEDETFIEERHABL TKEEL,

I—>zx>bh
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« Kubernetes ZAL TW3BAK, T—J I M ARL =% 497TR—)2FERALTI—2I O NE
BRETDCELEERFLTLSEEL,

FE1: I MN2A42AML

Contrast T—2 IV RN, P77V —2a3a &2 00 TFHAX—JICEMTRELRFERNODESSTEER

MTEET, BT NDFZERF, BAENTENILFAT—2ENREFERTZETT, fl:

FROM mcr.microsoft.com/dotnet/aspnet:6.0
# Hidden for brevity...

# Copy the required agent Files from the official Contrast agent image.
COPY --from=contrast/agent-dotnet-core:latest /contrast /contrast

COBITE, ZFONET Core T—2 T M 2FERALET(RATEER X E DockerHub THEFEL T
ZEW),

FIg2: T—1I2 MNERE

Contrast T—2 I N, BHOYV—ANSOREEZFANTTN, REOELIEMIFELIEN
BOR—=N)tEoOTavICEEENTVETD,
REFEZEAEDETRATRZI L EZHHOLET,

s YAML77A )\ Z2EALT, BROT7 7V —>3a > THETHPHBEORELZEELE T,
« TV —2a EEOHREEX. YAML7 7AI)LTEELEEZ LEZTZHEEY. RTRICHAK
AOBRBRE L ICIE, REEREFALED,

YAML 7 7 AL DRE :

YAML 77 4)L 61R—2)2FEALTI—2I 0 NE2RETRHEEIC. REZHO
CONTRAST _CONFIG PATH ZERALT. YAML 7 7AIUAN DT FTFHROEZICH DI 2IETD LS
TEET,

il Z &, contrast_security.yaml £ WS BH D YAML 3E 7 7 4 )LA" Docker DEJL ROV FTF A
NCFETHELFET,

IRIBLZ I CONTRAST _CONFIG_PATH ZERAL T, YAML 7 7ML DEMEBET D L ETEXT,

agent:
logger:
path: /var/tmp
level: WARN

YAML7 7AW, ATFOLSICOAVTFAX—DICEBMTRENTEXRT,
FROM mcr.microsoft.com/dotnet/aspnet:6.0
# Hidden for brevity...

# Add the Contrast agent to the image.
COPY --from=contrast/agent-dotnet-core:latest /contrast /contrast

# Copy the contrast_security.yaml file from Docker build context.
COPY _/contrast_security.yaml /contrast _security.yaml

# Finally configure configure the agent to use the YAML file previously \
copied.
ENV CONTRAST_CONFIG_PATH=/contrast_security.yaml
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RGEEBORKE :

T7VT—2a2BEOREZBETSICE, BREW (64—2)2FALET UTE, —MRHBICK
<BEAETINBIREAFT3I>TY,

b= 2| & BEEH
FTUTr— Contrast Y —NICB&EET D7V T—>a B BELET, CONTRAST__ APPLICATION__NAME
>arvg
FrIT— FUR—RBIZCOTTVT—23 > EEERFRTIRARATIIL— CONTRAST__ APPLICATION__GROUP
>azvi TEEELET,
-7

xR
F7V5—>3a>oT79-ATIN—T’, %
IZ Contrast TERL THEK BEN BV E T,

F7VT— F7Vr—>avicaszBmLET, CONTRAST__ APPLICATION__TAGS
arna

J

HY—NE Contrast ICBEE B H—/NEEZEELFT, CONTRAST__ SERVER__NAME

R EIAYOL: 4 FT7VTr—>3a 0 aRTI2REEREELET, COAT>3arT CONTRAST___ SERVER___ENVIRONMENT
b A7 {8 : Development, QA. Production

H—-NRnR H—NxIT=zEBMLET, CONTRAST__ SERVER__ TAG

g

FIE3: 7O7 7 AN EBERIRERZIBM

F7IOS—2a ICNETI—2 IV N EHARAATREZTDICEK, ESICREZH (225/—2) D %
ET9Y, CORECLR_ ZHFI—2 x> ~h&ZO—RL., CONTRAST  Z%& Contrast H—/NIZW T2 T
—JIVRNORIEATT,

BIR® Dockerfile Dl ZFERATRHE, ATORSIZKYET,

x64

FROM mcr.microsoft.com/dotnet/aspnet:6.0

# Hidden for brevity...

COPY --from=contrast/agent-dotnet-core:latest /contrast /contrast
# Required variables to load the agent.

ENV CORECLR_PROFILER_PATH_64=/contrast/runtimes/linux-x64/native/
ContrastProfiler.so \

CORECLR_ENABLE_PROFILING=1 \
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDADI9F5791}

ARMG64

FROM mcr.microsoft.com/dotnet/aspnet:6.0
# Hidden for brevity. ..
COPY --from=contrast/agent-dotnet-core:latest /contrast /contrast

# Required variables to load the agent.
ENV CORECLR_PROFILER_PATH_64=/contrast/runtimes/linux-armé4

7 77
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A AR AR A A A AP i A A

/native/ContrastProfiler.so \
CORECLR_ENABLE_PROFILING=1 \
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}

B—NNODI-TJ I OB IE, ATORBERIC API OfE (59N—2)2RETDILEN B
9o

CONTRAST__ AP1___URL=https://app-contrastsecurity.com/Contrast
CONTRAST__API__API_KEY={Your APl KEY here}
CONTRAST__ API__ SERVICE_KEY={Your Service key here}
CONTRAST__ API__USER_NAME={Your agent username here}

AP| DIE(T—> T h3F— (59 —2)))k Contrast Web 1 2 —7 T 4 ATHER TSN, .NET Core T
—JIVNADOYAML7 74N ZA D O—RIBDETHHBTEET,

BEE

0 API_KEYSERVICE_KEY, USER_NAVME D&F—IlF, WETF—REBVEITOT, YY)
TV TEELSEE Y, Contrast Tk, ChE5OF—ZRF. >—IL Y NARNT(#I:
Kubernetes Secret B E)A S EITRICHYVIAL L ZHEOHLET,

FIE4: FTTUT—>avzERE

T, Contrast ZBEXICLTCT VT —2a A X—DRRITTEXRS, F7UT—23a> 0
I Contrast T—2 T R AKIAENTHEMAHAREY) . Contrast H—/NICHEBENBEEhET,
Contrast A E£{TE N TWVWR A BT ZICEK, AT FEFIVvILTLSEEL,

Terraform T.NETI—> I NEA2AM=)

AF)ETE, Terraform ZEHAL T Azure ICF 704 §5BRIC, Contrast ® .NET Framework T—> T
VRBRUNETCore I— IV RNZEA VAN —ILTBHFECOVTHBEALET, COFEK. ZFA
DREBICEDETHAEINAARATIHENHZIBENHYET,

Contrast T—2 T > N%& Azure App Service IC 7704 32 DICKEEFZEK., 4 MNEERTT, Ch
l&. Azure Portal, ARM RS —, &£k Azure APl ZEFATHHENHVET, AFIETHHETS
Terraform TOA 2V ARN=IILFZEF, BEDO 2 DOFEZERTLEEENICERALE T,

FRBTBHEC
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Azure App Service TE1T9 % .NET Framework . NET Core T— IV MWL T, FIATS 0S¥
FURALAZY U Contrast THR—RENTVWBREZBELTSEZ L,

« NETCore I—2 I MNOYR—IMRRTI /O (223R—2)

« NET Framework T—2 I ROHYR—RI[/RTI /O (164R—2)
LTOBEH#ZRBRELTWACEZBERLTLIEEL,

s Contrast \OOATJ AT OV EANHBD &

« Terraform & Azure CLIAN M VAR —=ILENTVBR L ATALANDIAVYV—=IINT VAN BB L

+ Azure CLI ® az login £ &8, Azure Portal N\OOJA VT I EANHBD &

AFIEOOANY RERITITBDIATALIC Python "1V AR—)LEhTWa &

+ Azure App Service (2308 —2)DO—FEL T Contrast T—J I MAEENRTWVWD L

FIE1: I- I MNERE

1.

Contrast " ST—C IV RORBRE77AINEAIO—RLET,

£, Contrast Web 1 X —7 I A AT "HFHREF, 2BIRL T, KRENDFIEIZHE > T YAML

BREZ77AI)N 2L O—RLET,

a. ContrastWeb /1 > 2 —7 I A AT, FREFEZBERLET,

b. TP —<3>, T, FIRBEREEIRL, "2V UV ILET,

c. FRATZI—IOREBIRL, REENTVBDFIBICH2T, YAMLEREZ7 7ML 2R D>
O—RULET,

YAMLEETZ7 Z7AIIC, ATOEZRELET,

« NETCoreI—> I N

CORECLR_ENABLE_PROFILING:1
CORECLR_PROFILER:{8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER _PATH 32:
D:\\home\\SiteExtensions\\Contrast.NetCore.Azure.SiteExtension\
\ContrastNetCoreAppService\\contrast\\runtimes\\win-x86\\native\
\ContrastProfiler.dl ICORECLR_PROFILER_PATH 64: D:\\home\
\SiteExtensions\\Contrast.NetCore.Azure.SiteExtension\
\ContrastNetCoreAppService\\\contrast\\runtimes\\win-x64\\native\
\ContrastProfiler.dll
- .NET Framework T—> T2 b

COR_ENABLE_PROFILING: 1

COR_PROFILER: {EFEB8S8EEO-6D39-4347-A5FE-4D0OC88BC5BC1}
COR_PROFILER_PATH_32: D:\\home\\SiteExtensions\
\Contrast.NET.Azure.SiteExtension\\ContrastAppService\
\ContrastProfiler-32_.dI1ICOR_PROFILER PATH 64: D:\\home\\SiteExtensions\
\Contrast.NET.Azure.SiteExtension\\ContrastAppService\
\ContrastProfiler-64.dll

F|)E 2 : Terraform TH A NEIRZRRE

B A NEROF 7 OA &, Azure Portal /. ARM RS —, E/zld Azure APl ZAL TOHOKIBEICH
R—KRENTWVWB o, Terraform EH A MERZEBINCHRTZDEHOOEMNEIIRSAXY Y
RTF, UTOBICRTERSIC, ARMARUS —ZFERAL THRBAEZRELET,

LTOFIET, 77U5—>3> I Contrast T— I N EEKIAKRET,

1.

wn

FIE1 TEBLE YAMLEREZ7 7 AL OBZHEIN, contrast_security.yaml TH> & ZHER
LEXRT,

Terraform 255 kW) 4 2 AR—=JLUET : https://www.terraform.io/downloads.html
LTFOON RTPYAMLZA AR —=)LLET,

pip install PyYAML
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4. Azure CLIYV—I)Z8E5kV) A2 AN=)LUET : hitps://docs.microsoft.com/en-us/cli/azure/
install-azure-cli

5. az login ZFEAL T, Azure ICOJ AL, RIABEBAIF vy v 1TERELEZRRELET,

6. YAMLZ/N—RTBLUTOAT T N parseyaml .py Z#H L T, Contrast ® YAML 7 7 1 LA
SfEEREHL, 7O 3> J & hi Azure App Service ICTh S DEZEBMULET,

import yaml,

Jsonwith open(”./contrast_security.yaml®) as f:
config = yaml.load(fT)
print(json.dumps(config[ “api®]))

7. main.tfF&WS Terraform O RF X R EUTOLSICEBELET,

provider *azurerm” {
features {}
# Create a resource group
resource ‘‘azurerm_resource_group
name = <pame>
location = <location>
# Create an app service plan
resource "azurerm_app_service_plan

personal" {

app_service-plan{

name = <name>
resource_group_name = azurerm_resource_group.personal .name
location = <location>

+

# Create an app service
resource "‘azurerm_app_service
name = <name>
location <location>
resource_group_name = azurerm_resource_group.-personal .name
app_service _plan_id =azurerm_app_service plan.app_service-plan.id
site_config {

dotnet_ framework version = "'v4.0"

default_documents ['‘Default.aspx']

}

# CONTRAST _NET FRAMEWORK AGENT SETUP

# Contrast env vars will be passed to the app service here.
app_settings = {

"COR_ENABLE_PROFILING" "t

"COR_PROFILER" = "{EFEB8S8EE0-6D39-4347-
A5FE-4D0OC88BC5BC1}"

"COR_PROFILER_PATH_ 32 "'D:\\home\
\SiteExtensions\\Contrast.NET.Azure.SiteExtension\\ContrastAppService\
\ContrastProfiler-32_dII"

"COR_PROFILER_PATH_64" = ""D:\\home\
\SiteExtensions\\Contrast.NET.Azure.SiteExtension\\ContrastAppService\
\ContrastProfiler-64._dII"

""CONTRAST _INSTALL_DIRECTORY" = "D:\\home\
\SiteExtensions\\Contrast.NET.Azure.SiteExtension\\ContrastAppService\\"

"CONTRAST _ API1__ URL™ =\
data.external .yaml .result._url

"CONTRAST__API__ USER_NAME" =\
data.external .yaml .result.user_name

"CONTRAST _ API__ SERVICE_KEY"" =\
data.external .yaml .result.service_key

app_service" {
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"CONTRAST__ API__ API_KEY" =\
data.external .yaml .result.api_key
# USE THESE SETTING FOR _NET CORE AGENT
#”’CORECLR_ENABLE_PROFILING” 1
#”CORECLR_PROFILER” {8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
#”CORECLR_PROFILER_PATH_ 32 = D:\\home\\SiteExtensions\
\Contrast._NetCore.Azure.SiteExtension\\ContrastNetCoreAppService\
\contrast\\runtimes\\win-x86\\native\\ContrastProfiler.dll
#”CORECLR_PROFILER_PATH_64” = D:\\home\\SiteExtensions\
\Contrast.NetCore.Azure.SiteExtension\\ContrastNetCoreAppService\\
\contrast\\runtimes\\win-x64\\native\\ContrastProfiler.dll
}
}

#Extract the connection from the normal yaml file to pass to the app \
container
data "external yaml™ {

program = [var.python_binary, "${path.module}/parseyaml.py"]
}
# Deploy the extension template
resource "azurerm_template_ deployment

extension™ {

name = <pame>
resource_group_name = <resource_group_name>
template_body = <<BODY
{
"$schema': "https://schema.management.azure.com/schemas/2015-01-01/
deploymentTemplate. json#",
‘contentVersion™: "1.0.0.0",

"parameters': {
"siteName™: {
"type': "'string",
"metadata': {
"description': ""The Azure App Service Name"
}
}.

"extensionName'": {
“"type': "'string",
"metadata: {

“"description”: "The Site Extension Name."
¥
}
},
"resources”: [
{
"type': "Microsoft._Web/sites/siteextensions',
"name': ""[concat(parameters("siteName"),

"/", parameters("extensionName®))]",
"apiVersion'": '2019-08-01",
"location': "'[resourceGroup().location]"

1

}
BODY parameters = {

"'siteName" = azurerm_app_service.<app_service>._name
#_NET Framework
"extensionName" = "Contrast.NET.Azure.SiteExtension"
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#_NET Core
# "extensionName" = ""Contrast.NetCore.Azure.SiteExtension"
b
deployment_mode = "Incremental™
3

IT—INTPYTIL—RY—ER

I—>I K7y 79L—RY—ERIE . Windows ®/NY 955> RYy—E AT, Windows E®.NET
Framework T— IV KRB R IISANETCore I— IV N EZBFON—Ja VICEBNICERT
BLENTEFES, I RNTYTIL—RY—ERE, NET Framework T—= I RDA A
R—ZJEINISANETCore I—2IRDAVARN—=JICEENTHY, I—2I MM UAN =T
LTD2 20#BZEAAN—=ILET,

c ZEOI-TJIVb
c I-D1VhTYTIL—RY—ER

F7AIITR, I N7V 7TIL—RY—ERR. Y—ERADHELEE(Windows Server M
BREBFE)IC, NuGet ICU)—AEhTVWBHLWI—SI VO RNEFIVILET, HILLI—2IY
NON—=2arvHFRIA21EBE, TY7JL—RY—ERR. HILLUWN—32 72X U2 O—RU,
AVAN—TDEBERBZRIELTH S, RBRICAVAN—FTEERITLET,

RS
@ FLWN=—D3>OI-JIV M AYAN—LEhBE, ISEBERBENET,

I—>IRT7Y7I9L—RY—EBEREAZ7>a>OVR—FNTHY, I—2 I MO Assess H
KT Protect #EEICIE X AT BV TR A,

s I—2IVRKNT7YTIL—RY—ERZFEALAZVIEEE., Install the agent upgrade service(L—
SIVRNTYTIL—RY—ERZAVARN=LTBR)DFIVIRY DAEATICLTLSEE,

c ARV RZAVTI—DIT U RNEAVARN=ILTBHEEE. INSTALL_UPGRADE_SERVICE=0 M 5|
ZEMINEFE, IT—IRNFPYTIL—RY—ERAGFA VAN =)EhELA,
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;I MET Framework Agent Setup - X

CONTRAST NET Framework Agent

Customize Setup

.MET Framework Agent

Install felder

CAProgram Files\Contrast\dotnet!, Browse
Data folder:

CAProgramData\Contrast\dotnet), Browse

YAML configuration file:

CAProgramData\Contrast\dotnet\contrast_security.yam| Browse

[] Run the agent service under a restricted virtual service account.
Start the agent service on Windows startup.

Start the agent service during setup.

Start the Tray when setup is successful,

Restrict edits of YAML configuration file,

Install the agent upgrade service,

| Mext | | Cloze |

I—IORNT7Y7IL—RY—ERAOEER. Contrast DF—XFALIKNIICHZDTI—I U NA
DRETTAINTEETEET, T7 1)L MOFATE. C:\ProgramData\Contrast\upgrade-
service T9,

NETCore I— I RNETYTYIL—RIBDBEBOEREK. NETCore T—I RO YAML 77141
AicdHv)ET,

enable: true # Set to “true” for the agent to automatically upgrade to \
newer versions.

checks: Startup # Set the frequency with which the agent checks for \
updates. Valid values are “daily” for every 24 hours and on startup, or \
“startup” for *only* when service starts up.

timeout _ms: 60000 # Set the time allocated to execute the downloaded agent \
installer before cancelling.

nuget_repository url: https://api.nuget.org/v3/index.json # Set the URL of \
the Nuget repository to be used for the _NET Core Agent for I11S Installer
nuget _package name: Contrast.CorellS._Installer # Set the name of the _NET \
Core Agent for 11S Nuget package.

installer_upgrade code: 82468c04-dfc0-4a4c-9eb9-c4b314c67fdc # Used \
internally to retrieve the current installed agent version from Windows.

&

@ I—>IORNTPYTIL—RY—FEBERARF, I—-2I MV AN—FILOHEENE
To FHTHWMBIBNETCore IT—I N, I— I RO NuGet/Nv o —2,
Azure App Service D 4 NLREEEICEEENTE A,
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NETCore I—> I NDOTY7TF—b

Contrast T—2 T MEFHILWN—2a UM EEICU ) —RENETH, Tl NuGet Ny 57—
XFETNETCore I—2 I NEFBEICTYTF—RNULERFHICTRFEICODVTEHBALET, 1~
ARN=ILOERIZEKY), LTOHFETTY T7F—RMLET,

«s ISANETCore IT—Y IV RKNDAVAN=F . T2 KNT7YTIL—RY—EZA(17TTR—2)%
FRALET,
+ Azure App Service : Azure Portal ZfEF L &£ 7,

_ Microsoft Azure £ search resources, services, and docs (G+/)

All services > App Services » NetCoreWebApplication2 >

&1 Contrast .NET Core Site Extension for Azure App Service =
'f_:' Update i Deleta

Name

Contrast MET Core Site Extension for Azure App Service

« FRAOAN—L: ATOFECHL., BECHEBLERELET,
BRI B HIIC

» Contrast NETCore T— I R EFERALUBWIRETNET Core 7 /U T —2 a A ERICETE
h3ZE&zmBELET,

« EHIIC ContrastNET Core T— IR EAVARN=)ILTHBEET,

s TEEEAUS—EFEATIRBICEIVWT, I—-2I O MNETYTF—RNITDAEERAZI T %R
ROET,

s PTG —23a 0 BEBRET Y I TF—RNE2EBITRZD—VT7O—2ROFET,

FIE

1. Contrast NETCore IT—2 I NZ2RUA 2V ARM=ILGFRICAT>O—RUETAH, Contrast JR

DNDZEFEALET,

+ Saas hx® Contrast # CRIFANIHEE : NET Core T—2 T ME2ABE NuGet UZRS N OFFET
J—AERBENTVWET,

o AT LI AMRD Contrast Z ZFANIBE : HELV®D Contrast 1 Y AR AR HFHLWN—2
aAv@OContrast T— I NEFRATRHZERFHERENEL A, Contrast Web 1 X —T I A
ANSAIO—RTEZEDERUN—3AONETCore I—2 I hON—2 a2 &fE
ALTLSEEZL,

2. ROAPIEHREZEBLET,

CONTRAST_URL=<TeamServer URL e.g. https://app-contrastsecurity.com >
ORG_ID=<YOUR TEAMSERVER ORGANIZATION ID>
AUTH_TOKEN=<YOUR TEAMSERVER AUTHENTICATION TOKEN>
AP1_KEY=<YOUR TEAMSERVER APl KEY>

3. ROVThADODRVIUTRNZFEAL T, Contrast NETCore T—2 I M EXTO—RLULET,
T7DTr—2a>oRBAVVZMNPEBCENLET IO NNATSA > cronTaTnE
CCOARVVTRNEZEBMTRE, I-2I22ZBBNICTYTF—RTEEXT,
« Bash AV U7k~

CONTRAST _URL=https://app-contrastsecurity.com
ORG__ID=xxxx
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AUTH_ TOKEN=XXXX

AP1_KEY=XxXXX

curl -X GET $CONTRAST URL/Contrast/api/ng/$0RG_I1D/agents/default/

DOTNET_CORE /-0 ./Contrast.NET.Core.zip -H “Authorization: \

$AUTH_TOKEN® -H “API-Key: $API_KEY® /-H "Accept: application/json® -0J
* Powershell

$ContrastUrl = "https://app.contrastsecurity.com/Contrast"
$Userld = "
$ServiceKey =
$ApiKey = "™
$0rganizationld =
$InstallPath = ".\dotnet-core"

# Needed if the 0OS defaults to TIsl.1.
[Net.ServicePointManager]: :SecurityProtocol = \
[Net.SecurityProtocolType]::TlIs12

New-1tem -ltemType Directory $lnstallPath
Invoke-WebRequest ~

-Uri "$ContrastUrl/api/ng/$0rganizationld/agents/defaul t/
DOTNET_CORE"™ ~

-Headers @{
"API1-Key" = $ApiKey
"Authorization”™ = \

[Convert]: :ToBase64String([System.Text.Encoding]: :UTF8.GetBytes("'$
{Userld}:${ServiceKey}"))

}
-OutFile "$InstallPath\Contrast.zip"

Invoke-WebRequest -Uri ~
"$ContrastUrl/api/ng/$0rganizationld/agents/external/default/
DOTNET_CORE™ ~

-Headers @{
"Accept™ = "text/yaml™
"API1-Key"' = $ApiKey
"Authorization™ = \

[Convert]: :ToBase64String([System.Text.Encoding]: :UTF8.GetBytes("'$
{Userld}:${ServiceKey}"))

}
-OutFile "S$InstallPath\contrast security.yaml"

Expand-Archive "$InstallPath\Contrast.zip" -DestinationPath \
$InstallPath
Remove-Item "$InstallPath\Contrast.zip"
4, AO2O—RULETZ7Z7AILZEBRLT,BED Contrast T— I MNOBBSICAELE T, &
BETREAMAIDASBVEER. BEVOATLAONTOONY RTREZRZFANTEE
Lo
+ Windows(64 E'vY )

echo %CORECLR_PROFILER_PATH_64%CORECLR_PROFILER_PATH_64
« Windows(32 EY K)

CORECLR_PROFILER_PATH_ 32
+ Linux(64 EY )
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CORECLR_PROFILER _PATH_64
* Powershell

printenv CORECLR_PROFILER_PATH_64

NETCore IT— I MNMDER
ETCOI—CIURNIRERDEE G8R—)NFHY), BREMEICKELIEN B0R—I)DHYET,

CHRADREBICEDE T, NETCore I—S IV RERELTLSEEL,

* Azure App Service (24 )
« RIFEW (245K — :)

s YAMLERE7 7 1)L (246R—2)
s AVTIL—232 (T14AR—2D

Bk
@ Contrast T—2 IV REREIT A X (62R—2)EMATD E, YAMLEREZ77Z7AILD
R T Y 70— R, YAML OEE, ERENDREBORTBEENTEET,

Azure App Service ®.NET Core T— I NERRE
Azure App Service Z2FEAL TW2HBE. ANDAHETNETCore IT—J IV MNERETEET,

+ Azure Portal : IREZH (2451 —2)&FEALTNETCore I—S I R ERELE T,
REZHOBNZHEAL T, BEXZ1—0F77Ur—>a>BEOEETETOREZEML &
ER

« Web.config 7 7 1 )L D#EZEL : <aspNetCore> EXM<environmentVariables>t o> 3>
IC. REZHBOBXZFEALTH—NT/ REEBELET,

s YAMLEREZ7P7A)N: F7V5—23>0F7A4 X MNCEDD A, Kudu AV —)LZFERAL T,
COT77AI)N%E Azure Web 77D r—>3a 2 Ic7y7O—RLET,

BR\77VT—> 32 8E BET, CONTRAST_CONFIG_PATH EVWSHLWTI U —2 a2 RE
ZEMLT, CO77AM4I) 2EETEZEELET,

BlZE, 77— 32 )L— N0 contrast_security.yaml 7 7 A )L 2 ERTZICE. BRFTUT
—aAVEREEEIICT VAL, CONTRAST _CONFIG_PATH £ WS F—IC
D:\Home\site\wwwroot\contrast_security.yaml £ VBT, ILWF 7 U—>a REZEBMLE
9o Azure App Service DT 7' r—> a2 7 7 A ILA. D:\home\site\wwwroot IZF 7' O1&ENET,

B9 EIER
» Azure App Service TNETCore IT—>2 I hZ A2 AN—)L (230R—2)

BIETHMEFRALUTNETCore I—>I 2 NERETS
BETHIE. W< OHDEETRETEET,

« IS TR, web.config 77 AN EZFEALTT 7V Tr—23 0 OREZRERETEE T,

« Azure App Service Tld., Web 1 NOIRBERZRET D HD Ul A Azure 7T Y N7 F#— Al
AEREThTVWET,

- BARBEICE. launchSettings.json 77 /)L Z2EAL T, BEBEhBDT77UT—2 30 0OREKEE
BERETEET,
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EN
@ NETCore IT— I MM YAML 727 L—KN (246R—2)2H27ONT 1. W
NEREBEZHICERTEET,

« I— x> hoOYLAR)(agent.logger.level)Z"TRACE"ICEE T3 (C I,
CONTRAST__AGENT__ LOGGER__LEVEL £ WS F—IZ"TRACE"E WS EZIEEL £
ED

s I—2 12 hOY—/\B(server_name)Z"MyServer'lCEE T 2 (I,
CONTRAST___ SERVER__NAME & W5 F—I(Z"MyServer"E WS EZIEEL £ T,

RE—MBHNBREOVS D2ARRODESR T,

RREH A&
CONTRAST__APPLICATION__NAME Contrast ¥ —/NICHEET BT 7V T -3V B EEE
CONTRAST__APPLICATION__GROUP COFTVT—2aVZRENGBT O EAIN-—TEZEET VLA

TI—7 BIOR—D) R ERFEHRTHD L)

CONTRAST__APPLICATION__SESSION_METADATA Contrast TEY > 3> OFRERKICEAE D XX F—REEE.
I—J1IvNC&>THREEhEREER, CoFHFLLEYSZ X
2TF—RI_BEERFHFShET,

CONTRAST__SERVER__NAME Contrast ICHREENBH—NBEIEE
CONTRAST__ SERVER__ENVIRONMENT F7Vr—>3a>#RT792REEEE(Development, QA,
Production)

ZOMORBTEESEZTO/NT « OB, NETCore T— T2 RO YAML 77 L—h (246/1—2)
ZSRLTLEZV,

.NET Core ® YAMLRE7 ZAMILDOF>TL—b
YAMLESRE77A N EEALTNETCore I—C I R ERETRESICEK. UTOF>7L—K%ED
FALEEWNYAMLEREICOVWTIE, YAML EZEDFHA 61— ESRBLTLKEEV),

YAMLEBREZ7 74N, TF7AILNOBHRICRELET,

* Windows : C:/ProgramData/contrast/dotnet-core/contrast_security.yaml
* Unix : /etc/contrast/dotnet-core/contrast_security.yaml

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false™ to disable the agent.
# enable: true
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# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# REQUIRED
# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
service_key: NEEDS_TO_BE_SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TlIs1l | SecurityProtocolType.TIs12).

# tls_versions: tls|tlsll]tlsl2

# \

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

# \

# certificate:

# ITf set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

# Determine the location from which the agent loads a client
# certificate. Value options include “File  or ~“Store .

# certificate location: NEEDS TO BE_SET

# Set the absolute path to the client certificate"s

# .CER file for communication with Contrast Ul. The

# “certificate_location™ property must be set to "File .

# cer_file: NEEDS _TO BE SET
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H*

Specify the name of certificate store to open. The
“certificate location™ property must be set to “Store .
Value options include ~“AuthRoot™, “CertificateAuthority ,
"My~ , "Root”, "TrustedPeople™, or ~“TrustedPublisher".
store_name: NEEDS TO BE_SET

HHHHH

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser™ or "“LocalMachine .
store_location: NEEDS TO BE_SET

HH R H

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate location™ property must be set to ~“Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, ~FindBySerialNumber™,
“FindBySubjectDistinguishedName™, ~“FindBySubjectKeyldentifier™,
“FindBySubjectName™, or “FindByThumbprint .

find_type: NEEDS TO BE SET

HoHHHHHHH

Specify the value the agent uses in combination with
“find_type~ to find a certification in the certificate store.

Note - The agent will use the First certificate from
the certificate store that matches this search criteria.

H O HHFHHH

find_value: NEEDS_TO BE_SET

\

H H R H

api . proxy

Use the following properties for communication
with the Contrast Ul over a proxy.

\

+

proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://

host:port™.

# url: NEEDS_TO_BE_SET

# Set the proxy user.
# user: NEEDS TO BE SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS TO BE_SET
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# \

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

# \

# agent.logger

# Define the following properties to set logging values.
# ITf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

#

\
# logger:
# Set the the log output level. Valid options are
# "ERROR™, "WARN™, "INFO", "DEBUG™, and “TRACE".
# level: INFO
# Set to “true” to redirect all logs to
# “stdout™ instead of the file system.
# stdout: false

Set the roll size for log files In megabytes. The agent will

H H H

roll_size: 100

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

attempt to prevent the log file from being larger than this size.

# \

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
# \

H*+

security_logger:

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

H* H H

# \

# agent._security_logger.syslog
# Define the following properties to set Syslog values. If the \
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properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# \

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS_TO_BE_SET

Set the IP address of the Syslog server
to which the agent should send messages.
ip: NEEDS_TO BE_SET

H* H H

Set the port of the Syslog server to
which the agent should send messages.
port: NEEDS _TO_BE_SET

H H* H

# Set the facility code of the messages the agent sends to Syslog.
# facility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE~, "INFO", and "DEBUG .

# severity exploited: ALERT

# Set the log level of Blocked attacks. Value options are “ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE~, "INFO", and “DEBUG".

# severity blocked: NOTICE

# Set the log level of Blocked At Perimeter

# attacks. Value options are “ALERT", "CRITICAL",

# "ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG .

# severity blocked perimeter: NOTICE

# Set the log level of Probed attacks. Value options are "ALERT,

# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE", "INFO", and “DEBUG".

# severity probed: WARNING

# Set the log level of Suspicious attacks. Value options are “ALERT,
# "CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".

# severity suspicious: WARNING

# Set the connection type used for Syslog messages.
# Value options are “UNENCRYPTED™ and “ENCRYPTED .
# connection_type: UNENCRYPTED

# \

# agent.dotnet
# The following properties apply to any .NET agent-wide configurations.
# \

# dotnet:

# Set a list of application pool names that the agent does not
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HHHHH HH R HH H H H

HoH R HHH

HHHHH H H H HOH R H H H R HF H OH HH HHHHH

H*

instrument or analyze. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and .NET Core 4.0.2.
app_pool_denylist: NEEDS TO BE_SET

Set a list of application pool names that the agent instruments or
analyzes. If set, other application pools are ignored. Allowlist takes
precedence over denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 4.0.2.
app_pool_allowlist: NEEDS TO BE SET

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after .NET Framework 19.1.3 and .NET Core 1.0.0.
application_denylist: NEEDS TO BE SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_allowlist: NEEDS TO BE_SET

Enable a profiler chaining feature to allow Contrast to
work alongside other tools that use the CLR Profiling
API1. Defaults to “true . New after .NET Framework 19.1.3
(Installed Only) and _NET Core 1.9.3 (Installed Only).
enable_chaining: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to “true . New

after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_instrumentation_optimizations: true

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_jit inlining: true

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to “false .
New after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_transparency_checks: false

Set to display ASCII art to std::out on agent startup. Defaults
to true . New after .NET Framework 20.6.3 and .NET Core 1.0.0.
enable_cat: true

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000 .
New after _NET Framework 20.4.3 and _-NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

Sets the maximum amount of time a "Probe Analysis® Protect
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# \

HOHHHOHH® H oH HH H O HH HOH R HH H H R H

H OH HH

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

"5 000" . New after _NET Framework 20.7.3 and _.NET Core 1.5.11.
protect_searchers_probe_analysis _single_ pattern_deadline ms: 5 000

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to ~60_000".

New after _NET Framework 20.4.3 and -NET Core 1.5.0.
protect_searchers_total rule_deadline ms: 60 000

Sets the maximum amount of time a "Probe Analysis®" Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to 10 000 .

New after _NET Framework 20.7.3 and _-NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
604 800 000" . New after .NET Framework 20.6.1 and .NET Core 1.5.5.
log_cleanup_maximum_age ms: 604 _800_000

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
counters may further decrease the stability of already unstable
systems and can be disabled (set to true) if issues occur. Defaults
to “false . New after _NET Framework 20.6.6 and .NET Core 1.5.10.
suppress_metric_counters: false

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to “true .
New after _NET Framework 20.7.3 and _.NET Core 1.5.11.
enable_file based app watching: true

# Inventory
# Use the properties in this section to override the inventory features.

# \

# inventory:

H O HHH # #*

H H#*

Set to “false  to disable inventory features in the agent.
enable: true

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

tags: NEEDS_TO BE_SET

Specifies the cloud provider from which the agent should gather metadata

(such as resource identifiers). Options are "AWS™, “Azure , or "GCP .
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#
# gather_metadata via: NEEDS TO BE SET

# \

# assess
# Use the properties in this section to control Assess.
# \

# assess:

Include this property to determine if the Assess
feature should be enabled. ITf this property is not
present, the decision iIs delegated to the Contrast Ul.
enable: false

H oH R H

Control the values captured by Assess vulnerability events. “Full”
captures most values by calling ToString on objects, which can
provide more info but causes increased memory usage. Minimal”

has better performance as it only captures String type objects

as strings and uses type name for other object type values.
event_detail: minimal

H O HHHH

Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HHHHH

tags: NEEDS_TO BE_SET

# Value options are "ALL™, “SOME~, or “NONE~.

# stacktraces: ALL

# \

# assess.sampling

# Use the following properties to control sampling in the agent.
# \

# sampling:

# Set to "true” to enable sampling.
# enable: false

# This property indicates the number of requests
# to analyze in each window before sampling begins.
# baseline: 5

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H* H

H H#*

window_ms: 180 000

This property indicates the duration for which a sample set is valid.
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# \
# assess.rules
# Use the following properties to control simple rule configurations.
# \
# rules:
# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sgl-injection” to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled _rules: NEEDS TO BE_SET
# \
# protect
# Use the properties in this section to override Protect features.
#\
# protect:
# Use the properties in this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
# enable: false
#\
# protect.rules
# Use the following properties to set simple rule configurations.
#\
# rules:
# Define a list of Protect rules to disable In the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
# disabled_rules: NEEDS _TO BE_SET
# \
# protect.rules.bot-blocker
# Use the following selection to configure if the
# agent blocks bots. Set to "true” to enable blocking.
# \
# bot-blocker:
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# Set to “true” for the agent to block known bots.
# enable: false

# \

protect.rules.sgl-injection
Use the following settings to configure the sql-injection rule.
\

H H

# sql-injection:

Set the mode of the rule. Value options are
“monitor-, “block™, “block at perimeter , or off.

#

#

#

# Note - If a setting says, "if blocking is enabled”,
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

H*

\

protect.rules.sgl-injection-semantic-chaining

Use the following properties to configure how the
sqgl injection semantic analysis chaining rule works.
\

H*HHHF

+H*

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .

# mode: off
# \
# protect.rules.sgl-injection-semantic-dangerous-functions
# Use the following properties to configure how the sql
# Injection semantic analysis dangerous functions rule works.
#\

H*

sgl-injection-semantic-dangerous-functions:

# Set the mode of the rule. Value options
# are “monitor , “block™ or "off .

# mode: off
#\
# protect.rules.sql-injection-semantic-suspicious-unions
# Use the following properties to configure how the sqgl
# Injection semantic analysis suspicious unions rule works.
# \
# sgl-injection-semantic-suspicious-unions:

# Set the mode of the rule. Value options
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H+

# are "“monitor , “block™ or "off .
# mode: off

\

H oH HH

protect.rules.sgl-injection-semantic-tautologies

Use the following properties to configure how the sqgl
injection semantic analysis tautologies rule works.

\

H

H*

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are “monitor~, “block™ or “off .

# mode: off

\

HH R H

protect.rules.cmd-injection

Use the following properties to configure
how the command injection rule works.

\

+

H*

cmd-injection:

Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

Note - If a setting says, "if blocking is enabled”,
the setting can be “block™ or “block at perimeter .

HoH R HHHH

mode: off

Tell the agent to detect when commands come directly
from input. The agent blocks if blocking is enabled.
detect phased commands: true

H* H® H

\

HOH R H

protect.rules.cmd-injection-semantic-chained-commands
Use the following properties to configure how the
"command Enjection - chained commands® rule works

\

H*

cmd-injection-semantic-chained-commands:
# Set the mode of the rule. Value options
# are "monitor -, “block™, or "off .

# mode: off

\

protect.rules.cmd-injection-semantic-dangerous-paths
Use the following properties to configure how the
"command Enjection - dangerous paths® rule works
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# \

# cmd-injection-semantic-dangerous-paths:

# Set the mode of the rule. Value options
# are “monitor , “block™, or “off .
# mode: off

H*

\

protect.rules.cmd-injection-command-backdoors

Use the following properties to configure how the
"command injection - command backdoors® rule works
\

H HHHF

H+

cmd-injection-command-backdoors:

# Set the mode of the rule. Value options
# are "monitor , “block™, or “off .
# mode: off

H*+

\

protect.rules.path-traversal-semantic-file-security-bypass
Use the following properties to configure how the

"path traversal - file security bypass®™ rule works

\

H H R H

H*

path-traversal-semantic-file-security-bypass:

# Set the mode of the rule. Value options
# are "“monitor , “block™, or “off .
# mode: off

3+

\

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H H R H

H*

path-traversal:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

# \

# protect.rules.method-tampering
# Use the following properties to configure
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# how the method tampering rule works.

# \

# method-tampering:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "block at perimeter .
#
# mode: off

# \

# protect.rules.reflected-xss

# Use the following properties to configure how

# the reflected cross-site scripting rule works.

#\

# reflected-xss:
# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or "off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

#\

# protect.rules._unsafe-file-upload

# Use the following properties to configure

# how the unsafe file upload rule works.

# \

# unsafe-file-upload:
# Set the mode of the rule. Value options are
# "monitor~, “block™, “block at perimeter , or “off .
#
# Note - IT a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

# \

# xxe:
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Set the mode of the rule. Value options are
“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
#

mode: off

H*+

\

protect.rules.untrusted-deserialization

Use the following properties to configure
how the untrusted deserialization rule works.
\

H R HF

H*

untrusted-deserialization:
Set the mode of the rule. Value options are

“monitor-, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

# \

# application

# Use the properties in this section for
# the application(s) hosting this agent.
# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

H* H H

# Add the application code this application should use in the Contrast Ul.
# code: NEEDS _TO_BE_SET

# Override the reported application version.
# version: NEEDS TO BE_SET
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HOHHHHH H O HHHH HHHHH

H O HHHHHRHF

H*
7

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - "labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value™ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value™ pairs.
Example - “business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and “application.session_metadata™ are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS_TO_BE_SET

Provide metadata which is used to create a new session ID in the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as “key=value™ pairs
(conforming to RFC 2253). Available key names for this configuration

are branchName, buildNumber, commitHash, committer, gitTag, repository,
testRun, and version. This option and "application.session_id" are
mutually exclusive; if both are set the agent will be disabled.
session_metadata: NEEDS TO BE SET

server
Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
#
# names, paths, types and environments. Doing this may require a new
#
#

#
#

HoHHHHHHHFHE

Override the reported server name.
name: localhost

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®s default environment in the Contrast Ul.
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H* H*

environment: NEEDS TO BE SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - "labell, label2,label3”

H HHHH

tags: NEEDS_TO BE_SET

Override the reported server path. New after
-NET Framework v21.3.1 and .NET Core v1.8.0.
path: NEEDS TO_BE_SET

H* H H

# \

# Use the properties in this YAML file to configure a Contrast agent.
# Go to https://docs.contrastsecurity.com/en/order-of-precedence.html
# to determine the order of precedence for configuration values.

# \

# Use this setting if you want to temporarily disable a Contrast agent.
# Set to "true” to enable the agent; set to false™ to disable the agent.
# enable: true

# \

# api

# Use the properties in this section to connect the agent to the Contrast \
ul.

# \

# Set the URL for the Contrast Ul.
url: https://app.contrastsecurity.com/Contrast

# Set the APl key needed to communicate with the Contrast Ul.
api_key: NEEDS_TO BE_SET

# REQUIRED
# Set the service key needed to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.

service_key: NEEDS TO BE SET

# Set the user name used to communicate with the Contrast
# Ul. It is used to calculate the Authorization header.
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user_name: NEEDS TO BE_SET

# Set the version of the TLS protocol the agent uses to communicate with \
the

# Contrast Ul. The _NET agent default behavior is \
(SecurityProtocolType.Tls

# | SecurityProtocolType.TlIs1l | SecurityProtocolType.TIs12).

# tls_versions: tls|tlsll]tlsl2

# \

# api.certificate

# Use the following properties for communication
# with the Contrast Ul using certificates.

# \

# certificate:

# ITf set to "false , the agent will ignore the
# certificate configuration in this section.
# enable: true

Determine the location from which the agent loads a client
certificate. Value options include "File  or ~“Store .
certificate location: NEEDS TO BE SET

H* H H

Set the absolute path to the client certificate™s

-CER file for communication with Contrast Ul. The
“certificate_location™ property must be set to "File .
cer_file: NEEDS TO BE_SET

HOH R H

Specify the name of certificate store to open. The
“certificate location™ property must be set to "Store .
Value options include "AuthRoot™, “CertificateAuthority ,
"My~, "Root”, “TrustedPeople , or “TrustedPublisher .
store_name: NEEDS TO BE SET

H HHHH

Specify the location of the certificate store. The
“certificate location™ property must be set to “Store .
Value options include “CurrentUser- or "LocalMachine .
store_location: NEEDS TO BE SET

HOH R H

Specify the type of value the agent uses to find the certificate
in the collection of certificates from the certificate store.
The “certificate_location” property must be set to “Store .
Value options include “FindBylssuerDistinguishedName™,
“FindBylssuerName™, “FindBySerialNumber",
“FindBySubjectDistinguishedName™, “FindBySubjectKeyldentifier™,
“FindBySubjectName™, or ~“FindByThumbprint .

find_type: NEEDS TO BE_SET

H o HHHHHH

Specify the value the agent uses in combination with
“find_type~ to find a certification in the certificate store.

HOH R H

Note - The agent will use the first certificate from
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# the certificate store that matches this search criteria.
#
# find _value: NEEDS TO BE_SET

H*

\

api . proxy

Use the following properties for communication
with the Contrast Ul over a proxy.

\

HH R H

+

proxy:

# Set value to “true” for the agent to communicate

# with the Contrast web interface over a proxy. Set

# value to “false™ if you don"t want to use the proxy.
# enable: NEEDS TO BE_SET

# Set the URL for your Proxy Server. The URL form is “scheme://
host:port™.
# url: NEEDS_TO BE_SET

# Set the proxy user.
# user: NEEDS TO BE SET

# Set the proxy password.
# pass: NEEDS_TO_BE_SET

# Set the proxy authentication type. Value
# options are "NTLM~, “Digest , and "Basic .
# auth_type: NEEDS TO BE_SET

# agent

# Use the properties in this section to control the way and frequency
# with which the agent communicates to logs and the Contrast Ul.

#\

# agent.logger

# Define the following properties to set logging values.
# IFf the following properties are not defined, the

# agent uses the logging values from the Contrast Ul.

# \

# logger:

# Set the the log output level. Valid options are
# "ERROR™, “WARN™, TINFO~, "DEBUG™, and “TRACE".
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# level: INFO

# Set to “true” to redirect all logs to
# “stdout™ instead of the file system.
# stdout: false

# Set the roll size for log files in megabytes. The agent will
# attempt to prevent the log file from being larger than this size.
# roll_size: 100

# Set the number of backup files to keep. Set to "0 to disable.
# backups: 10

# \

# agent._security_logger

# Define the following properties to set security

# logging values. If not defined, the agent uses the
# security logging (CEF) values from the Contrast Ul.
# \

H*+

security_logger:

Set the log level for security logging. Valid options
are "ERROR™, “WARN™, TINFO~, "DEBUG , and “TRACE".
level: ERROR

H* H H

# \

# agent._security_logger.syslog

# Define the following properties to set Syslog values. If the \
properties

# are not defined, the agent uses the Syslog values from the Contrast \
ul.

# \

# syslog:

# Set to “true” to enable Syslog logging.
# enable: NEEDS _TO BE_SET

# Set the IP address of the Syslog server
# to which the agent should send messages.
# ip: NEEDS_TO BE_SET

# Set the port of the Syslog server to
# which the agent should send messages.
# port: NEEDS TO BE SET

# Set the facility code of the messages the agent sends to Syslog.
# Ffacility: 19

# Set the log level of Exploited attacks. Value options are “ALERT",
# "CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG™.
# severity_exploited: ALERT
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#

\

Set the log level of Blocked attacks. Value options are “ALERT,
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and “DEBUG".
severity blocked: NOTICE

H H* H

Set the log level of Blocked At Perimeter

attacks. Value options are “ALERT™, "CRITICAL",
“ERROR™, “WARNING™, “NOTICE™, "INFO~, and "DEBUG" .
severity blocked perimeter: NOTICE

H oH HH

Set the log level of Probed attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, "NOTICE™, "INFO", and "DEBUG".
severity probed: WARNING

H* H H

Set the log level of Suspicious attacks. Value options are “ALERT",
"CRITICAL™, "ERROR™, “WARNING™, “NOTICE™, "INFO", and “DEBUG".
severity suspicious: WARNING

H H* H

Set the connection type used for Syslog messages.
Value options are “UNENCRYPTED™ and “ENCRYPTED™.
connection_type: UNENCRYPTED

H H H

# agent.dotnet
# The following properties apply to any .NET agent-wide configurations.

#

\

# dotnet:

HOH R HH HHHHH H H R H

H o HHOH R

H*

Set a list of application pool names that the agent does not
instrument or analyze. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 4.0.2.

app_pool _denylist: NEEDS TO BE_ SET

Set a list of application pool names that the agent instruments or
analyzes. If set, other application pools are ignored. Allowlist takes
precedence over denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 4.0.2.
app_pool_allowlist: NEEDS TO BE SET

Set a list of application names that the agent does not
analyze. (The applications are still instrumented).
Names must be formatted as a comma-separated list.

New after _NET Framework 19.1.3 and -NET Core 1.0.0.
application_denylist: NEEDS TO_BE SET

Set a list of application names that the agent analyzes.
IT set, other applications are not analyzed, but are

still instrumented. Allowlist takes precedence over
denylist. Names must be formatted as a comma-separated
list. New after _NET Framework 19.1.3 and _NET Core 1.0.0.
application_allowlist: NEEDS TO BE SET

Enable a profiler chaining feature to allow Contrast to

I>b 265



C Contrast Contrast RF 1 X2

HoHHHH H O HHFH HoHHHH H O HHFH H H H HOHHH H HHHF H oH HH H H R H

H H R H

H H#*

work alongside other tools that use the CLR Profiling
APl1. Defaults to “true . New after .NET Framework 19.1.3
(Installed Only) and _NET Core 1.9.3 (Installed Only).
enable_chaining: true

Indicate that the agent should allow CLR optimizations
of JIT-compiled methods. Defaults to “true . New

after _NET Framework 19.1.3 and -NET Core 1.0.0.
enable_instrumentation_optimizations: true

Indicate that the agent should allow the CLR to inline
methods that are not instrumented by Contrast. Defaults to
“true” . New after _NET Framework 19.1.3 and .NET Core 1.0.0.
enable_jit inlining: true

Indicate that the agent should allow the CLR to perform
transparency checks under full trust. Defaults to “false .
New after _NET Framework 19.1.3 and _-NET Core 1.0.0.
enable_transparency_checks: false

Set to display ASCII art to std::out on agent startup. Defaults
to true . New after .NET Framework 20.6.3 and .NET Core 1.0.0.
enable_cat: true

Sets the maximum amount of time a Protect regular expression
is allowed to run before being cancelled. Set to -1 to never
cancel regular expression execution. Defaults to “20 000 .
New after _NET Framework 20.4.3 and _-NET Core 1.5.0.
protect_searchers_single pattern_deadline_ms: 20 000

Sets the maximum amount of time a "Probe Analysis® Protect

regular expression is allowed to run before being cancelled. Set
to -1 to never cancel regular expression execution. Defaults to

"5 000" . New after _NET Framework 20.7.3 and _-NET Core 1.5.11.
protect_searchers _probe_analysis_single pattern_deadline ms: 5 000

Sets the maximum amount of time a Protect rule is

allowed to run before being cancelled. Set to -1 to never
cancel Protect rule execution. Defaults to 60 000" .

New after _NET Framework 20.4.3 and _-NET Core 1.5.0.
protect_searchers_total rule_deadline _ms: 60_000

Sets the maximum amount of time a "Probe Analysis® Protect

rule is allowed to run before being cancelled. Set to -1 to
never cancel Protect rule execution. Defaults to “10 000 .

New after _NET Framework 20.7.3 and .NET Core 1.5.11.
protect_searchers probe_analysis total rule deadline_ms: 10 000

Sets the maximum duration of time agent log files should be kept
since last write before being deleted by the agent. Defaults to
~604_800 000" . New after .NET Framework 20.6.1 and .NET Core 1.5.5.
log_cleanup_maximum_age ms: 604_800_000

Suppresses gathering process-level metrics (process level metrics are
gathered by default), used to identify performance problems. Metric
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counters may further decrease the stability of already unstable
systems and can be disabled (set to true) if issues occur. Defaults
to “false . New after _NET Framework 20.6.6 and .NET Core 1.5.10.
suppress_metric_counters: false

H H R H

Enable file based application watching. Set to false if
file watching is causing locking issues. Defaults to “true .
New after _NET Framework 20.7.3 and _.NET Core 1.5.11.
enable_file based app watching: true

H oH HH

# \

# Inventory
# Use the properties in this section to override the inventory features.
# \

# inventory:

# Set to false  to disable inventory features in the agent.
# enable: true

Apply a list of labels to libraries. Labels
must be formatted as a comma-delimited list.
Example - “labell, label2, label3™

HHHHH

tags: NEEDS_TO BE_SET

# Specifies the cloud provider from which the agent should gather metadata
# (such as resource identifiers). Options are "AWS™, “Azure , or "GCP .
#
# gather_metadata via: NEEDS TO BE SET
#\
# assess
# Use the properties iIn this section to control Assess.
# \
# assess

# Include this property to determine if the Assess

# feature should be enabled. If this property is not

# present, the decision iIs delegated to the Contrast Ul.
# enable: false

# Control the values captured by Assess vulnerability events. “Full”
# captures most values by calling ToString on objects, which can

# provide more info but causes increased memory usage. ~Minimal”

# has better performance as it only captures String type objects

# as strings and uses type name for other object type values.

# event _detail: minimal
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Apply a list of labels to vulnerabilities and preflight
messages. Labels must be formatted as a comma-delimited list.
Example - “labell, label2, label3”

HHHHH

tags: NEEDS_TO BE_SET

# Value options are "ALL™, “SOME~, or “NONE~.

# stacktraces: ALL

#\

# assess.sampling

# Use the following properties to control sampling in the agent.
# \

# sampling:

# Set to "true” to enable sampling.
# enable: false

This property indicates the number of requests
to analyze in each window before sampling begins.
baseline: 5

H* H® H

This property indicates that every *nth*
request after the baseline is analyzed.
request_frequency: 10

H* H* H

# This property indicates the duration for which a sample set is valid.
# window_ms: 180 000

# \

# assess.rules
# Use the following properties to control simple rule configurations.
# \

# rules:

# Define a list of Assess rules to disable in the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited list.
#
# Example - Set “reflected-xss,sgl-injection™ to disable
# the reflected-xss rule and the sgl-injection rule.
#
# disabled _rules: NEEDS TO BE SET

#\

# protect

# Use the properties in this section to override Protect features.
# \
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# protect:
# Use the properties in this section to determine if the
# Protect feature should be enabled. If this property is not
# present, the decision iIs delegated to the Contrast Ul.
# enable: false
#\
# protect.rules
# Use the following properties to set simple rule configurations.
# \
# rules:
# Define a list of Protect rules to disable In the agent.To view a list
# of rule names, in Contrast go to user menu > Policy Management >
# Assess rules. The rules must be formatted as a comma-delimited
# disabled_rules: NEEDS _TO BE_SET
# \
# protect.rules.bot-blocker
# Use the following selection to configure if the
# agent blocks bots. Set to “true” to enable blocking.
# \
# bot-blocker:
# Set to “true” for the agent to block known bots.
# enable: false
# \
# protect.rules.sgl-injection
# Use the following settings to configure the sgl-injection rule.
# \
# sgl-injection:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter”, or off.
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or "“block at perimeter .
#
# mode: off
# \
# protect.rules.sql-injection-semantic-chaining
# Use the following properties to configure how the
# sql injection semantic analysis chaining rule works.
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\

H*

sgl-injection-semantic-chaining:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .

# mode: off

\

H HHHF

protect.rules.sgl-injection-semantic-dangerous-functions
Use the following properties to configure how the sql

injection semantic analysis dangerous functions rule works.

\

H+

H*+

sgl-injection-semantic-dangerous-functions:
# Set the mode of the rule. Value options
# are “monitor , “block™ or "off .

# mode: off

\

H H R H

protect.rules.sgl-injection-semantic-suspicious-unions
Use the following properties to configure how the sql
injection semantic analysis suspicious unions rule works.
\

H*

3+

sgl-injection-semantic-suspicious-unions:
# Set the mode of the rule. Value options
# are “monitor~, “block™ or “off .

# mode: off

\

H H R H

protect.rules.sgl-injection-semantic-tautologies

Use the following properties to configure how the sql
injection semantic analysis tautologies rule works.

\

H*

+

sgl-injection-semantic-tautologies:

# Set the mode of the rule. Value options
# are "monitor , “block™ or “off .

# mode: off

\

H O R H

protect.rules.cmd-injection

Use the following properties to configure
how the command injection rule works.

\

H*

cmd-injection:
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# Set the mode of the rule. Value options are
# “monitor , “block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter".
#
# mode: off
# Tell the agent to detect when commands come directly
# from input. The agent blocks if blocking is enabled.
# detect phased_commands: true
# \
# protect.rules.cmd-injection-semantic-chained-commands
# Use the following properties to configure how the
# “command injection - chained commands®™ rule works
#\
# cmd-injection-semantic-chained-commands:
# Set the mode of the rule. Value options
# are “monitor , “block™, or "off .
# mode: off
# \
# protect.rules.cmd-injection-semantic-dangerous-paths
# Use the following properties to configure how the
# "command injection - dangerous paths®" rule works
#\
# cmd-injection-semantic-dangerous-paths:
# Set the mode of the rule. Value options
# are “monitor , “block™, or "off .
# mode: off
# \
# protect.rules.cmd-injection-command-backdoors
# Use the following properties to configure how the
# “command injection - command backdoors® rule works
# \
# cmd-injection-command-backdoors:
# Set the mode of the rule. Value options
# are “monitor~, “block™, or "off .
# mode: off
# \
# protect.rules.path-traversal-semantic-file-security-bypass
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H H H

Use the following properties to configure how the
"path traversal - file security bypass®™ rule works
\

H

path-traversal-semantic-file-security-bypass:
# Set the mode of the rule. Value options

# are “monitor , “block™, or “off .

# mode: off

\

H H R H

protect.rules.path-traversal

Use the following properties to configure
how the path traversal rule works.

\

H*

H*

path-traversal:
Set the mode of the rule. Value options are

“monitor -, “block™, “block at perimeter , or "off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
#

mode: off

\

H OH HH

protect.rules._method-tampering

Use the following properties to configure
how the method tampering rule works.

\

3+

H*

method-tampering:
Set the mode of the rule. Value options are

“monitor~, “block™, “block at perimeter , or “off .

#

#

#

# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter”.
#
#

mode: off

\

H H R HF

protect.rules.reflected-xss

Use the following properties to configure how
the reflected cross-site scripting rule works.
\

H+

reflected-xss:

# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
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#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#

# mode: off

#\

# protect.rules._unsafe-file-upload

# Use the following properties to configure

# how the unsafe file upload rule works.

# \

# unsafe-file-upload:
# Set the mode of the rule. Value options are
# “monitor~, “block™, “block at perimeter , or “off .
#
# Note - ITf a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules.xxe

# Use the following properties to configure

# how the XML external entity works.

# \

# xxe:
# Set the mode of the rule. Value options are
# “monitor , "block™, “block at perimeter , or “off .
#
# Note - If a setting says, "if blocking is enabled",
# the setting can be “block™ or “block at perimeter .
#
# mode: off

# \

# protect.rules.untrusted-deserialization

# Use the following properties to configure

# how the untrusted deserialization rule works.

#\

# untrusted-deserialization:

the setting can be “block™ or “block at perimeter .

# Set the mode of the rule. Value options are

# “monitor , “block™, “block at perimeter , or “off .
#

# Note - If a setting says, "if blocking is enabled",
#

#
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# \

# mode: off

# application
# Use the properties in this section for
# the application(s) hosting this agent.

# \

# application:

# Override the reported application name.

#

# Note - On Java systems where multiple, distinct applications may be

# served by a single process, this configuration causes the agent to \
report

# all discovered applications as one application with the given name.

#

# name: NEEDS_TO_BE_SET

HoHHHHH H HHHH H H#* H* H H

H O HHHH

H H H

Add the name of the application group with which this
application should be associated in the Contrast Ul.
group: NEEDS TO BE_SET

Add the application code this application should use iIn the Contrast Ul.
code: NEEDS_TO_BE_SET

Override the reported application version.
version: NEEDS TO BE SET

Apply labels to an application. Labels must
be formatted as a comma-delimited list.
Example - “labell, label2,label3”

tags: NEEDS_TO BE_SET

Define a set of “key=value~ pairs (which conforms to RFC 2253) for
specifying user-defined metadata associated with the application. The
set must be formatted as a comma-delimited list of “key=value~ pairs.
Example - "business-unit=accounting, office=Baltimore”

metadata: NEEDS TO BE SET

Provide the ID of a session which already exists in the Contrast
Ul. Vulnerabilities discovered by the agent are associated with
this session. If an invalid ID is supplied, the agent will be
disabled. This option and "application.session_metadata  are
mutually exclusive; if both are set, the agent will be disabled.
session_id: NEEDS TO BE SET

Provide metadata which is used to create a new session ID iIn the
Contrast Ul. Vulnerabilities discovered by the agent are associated with
this new session. This value should be formatted as ~“key=value™ pairs
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#

(conforming to RFC 2253). Available key names for this configuration

# are branchName, buildNumber, commitHash, committer, gitTag, repository,

#

testRun, and version. This option and “application.session_id" are

# mutually exclusive; if both are set the agent will be disabled.
# session_metadata: NEEDS TO BE SET

# \

# server

Use the settings iIn this section to set metadata for the server
hosting this agent. Contrast recognizes common, supported server

server or license, and it may affect functionality of some features.

#
#
# names, paths, types and environments. Doing this may require a new
#
#

# server
# Override the reported server name.
# name: localhost

HoH O HH O HHHH R

HHHHH

H H H

Set the environment directly to override the default set

by the Contrast Ul. This allows the user to configure the
environment dynamically at startup rather than manually
updating the Server in the Contrast Ul themselves afterwards.

Valid values include "QA~, “PRODUCTION™ and “DEVELOPMENT .
For example, “PRODUCTION™ registers this Server as
running in a “PRODUCTION™ environment, regardless of the
organization®s default environment in the Contrast Ul.

environment: NEEDS_TO_BE_SET

Apply a list of labels to the server. Labels
must be formatted as a comma-delimited list.
Example - " labell, label2,label3”

tags: NEEDS_TO_BE_SET

Override the reported server path. New after

-NET Framework v21.3.1 and _.NET Core v1.8.0.
path: NEEDS TO BE SET

NETI—-S I RNIVARA70O0-7

BEE

NET Core T—> TN 4.0.0 8 KU.NET Framework T—> T N 51.00 &),
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@ D:A\Development\dotnet\dotnet-agent\tests\integration-tests\DotnetCoreS\localAgent. yaml

@ C:\ProgramData\contrast\dotnet-core\logs

Configuration

Name Value
enable true yamkconfig
api.url https://teamserver- com yaml-config
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OF7OA4F, NETI—>IhTRYR—REhELA,

Windows 77U —>3>

Windows 7 7°U4r—<3a>®OF 7 O4 &, Azure Functions ®/N—>3 > 1, 3, 4 ICRLTERLIICHYR
—KNehFEF, O—HI TR, 77U —> 32 (F Contrast NET Core T— T2 RO NuGet /NY 4
—2%SBLUET, Azure £IZIE, Contrast NET Core DILIRMEBER 1 VAR —IL T D HBENHVET,
¥ — )L (Visual Studio ¥ Core Tools %& &)X, CI/ICD /NA 754 >, Flzl& Azure Functions ®7R— 23R
IR—ADI T4 RXEMAL T, Azure Functions D7 7V —>a>&27F 70493 &, 4 MNER
BEFMERT SIS —2a 0 REZBBNICRELERA. 77U —2 a3 REEFETEEY
PURENFBYVET,

TDEOICE, KTFOTTVT—2aVBERE>BR>T 7V T—2aVRE)ET2TLKEEN,

CORECLR_ENABLE_PROFILING=1
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH_32=C:\home\SiteExtensions\Contrast.NetCore.Azure.SiteE
xtension\ContrastNetCoreAppService-<version>\runtimes\win-
x86\native\ContrastProfiler.dll
CORECLR_PROFILER_PATH_64=C:\home\SiteExtensions\Contrast.NetCore.Azure.SiteE
xtension\ContrastNetCoreAppService-<version>\runtimes\win-
x64\native\ContrastProfiler.dll

LR D<version>OEFTICIE, "0.0.0.0"  VWASERTI—>IMON—23 0 2BELET, flxE.
I—>xohON—=232 K 218 THhNE, WNARKOELSIZHEYE
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C Contrast Contrast RF 1 X2

9 : C:\home\SiteExtensions\Contrast.NetCore.Azure.SiteExtension\ContrastNetCo
reAppService-2.1.8.0\runtimes\win-x64\native\ContrastProfiler.dll

Contrast Y —/\\NQELHEREE, 77V Tr—2 a3 RELZFER/TIN, FT7UTG—23a ERENSSHR
ENBRET7AINTEELET,

T7VTr—>3a>RE

CONTRAST__ API__USER_NAME=my_username
CONTRAST _ AP1__ SERVICE_KEY=my service_key
CONTRAST__API__ API_KEY=my_api_key
CONTRAST__ API___URL=my_api_url

BRET 7 AT Contrast Y —/NOERBEBREIEETIHER. ROTF T IVT—>3a VRELREBET DL
ENfHVY)FET : CONTRAST_CONFIG_PATH=C:\home\site\wwwroot\contrast_security.yaml

Docker Linux € X—<

HAZ L Linux £ X—2OF 7 OA 1k, Azure Functions D/N—23 > 38KV 4 THR—hEhET,
AAZLLNUX A X—DHFBET, A X—=DIZE@EFTTVr—23> & Contrast NET Core T— I b
DO NuGet NV T—I N EENTVWBRRBENHYET, Linux 77U T—>3 2k, DAR A Linux 4 X
—IASRTENBEVES, NETI—2J IV MNTRYR—IMFRATHD L ITERLTKEEL,

I-2IVRNEHFRACEDHIC, ATOTTIVT—2 a0 RELEZTSIBEN HVET. ChSORE
F, A XA—VBBREREZERELQICEBDHID, LB TTIVT—2a RERE>BH>T7VT—
aAVRE)ELTRELET,

CORECLR_ENABLE_PROFILING=1
CORECLR_PROFILER={8B2CE134-0948-48CA-A4B2-80DDAD9F5791}
CORECLR_PROFILER_PATH=/home/site/wwwroot/contrast/runtimes/linux-x64/native/
ContrastProfiler.so
CORECLR_PROFILER_PATH_64=/home/site/wwwroot/contrast/runtimes/linux-x64/
native/ContrastProfiler.so
CONTRAST_CORECLR_INSTALL_DIRECTORY=/home/site/wwwroot/bin/contrast/

Contrast ¥ —/NADQEHEBRIE. 77V —> 3 BRERELHEFEATIN., TTUT—3 V%
EREEHANSBRENDIRET 7ML THEELE T,

FTUT— AV REREEN

CONTRAST _ AP1___USER_NAME=my_username
CONTRAST__ AP1__ SERVICE_KEY=my service_key
CONTRAST__AP1__ APl _KEY=my_ api_key
CONTRAST__ API__URL=my_api_url

BETZ77A4I)TContrast H—NOEHKBEBREEETIHEARE. ROTT7VTr—>a RERELH%E
EBETRDIHENSHVET : CONTRAST_CONFIG_PATH=/home/site/wwwroot/
contrast_security.yaml

Node.js T—> I b

Contrast Node.js T—2 TV ME, RTUAOAUNA I B EDREILE hizHEifiZBEEL T, Node.js ®
Web 77U —> 3> OEEZBTL, RTEICT 71U —>3 212 Contrast D H—ZEBML F
9,

Contrast Node.js T— T2 MNE, X714 v ON—2 3 22 % (major.minor.patch)ICiEVE T, T—
TSIV, CBESOHR—NIRT I /O (2838 —D) e AT LB (2878 —) TRIBICEEL
£7,

I-YI>h 262



C Contrast Contrast RF 1 X2

Node.js T—2 T2 K&, Babel AVNA ZZFERLTTZ 7 Ur—>3a>oR&BICT IV r—>3>
JO—RZ2ZEBRLET, BEE, I—IMNEYR—FEROTVL—LAD—0%ET 1)
(283IN—=NXEBBEBENYFLET,

Nodejs T—J I haEAVAR—=) 287TR—)NFDE, FTIUT—2a>0EEERERTZIEHIC,
2DO0FERY—AO—REBATHONIET,

s ASTEH#HE, I-C IV RNIK 2> TERENED— RAEOHRWEEIY ) —2REL. COBX
Y)—=IZEDVTHLWY —AO—REERTZD7O0LATT, I-JI N0 7OLEARICK
ST, BT Y IONMELEVRAZAELET, flREF, ZHICK 2 T Contrast l& JavaScript 12
BEIOA—N—O—REEMTED LY, BEHENEVTF—XORNEZBTNICEHFTEDRSICKE
WET,

« BT Y Uk, child _process.exec BEREDEBNRTEZSIZHE, TOSIBPREYVEICET
3F—2Z2REL, I-2IVMNOBHBLICCOTF—RERELET, TORFR, I—2I12 M
BEOBEBICOVTHRETEDZLDILBEYET,

Contrast —E A

Contrast  —E A (494x—2)l&, Nodejs T—2 T RAIENY T —2{LE N cRTHET 7 AL T,
AOZ7OEATEITEIRET, I-JT2hON—232 4xx TR, Contrast U —EARI—-> 1>
Ne—#BICEBNICEEBLET,

COHP—ERIZL 2T, Nodejs T—2 I N& Contrast H—/NEIOBEATEEICKYET, T—IT
RERERIZ, BEZH (BAN—D)R YAMLERET7 7 A (B1R—2)TEE 4958 —)TEEXRT,
Contrast H—E Rl&, I—> I N& Contrast B0 HTTP BEIC, 77 #J)L N T 30555 FR— N&E
ALEY,

I—>12 k& Contrast ENDR— KRB LTBE7ORNILERETEET. FATELAZ7ON LG,
HTTP. Linux Y7 Y N7 7 A4 I)ERF), gRPC TF, Y—ERRF., I—2 12 he1x1 7704
THEE, BBROAVTTERARNTZE—OH—NEOI—2I O E1 D207 —7TELTHE
TBR_EETEET,

Node.js DHR—rRKFTY /O
COR=DE, ERTHICERHEESNTVEVWRY ., npmjs.com(npm 2 Web %1 M) TAF A&
N=23 20 R—MERTIV/ODXBEEEZRBRLTVET,

HERD

@ Contrast Node.js T—< T > Mk, npmijs.com T3EH2E (deprecated)& X T & iz
ED1-LTREELEVEENFrHYET, FERBOED1-I)LE. EF21UT1LD
DAINEL, I=2I 2 NOBEICERFEZREFETIREEN B ET,

F /. webpack, parcel, esbuild ZED/NY RS—ZFEHALTH—NY 1 R0
JavaScript J— RZNY T —JHLUL Y EBLEVW TR T UTr—>3 > E£HR-—K
LEEA,
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https://www.npmjs.com/

 Contrast

Contrast RFI1 X2k

« JavaScript ECMAScript 5

« JavaScript ECMAScript 6

» ECMAScript €= 1 —)L(ESM)
» TypeScript

Node.js LTS(RHHR— MR
BE, TOTATBREXTFALTS
ATF—BADETON—3 > :

< 125, 14

c 16*(I—J T RN—232 45058
=30k )

c 18(I—J TV RN—2 32 4250 B4
)

+ 20(I—2TRN—232 43308
Y hN=2325.0.0-R—
)

NY r—I%B> AT Ls(npm)
npm/N\—>32

+ 6.13.7 LI

.+ 7.11.0 BARE

.+ 8.5.5 LR
F7Vr—>a>7L—L9—9
* Express 4

« hapi 16*, 17*, 18*, 19*, 20
» Fastify 3

+ Koa 2.3 AR

« Kraken 2.2.0, 2.3.0

e LoopBack 3*, 4

» Restify 8

+ Sails 1.2.3 A&

p: G

Contrast l&, T79 5747 LTSy ik "XV FTF U ALTS) AT—2RAD Node.js
DBHEFESN—2a>z2HR—KNLET,

Node.js LTS /N\—= 3 (&, JavaScript ECMAScript5 & 6 D HR— KL E T,

Contrast Node.js T— I N, ESMZ2FERIT2 77U —> 3> TREN &Y
R—NZRHELET,

TypeScript A" HR—hEhd0Rk, T—JIRFF7FUTr—>3>002 N1
BHIVRURAVRNEETLSCRETNTVRBEENHTT,

AR

BILTITATELEEXAYTF U ART—2AD Node.js ® LTS N—2 3> &fF
ALTEZL,

*42 LTS, 14 LTS, 16 LTS T, Contrast T—> I NEBEELE TN, ThTh
2022 F£ 4 AR, 2023 4 AAK, 2023 F£9 A 11 BIZ EOL(HR— MK T)IC &
P2TVET, ChSOEOLN—232EF, Ny FHAEAEShELE2 L), A
BEFIVTAVRINBYET, . T2 hON—23 2 5xxICl.
Node.js D/N\— 3> 16.13.0 L ENBBTHD ZLICTEBELSEE L,

Node.js T—> T Mk, RERH(Stability: 1)5R% (238 E 11D Node.js DHERED
HR—RNERIELELBA. T RA1T A7 B net ED21—-)LICI—2 T2 NG
HRAFENFERA, CORICHIDHYR—INHROT S VTr—23>TL—LD—V%
AL TRBEESNEHTTP(S) 77U T—2 3> 3 —NICOKBEELFT,

HTTP/2 i&. Node.js core ® HTTP/2 £ /=it spdy A 7 Z VN ERAEhTWVSH
&2, Nodejs IT—J I hDYR—RIBREKNET,

Contrast Node.js T— I N THTTP/2 2ERATH 77— 3> T,
assess.enable_lazy tracking: false Z2FH T2 &SICI—2J T2 MNEER
ETRIHBENBYNET,

Node.js D/N\—2 3 AT —XR Ak Node.js D LTS V) —AAT T 21— )LICRE&EE
hTLWET,

I—2 12 M, --experimental-permission TP 7 AZHFIRLT, 77V
T—2a aERTIIHEZTR—NLTVERA, TV ERAZEIRTIZDERAT
ATEDA-NNFRTIOTATIRY HERERS LTI IV NEHEKATE,
I<ICOTVIATBREILBYET,

Node.js IT—< I M4, ContrastWeb 4 > Z—7 T4 RICERICT AT 52K
ETRLEHICRK. ChesOnpm N—2 3 OVThNICT I ERATIHEN HYE
T N=23v7&V)E, N—P3V6FER8EHRBLET,

13

ThSDSA TS URRRTFEREICK > THHE(deprecated)e T hTH VY, &=F
AVFTALEQOURVDAHEMEN BV ET,

F—ER—ARFANEATI Y NRET Y E> Y (ORM)
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https://nodejs.org/en/docs/es6/
https://github.com/nodejs/Release
https://nodejs.org/api/permissions.html#process-based-permissions
http://expressjs.com/
https://hapi.dev/
https://www.fastify.io/
https://koajs.com/
http://krakenjs.com/
https://loopback.io/
http://restify.com/
https://sailsjs.com/

C Contrast Contrast RFI1 X2k

» DynamoDB(Assess M ) AWS SDK for Pz
JavaScript : 2.x, 3.x

BAR—ZN—T 3> 36. 4x. 5x =% (deprecated)eEnhTHY, EFXF1UFA1 LOVAVOTAREEN B ET,
%)

« MySQL2 2.0.0 AR (MySQL F— & X —
AN—23> 5651, 5.7.x, 8.0.xICH
)
¢ Mongoose 5.x, 6.x
+ MSSQL 6.4.0 LAF&
« Postgres driver 7.5.0 LAf&, 8.x
» RethinkDB RZA4 /N /N—23224.0
ARz
« Sequelize 5.x, 6.x
» SQLite3 driver 4. x(T—&XRX—AN—2
3> 3.26.0 AR (Z XTI
BIEED1-)L
+ Joi 17 LARE
+ Validator 13 LAf&
+ Class-validator 0.13.0 J\F&
FUTL—RIVDY
¢ Handlebars 4
« Pug3
« EJS26.2, 3.0.1
+ Mustache 4.x LAR&
rToOMoTo/02
 Express-session 1.15.6, 1.16.0 LA
TANRLA—b
Node Test Benches(Node A h AR/ F) Nodejs T—2 TV NCEENMAShBE, Contrast F—EOBBLTANEE
TLU., YR=—RFHROITNXTOD Node N— I3 ATHAR—IR/KRTI/OTOH
BEERE#EL E T, Node Test Benches IZl&, Contrast DHR—KNHRD T L
—LD—UTI—CIVRNERTIDTARNEENTVET, I-J T NIH
—RN=TFADOZA4TZVHR-—RNFBIMENDE, T/ LR (Monorepo)A D& 7
L—LD—ONEHENET,

Node.js I— I N 5.0.0 R—& K —%

BEE

o COI—TJIVRNRER—BRTT R—FAT—RATR, A7 aHFEEEnL
V. FHULBEVEEE TR TN HDCEEZERLET, cOXR—AREFHTS
ET, BEEKRE Contrast R—Z AR (M48R—D)CRAEBETDEICBYET,

COR=T ., BETHICEEH A TOVWAEWRY ., npmjs.com(npm 23 Web H 4 N TAF Alge & &#
N=23a2 0 R—MERTI/ODXHEEERBRLTVET,

To/A2 HR—IRRN—23> BE
AT A * Node.js LTS /N\—2 32 16, 18, 20* + *Node.js 20.5.0 A D HHR— K
« 7Oty HOHR—B - Apple M1/M2, ZBMLEL L,
Intel/AMD(AMD64)

s ARL—FTAVIATLDYR— -
Windows Server, Windows 10/11,
MacOS. Linux (Debian, CentOS & &)

< PM2

* Nodejs I—2 IV RO ATLAEH
(287R—2)

ERON—30 * Node.js DHR—K{RTY /O

(283/0—3)
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https://www.npmjs.com/package/@aws-sdk/client-s3
https://www.npmjs.com/package/mongodb
https://www.npmjs.com/package/mysql2
https://mongoosejs.com/
https://www.npmjs.com/package/mssql
https://www.npmjs.com/package/pg
https://www.npmjs.com/package/rethinkdb
https://www.npmjs.com/package/sequelize
https://www.npmjs.com/package/sqlite3
https://www.npmjs.com/package/joi
https://www.npmjs.com/package/validator
https://www.npmjs.com/package/class-validator
https://www.npmjs.com/package/handlebars
https://www.npmjs.com/package/pug
https://www.npmjs.com/package/ejs
https://www.npmjs.com/package/mustache
https://www.npmjs.com/package/express-session
https://github.com/Contrast-Security-oss/nodetestbenches
https://www.npmjs.com/

C Contrast Contrast RFI1 X2k

To/02 HR—IARN—D 3>
NPM N—=2 3> - 8.5.5 LR
F7Vr5r—>3ar7L—LD—9 » Express 4
« Fastify 3, 4
+ Koa 2.3 LR
F—RER—ARTZANEATZTINE + Mongoose 6.x, 7.x
&YX v